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\ android.support.v7.app.AppCompatActivity;
android.os.Bundle;

1mport android.widget.MediaController;

import android.widget.Toast;

import android.widget.VideoView;

public class MainActivity extends AppCompatActivity {
private String mPath = "";
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" content provider




gk yc/bin;l Cis
iz Ul g gt o Jn

L gybl daes 55 el e ¢ asl p

private VideoView mVideoView;

@Override

protected void onCreate (Bundle savedInstanceState)
super.onCreate (savedInstanceState) ;
setContentView (R.layout.activity main);

mVideoView = (VideoView) findViewById(R.id.videoView) ;
if (mPath.equals("")) {
// Tell the user to provide a media file URL/path.
Toast.makeText (MainActivity.this,
"Please edit VideoViewDemo Activity, and set path" +
" variable to your media file URL/path",
Toast.LENGTH LONG) .show () ;
} else {
mVideoView.setVideoPath (mPath) ;
mVideoView.setMediaController (new MediaController (this)®:
mVideoView.requestFocus () ; :§§>

}
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} 0 @%ﬂ

Q

N
S

% 6°ﬁJ\s sl —h—0

L@dﬂm@\kb;)\}oﬁ)ud)bcrti
S LﬁéoJ;AbkwaJL;j.hsdméj.btﬁug 3 AVL}Apv;M?w L;;ifjﬁ “T‘Jf'*J Jﬁty;‘j?‘Léé

.>)|>r.:.3;;madj:;5 ;;;'-J}.é\rj.} el

) Pl el ool Y
Lol 5o &S lajer «F§\> o3l el ol gl golere S IS s 5 S50 S S -
.@;M\fg;@“ w\y\ﬂwx\gumuﬁw;uﬁ;;awd,\w\w&yi.wﬂ
mﬁJn@\@%fﬁﬂw‘«aﬁéguw-Je,swﬁsswsu@wﬁwwwww
&%\@;i&;uﬁuj;@\);boiqﬁizm}\5wpu\>&udt}www\d@
--‘@)@ Aokl ety Gl br 63,0 ol iS5 53 Coles 5w Sl ol oo
a5 lamee Sleslia 1L 1 555 gl ans 55 lame 5 - - o Ll a5 550 0 (53 (e

by Al 5 e 0 S s 4S 5535 s S a3 ol el 53 ' iles ST (g5l Android Studio IDE

by Sl (5 anw 5 lmms 5 0l £ 5o ADAChE ANt 1 eslinad s o ECHIPSE IDE v 5 laoms LS ol 2l OLe s
b s ol Sl el 5l sl 4 e il s Gradle ¢« » « Android Studio IDE i L, s Google s =

Al e oS OB




gk yc/bin;l Cis
(e il g st fajl

L gybl daes 55 el e ¢ asl p

315 e laslle 55l 5 as) e d SOy el Glacn K83 g 5 BB g 5,
Glaair b ablie S8 4 003 sgme &S o pasetia L 0T 3l ol (5,550 5 o o2 231 &S

sexe Sdle (65,8 slaaal 5 L daily 53 ol v.:.éu.ﬂf.é_ft_g‘).})jb@ Al e gl e

A tau
Q

S 5 B 1o

u]

d
LSJJ;‘)[SLSML;J;CA—M‘&L@)JJJSMWﬁfb}cOMJMﬁ% o “‘)‘dv\A
J?;cﬁw:;ﬁ‘JJ}AJJQJ;;.‘.!L;\MA{Q.’:".J\;SVA\J:QJJ“)SQLQW“}‘” Sl Shas o e LL

°l§I JJJL;O )ls “ L;Jﬁ)ls ML’J-’ L S ;ﬁmﬁ*”. | &Lﬁo‘}:.w ‘)‘ w&“ JS@J\JJKA‘ JJJlS K:,\-\.N‘ 4:...»)3 @Jﬂu J‘

555 Salos L;LQW‘}\ALSJKJ‘J«—M%

9

2033 olo s ST 5 Jswe | lad caalsl 53 s 5

axlge g A L Okule sl 51 Jlaul o
Sl gl b slml 5 8

ol (63 5,18 s 6%1 A 03 o 3l el .38 Ll sb | eesls ol

9
° taal Ol 1YY
7 -~

au,p«su;u)-@\,@;@Mu#w\ﬁﬁyx&_w;o\ﬁks@)wﬁg
OJ.LLT oKJ‘-«Q‘ . coK’:.w.) C,:‘i‘)-w L." OJ‘.} e )‘ &VL’ Jw}‘ )L:S BE) ..L.a)‘.) L-r\.«.st;d )lswdj?ﬁj)
w‘%mf;w‘)\}ﬁﬁf u-")-“"'r'lfﬁu“’l-“" laesls Osls w31 Lot 5 ol e

co|§&&7 Sy oddo w3 glaesls oS (Jl Soul Sglane (5w, laailly Ol 5,8 (gl o o
/

=

‘ MMS (¢, s 6L§(=L3:je‘ma”ﬁejw ol yor 130 5> .J)‘)&OIMOJ){W@
M}Adjﬁﬁd&&b}}ﬁ‘ﬁﬁbﬂj&hf“)bﬁ)g%ﬂﬁjb)b‘)w‘g‘}&&bub

JAL;: bL}'sAM Qb%\)‘fﬁé‘@w‘\sw\&ﬂj}@lﬂb‘ja‘f@ﬁ)‘&gﬂ;&

' Desktop computer




\dadedz il g satS e failw

L gybl daes 55 el e ¢ asl p

J}J:&

“—:*-:“-“Q—:"j;d)) laesls E;ﬂ;&;l.i)'jpua Joles 55 Kl s Ls_.iﬁl{ﬁ)lSASl;;Jj
e b a3 oy 5O SO L dad a5 S sla esls ST o el dll (55 slaesls I Sas
Waosls Osls s 31l s bﬂ)LSJaiéL;)'L»(aL{aA el s L el é;ur&@ S, b 4 gl

J‘SJM“”EL‘}J’W(’JJ}JMJJJJJJJJ“S@

Alrar il a1 ol el an il o 5 555 el 6 td laesls b S

S 6l oMl ol han 45,5 S S 53 0581 31 s s s SIMMS
L cpl 31 SleMbl ol Osls o Sl ol 8 Ol ds &S 8 S %&y—w‘ e 2l
Sl 3o L8 o oo SMS (slaely b a5 oge (Sla 85 o 5lad d\\ﬁ)‘ el g JB o2

@\ Jbg‘wa‘jmﬁj‘)g

d_..s;\‘,u;dafw;fo\,@umwjﬁbu_b_;gt}ﬁqw,)tss&|ﬁ)tsd\ﬂ
5 o5 e 31 el S ST S5 5 Al a S
, . 0>
02 S Lbax 5,80 13 il s s &
.MJO)L@..Z)‘\JBJ)JI‘
45.3},&& obﬂ&:b)‘y;s‘)bf.; D‘Nﬂéj)ﬂa.,\airaﬂ}.béuob‘ba‘)t.usctsguj
Q)y)pob)'l)o)iwuﬁ%w\dcw C}@jﬁujb}.x;uijjlba@m 592 3l Waesls ol
Sl gley a5 Ll ijw\.sjlxd_iﬁgdﬂﬂéwf_ﬂ:g)@ﬁ@&.Sﬁi\,;
ﬁ&jbcw‘)b/§d‘ Al e Bl oBaws (655 S gl 3 el cins e 4 CJEL 5 Al

=5 Sosal B 00 B I 0 15 e O (52,18 a2 0351 ool

Mﬂ&j}@ﬁoﬂ}SJﬁﬁQwru
)JO}ﬂd{«JM&‘ﬁMLAﬁ&)‘KQ&é
30l 5l mi s Sl pla § Cudns S AsS

oslax Lgl.m\))'\ Ks i Sl oS ades &S Jlej s o> Ll P l.a_JZ)\J'_élDJ LT

@ L il | flnesls S s

SYPERY g;”:""‘ Solers LB

Lo s g o Ll POAN ¢ a8 sd 158 (65 | e il s S s U3 55 jb0kos

m\;\)J.JU'SL;aJJ:;SJALoV:m?A 6|ﬁb;ﬁgﬁ\cﬁxw‘xnbx\wsy&;éﬁﬁ};gw




(o yhede Uil g st )l

L gyl daes 5> el e 6 Aol

J..I:JAU}- ‘fﬂjﬂw&)‘}ﬁﬁi{u\i})x‘ L;::.;.A 6)“"‘*"’
sl golwlas= Y-y

.JCS&&)'LMOJ‘.@‘))'LQ“M\LS‘}D\J?JJA&?J&S\J}_-H)LSJ|J'§‘€JJM|}>@L;’;§_5.\{JJJJ|JJJ5
aw Ld a4 5L (65 )8 el Ous ‘ﬁ‘&‘ﬁ-’%))v\:"g}‘bﬁmw ‘Uler.:.w.ﬁ.w S Lile ¢ oy g
Mwl.mj()&;u;,,w\;\u>,‘dew)\&uk;@.g)bwﬁuuj%ﬁ

Lol L (90 08 glaaal K03 4 oo i (10 S5 sme gt bl 3 L (95 18 glaass

. E DD
u)
UEEE

=

L1 1

Iy ,Ls@¢uﬁum>w\dﬂ,w,|usudﬁcw|©§w e S S kel ol L
fﬂ&.wwj)‘&{wﬂbyd‘.kﬁ‘r@@.b‘d}‘bomwgb)|jﬂ)|é)%{
Al g eslinals g ‘r”mcw 3 Ghe Gl Oler :"' el S5 gaher Sl AL L el
(o S R 93 0 DN e G S e e G e 53 50 S
S5 O Silaal b Kos i

s 318 5 Des pl el L S Slslaal lyls
- * 2
AL Lol s yd e oo QL@-‘@Q&J dme Sl3ltel ahew sas .o Olazrlgs (6l (25500 (0 Sl
3. S das c.,\:.A\jﬁ-dau L)wx ol & Lilgn B as oas b lssl 1y 5 ol slhzel Al g
du.Lj;f\.@.ﬁj‘g@"m‘.}%Lcﬁ&‘%é%))&‘@‘iwéuﬂ(;ma”LSMLJJ)JW‘LSOJA;-
uuﬁv\mupmbbajkuﬁh\iuﬁ%bgu.b'ggi_,gbjéilglﬁ)'..}hiL.,GmailLgsuL}ﬁ
u]
,\;@»}w:>j>'-L;uL’»J,.;QLe)UaULao>|.>4.3l.€;3Llﬁwumuﬂj\&ﬁJﬁjJMﬁ.xSSjﬁ

Q.w‘oMML&MLJ;ﬁL»QLOw‘MQTJ»JLw:j

e T glzal ol i ol (g3l aly atn i j3 aS gyl b Lol gls S5y 5l SO

Slaesls b US Ll o (ol38le S med 45 55 Jo bbbl S sl ~b iy (gadn b

' Privilege separation




gk yc/bin;l Cis
(e il g st fajl

L gybl daes 55 el e ¢ asl p

AU a3 ol 3l s e 4 Jlasl gl oK s s Sl eslize | 4y 3B &l w355 & s 0 WL (63,058

Sand Q‘jﬁfadu L;f}.’.) U‘i‘ J.:‘j?:.: ﬁj}ﬁ‘guww < "1)‘ V—"ﬁ" a))bﬂl.g .,\.iLg LSJJJ)S 6ML:J.JL£3'

Tore Sl (LA |l sl sand box > aul b g3 a5 -plslda .ol sddantlls 50 boxing
sand ¢ oede .J;;S)b.%ﬁ.lol.;)\ﬁ.x.{iLg.).;.'a\jj‘_;aSw\f\)wcﬁﬁéumb@wjzmse;le-\
Ateed g S s Cotle J 5 Lo SO el 53 S (5 84S 5 pd e a4 ‘t%ing

sand 55 a4 55 U 5 Ayl s Al s laandd s 516 A28 e (55l anli

315 g iwd 355 (6 anl s Dledbl 5 La esls 4y Lgindhl ;s boXing

A
\JE“ bjsme  Y-¥-Y

L;Muﬁ&.i\L;\ﬂ.stfM@HsﬁJ\;)\;\f;&u‘% Je S, das o3l

by BB 53 Sssla 5 e ol s K Takas L °4*—-j5 S OB e 308

Ll "AndroidManifest.xml s S

sdalil o Y- ﬂ%:ﬁ@h\zu‘?n b 2l oo 3 ol S o a3 1 (63,18 4l 1S S
4 =5 "dangerous permisésior%c% S b gmee 31 gl €658 V5,0 L APE 23 51 s sl s
s 5k bl e ShaS e il sl S 511 L smme d ol (g alasd 3 4S Wil el
oy o5l “UJ-.’U"')J Sl ol s ol ST SS olas Ooso b e )
6@JN 35 S (63,08 sl a5 sl dal st 55 (Glmapeitile w5 ot Sl s
Lglﬂsl‘i@\a@d;ﬁbom g gl s a8 Sla b ) ojlrl sl 53 &S Gl sdiasann 5
@ 23,5 5,3 AndroidManifest.xml o550 LG 55 55 S5 Wb el S35 pme sl 5t 3

<uses-permission android:name="android.permission.RECORD AUDIO" />

' Permissions
255 S5 00 50wk aal s S sl e old oS LG
a0 pll S (S e a5 L s aal G350 48 S IS 51 e i 40l S (sl (5 alad 53 L oS il e La e ) gslans”
_a>:s developer.android.com/training/permissions/requesting.html .51 ;5 SU o slaj oo dSS Sledbl 3 522

Ll




gk yc/bin;l Cis
(e bl g gt e fa b

L gybl daes 55 el e ¢ asl p

LoaS Lo some 56 m SG bl Aot g0 ane i A w APL 23 5, gl 1 355 b oS 550 o
Cyse 4 ol L8 U AS B o Il glaas s 1y W e atlls dangerous permissions ol
Sldas Gl 1 (g aad s el o &S (Shsmme Il 3 el ) L ome 4 g s (S 03 runtime
@ g fwd (S 03] gismuw g 2le S 3l s oS o e 15 355 Sl 5s )18 )

Ssd ol e s 4l ladS  lg 8 Cible Dy 3t Ldas eael p ) s bl S

~

if (android.os.Build.VERSION.SDK INT >= android.os.Build.VERSION CODES.M) {
int permissionCheck =
checkSelfPermission (Manifest.permission.RECORD AUDIO) ;
if (permissionCheck != PackageManager.PERMISSION GRANTED) {
if (shouldShowRequestPermissionRationale (
Manifest.permission.RECORD AUDIO)) {
} else {
requestPermissions (new String[]{Manifest.permission.RECORD AUDIO},
CALLBACK NUMBER) ;
}
} else {
// got permission

}
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SaveController.java co &3 Jlg; V=Y A5

package android.secure.programming;
import java.io.File;
import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.IOException;
import android.secure.programming.Contact;
import android.secure.programming.Location;
import android.content.Context;
import android.os.Environment;
import android.util.Log;
public class SaveController {
private static final String TAG = "SaveController'";
public static void saveContact (Context context, Contact contact) {
if (isReadWrite()) {
try {
File outputFile = new
File(context.getExternalFilesDir (null) ,contact.getFirstName()) ;
FileOutputStream outputStream = new
FileOutputStream(outputFile) ;
outputStream.write (contact.getBytes())
outputStream.close() ;
} catch (FileNotFoundException e) {
Log.e(TAG,"File not found");
} catch (IOException e) {
Log.e(TAG,"I0 Exception');
}
} else {
Log.e(TAG,"Error opening media card in read/write mode!");

}

public static void saveLocation(Context context, Location location)
if (isReadWrite()) {
try {
File outputFile = new
File(context.getExternalFilesDir (null) ,location.getIdentifier()):
FileOutputStream outputStream = new
FileOutputStream(outputFile) ;
outputStream.write(location.getBytes());
outputStream.close() ;
} catch (FileNotFoundException e) {
Log.e(TAG,"File not found");
} catch (IOException e) {
Log.e(TAG,"10 Exception");
}
} else {
Log.e(TAG,"Error opening media card in read/write mode!");

}

private static boolean isReadOnly() {
Log.e(TAG,Environment.getExternalStorageState());
return Environment.MEDIA MOUNTED READ ONLY.equals(Environment
.getExternalStorageState()) ;

}

private static boolean isReadWrite() {
Log.e (TAG,Environment.getExternalStorageState())
return Environment.MEDIA MOUNTED.equals (Environment
.getExternalStorageState()) ;

{
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package android.secure.programming;

public class Location {
private String identifier;
private double latitude;
private double longitude;

public double getLatitude() {
return latitude;

}

public void setLatitude (double latitude) {
this.latitude = latitude;

}

public double getLongitude() {
return longitude;

}

public void setLongitude (double longitude) {
this.longitude = longitude;

}

public void setIdentifier(String identifier) {
this.identifier = identifier;

}

public String getIdentifier() {
return identifier;

}

public String toString() {
StringBuilder ret = new StringBuilder();
ret.append(getIdentifier()) ;
ret.append(String.valueOf (getLatitude())) ;
ret.append(String.valueOf (getLongitude()))
return ret.toString() ;

}

Public byte[] getBytes() {
return toString() .getBytes();

Contact.java «_wled S ¥-Y uS

package android.secure.programming;
public class Contact {
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private String firstName;
private String lastName;
private String addressl;
private String address2;
private String email;
private String phone;

public String getFirstName () {
return firstName;

}

public void setFirstName (String firstName) {
this.firstName = firstName;

}

public String getLastName () {
return lastName;

}

public void setLastName (String lastName) {
this.lastName = lastName;

}

public String getAddressl () {
return addressl;

}

public void setAddressl(String addressl) {
this.addressl = addressl;

}

public String getAddress2() {
return address2;

}

public void setAddress2(String address2?) {
this.address?2 = address2;

}

public String getEmail () {
return email;

}

public void setEmail (String email) {
this.email = email;

}

public String getPhone() {
return phone;

}

public void setPhone(String phone) {
this.phone = phone;

}

public String toString() {
StringBuilder ret = new StringBuilder();

ret.append(getFirstName () + "[");
ret.append(getLastName () + "[");
ret.append(getAddressl() + "|");
ret.append(getAddress2() + "|");
ret.append(getEmail () + "[|");
ret.append(getPhone() + "|");

return ret.toString();

}
public byte[] getBytes() {
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return toString() .getBytes() ;
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final Contact contact = new Contact();
contact.setFirstName ("Android") ;
contact.setLastName ("Programming") ;
contact.setAddressl ("");
contact.setAddress2("") ;

contact.setEmail ("androidCandroid.com™) ;
contact.setPhone ("12120031337"); %\@if

0Kl (gl getText() dwe sl ol iy o 5l eslanal gl 0 Ol oo aldl 5 gd o Jle 5 8-
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aveController.saveContact(getApplicationContext(),contact))
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public static void saveContact (Context context, Contact contact) {
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if (isReadWrite()) {

try {

S 8wl o culcontact - i S sContext - 5 S kate YU js el s S5 US anke

Context = & G (Jls gl o5 9 asldS Sl 63,508 el 5 SOy b WS Ol s Ll g5

de Ol 4 e m s gl ol SD LS e b Sledb J_éi_,
dza bes S ol |y s, ge nslie dte &S OF5les 35— 11 5 Context.getExternatkilesDir()
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File outputFile = new
File(context.getExternalFilesDir(null),contact.getFirstName())

COontext « 5 o3l &S s o)L 1 SDES (555 1 @,gsyggw LG et S S
% 2D g o oslazo| Jib v...»\ u‘}«&:\.a
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N ~
FileOutputStream outputStream = new FileOutputStream(outputFile) ;
outputStream.write (contact.getBytes())
outputStream.close() ;
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private static byte[] encrypt(byte[] key, byte[] data) {
SecretKeySpec sKeySpec = new SecretKeySpec (key,"AES") ;
Cipher cipher;
byte[] ciphertext = null;
try {
cipher = Cipher.getlInstance("AES") ;
cipher.init (Cipher.ENCRYPT MODE, sKeySpec);
ciphertext = cipher.doFinal (data);
} catch (NoSuchAlgorithmException e) {
Log.e (TAG,"NoSuchAlgorithmException') ;
} catch (NoSuchPaddingException e) {
Log.e (TAG, "NoSuchPaddingException'") ;
} catch (IllegalBlockSizeException e) {
Log.e(TAG,"IllegalBlockSizeException) ;
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" Private key
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} catch (BadPaddingException e) {
Log.e (TAG, "BadPaddingException') ;
} catch (InvalidKeyException e) {
Log.e (TAG,"InvalidKeyException™) ;
}

return ciphertext;

23,4 SecretKeySpec oIS AES ol LIS ) & ilwesle] Slp kS Jyl Caar3 s

Sl sl a5 Cipher WIS 51 s e &n%‘g;a,\m

SecretKeySpec sKeySpec = new SecretKeySpec(key,"AES") ;
Cipher cipher;
byte[] ciphertext = null;
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cipher = Cipher.getInstance("AES");
cipher.init (Cipher.ENCRYPT MODE, sKeySpec);
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ciphertext = cipher.doFinal(daﬁa);
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public static byte[] generateKey(byte[] randomNumberSeed) {

SecretKey sKey = null;

try {
KeyGenerator keyGen = KeyGenerator.getInstance ("AES");
SecureRandom random = SecureRandom.getInstance ("SHALPRNG") ;
random. setSeed (randomNumberSeed) ;
keyGen.init ( , random) ;
sKey = keyGen.generateKey() ;

} catch (NoSuchAlgorithmException e) {
Log.e (TAG,"No such algorithm exception™);

}

return sKey.getEncoded() ;
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KeyGenerator keyGen KeyGenerator.getInstance ("AES") ;

SecureRandom random = SecureRandom.getInstance ("SHA1PRNG") ;
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random. setSeed (randomNumberSeed) ;
keyGen.init ( , random) ;
sKey = keyGen.generateKey() ;
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SaveController.java 4w V-Y uS

package android.secure.programming;
import java.io.File;
import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.IOException;
import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import javax.crypto.BadPaddingException;
import javax.crypto.Cipher;
import javax.crypto.IllegalBlockSizeException;
import javax.crypto.KeyGenerator;
import javax.crypto.NoSuchPaddingException;
import javax.crypto.spec.SecretKeySpec;
import net.zenconsult.android.crypto.Crypto;
import net.zenconsult.android.model.Contact;
import net.zenconsult.android.model.Location;
import android.content.Context;
import android.os.Environment;
import android.util.Log;
public class SaveController {
private static final String TAG = "SaveController'";
public static void saveContact (Context context, Contact contact) {
if (isReadWrite()) {
try {
File outputFile = new File(context.getExternalFilesDir>
(null) ,contact.getFirstName()) ;
FileOutputStream outputStream = new FileOutputStream>
(outputFile) ;
byte[] key =
Crypto.generateKey ("randomtext".getBytes())
outputStream.write (encrypt (key,contact.getBytes()))
outputStream.close() ;
} catch (FileNotFoundException e) {
Log.e(TAG,"File not found");
} catch (IOException e) {
Log.e(TAG,"I0 Exception');
}
} else {
Log.e (TAG,"Error opening media card in read/write mode!");

}

public static void savelLocation (Context context, Location location)

if (isReadWrite()) {
try {
File outputFile = new File(context.getExternalFilesDir>
(null) ,location.getIdentifier());
FileOutputStream outputStream = new FileOutputStream>
(outputFile) ;
byte[] key =
Crypto.generateKey ("randomtext".getBytes()) ;

v



G

gk yc/bin;l Cis
(e bl g gt e fa b

L gybl daes 55 el e ¢ asl p

outputStream.write (encrypt (key,location.getBytes()))
outputStream.close() ;

} catch (FileNotFoundException e) {
Log.e(TAG,"File not found");

} catch (IOException e) {
Log.e(TAG,"I0 Exception™);

}

} else {
Log.e(TAG,"Error opening media card in read/write mode!");

}

private static boolean isReadOnly () {
Log.e (TAG,Environment
.getExternalStorageState());
return Environment.MEDIA MOUNTED READ ONLY.equals (Environment
.getExternalStorageState());
}
private static boolean isReadWrite() {
Log.e (TAG,Environment
.getExternalStorageState());
return Environment.MEDIA MOUNTED.equals (Environment
.getExternalStorageState()) ;
}
private static byte[] encrypt(byte[] key, byte[] data) {
SecretKeySpec sKeySpec = new SecretKeySpec (key,"RAES");
Cipher cipher;
byte[] ciphertext = null;
try {
cipher = Cipher.getInstance ("AES") ;
cipher.init (Cipher.ENCRYPT MODE, sKeySpec);
ciphertext = cipher.doFinal (data) ;
} catch (NoSuchAlgorithmException e) {
Log.e (TAG,"NoSuchAlgorithmException") ;
} catch (NoSuchPaddingException e) {
Log.e (TAG, "NoSuchPaddingException") ;
} catch (IllegalBlockSizeException e) {
Log.e(TAG,"IllegalBlockSizeException") ;
} catch (BadPaddingException e) {
Log.e (TAG, "BadPaddingException™) ;
} catch (InvalidKeyException e) {
Log.e (TAG,"InvalidKeyException'") ;
}

return ciphertext;
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Intent intent = new Intent(Intent.ACTION VIEW,
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<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package=" android.secure.programming" >
<permission
android:name="android.secure.mobile.testapp.permission.PURGE DATABASE"
android:label="@string/label purgeDatabase"
android:description="(string/description purgeDatabase"
android:protectionLevel="dangerous" />

</manifest>
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<string name=" label purgeDatabase ">purge the application database
</string>
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<string name="permdesc callPhone">Allows the application to purge the
core database of the information store. Malicious applications may be
able to wipe your entire application

information store.</string>
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@ MainActivity.java :Y-¥ us

int permissionCheck = checkSelfPermission(this, android.permission-
group.STORAGE) ;
if (!permissionCheck == PackageManager.PERMISSION GRANTED) {

if (shouldShowRequestPermissionRationale (thisActivity,
android.permission-group.STORAGE)) {

} else {

' Runtime Permission
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requestPermissions (thisActivity, new String[]{
android.permission-group.STORAGE }, CALLBACK NUMBER) ;

}

} else {
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Constant Value Description

normal 0 A somewhat low-risk permission that gives an application access to isolated
application-level features, with minimal risk to other applications, the
system, or the user. The system automatically grants this type of permission
to a requesting apphcation at installation, without asking for the user's
explicit approval {though the user ahways has the optien to review these
permissions before installing).

dangerous 1 A higher risk permission that gives a requesting application acceas to
private user data or controf over the device in a way that can negatively
impact the user. Bacause this type of permission introduces potential risk,
the system may not automatically grant it to the requesting appbcation. Any
dangerous permissions requested by an application may be displayed to the
user and require confirmation before proceeding, or some other approach
may be taken so the user can avoid automatically allowing the use of such
facilities.

sgnature 2 The system will grant this permission only i the requesting application
is signed with the same certificate as the application that declared the
permission, If the certificates match, the system automatically grants
the permission without notifying the user or asking for the user's explicit
approval,

image or that are signed with the same certificates. Please avoid using this
option because the signature protection level should be sufficient for moat
needs, and it works regardiess of exactly where applications are installed,
This permission Is used for certain special situations where multiple vendors
have appbcations built inte a system image, and these applications need to
share specific leatures explicitly because they are being bullt together,

1
\EE signatureOrSystem 3 The system grants this permission only to packages in the Androld system
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public static byte[] generateKey(byte[] randomNumberSeed) ({
SecretKey sKey=null;

try {
KeyGenerator keyGen = KeyGenerator. getinstance( "AES");
SecureRandom random= SecureRandom. getinstance( "SHALIPRNG") ;
random. setSeed (randomNumberSeed) ;
keyGen.init ( , random) ;

sKey=keyGen.generateKey() ;
} catch (NoSuchAlgorithmException e) {
Log.e(TAG, "No such algorithm exception");
}

return sKey.getEncoded() ;
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private static byte[] encrypt(byte[]l] key, byte[] data, bytel[] iv){
SecretKeySpec sKeySpec=new SecretKeySpec (key,"AES") ;
Cipher cipher;
byte[] ciphertext = null;
try {
cipher= Cipher. getinstance ("AES/CBC/PKCSSPadding") ;
IvParameterSpec ivspec=new IvParameterSpec (iv)
cipher.init (Cipher.ENCRYPT MODE, sKeySpec, ivspec);
ciphertext=cipher.doFinal (data) ;

} catch (NoSuchAlgorithmException e) {
Log.e (TAG, "NoSuchAlgorithmException™) ;

} catch (NoSuchPaddingException e) {
Log.e (TAG, "NoSuchPaddingException'") ;

} catch (IllegalBlockSizeException e) {
Log.e(TAG,"IllegalBlockSizeException");

} catch (BadPaddingException e) {
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Log.e (TAG, "BadPaddingException") ;
} catch (InvalidKeyException e) {

Log.e (TAG,"InvalidKeyException'") ;
}

return ciphertext
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public static byte[] generateKey(String stringKey) {
try {
SecretKeySpec sks=new
SecretKeySpec (stringKey.getBytes () ,"AES") ;

} catch (NoSuchAlgorithmException e) {
Log.e (TAG,"No such algorithm exception™);
}

return sks.getEncoded() ;
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package android.secure.programming;

import java.util.Hashtable;

import android.content.Context;

import android.content.SharedPreferences;

import android.content.SharedPreferences.Editor;
import android.preference.PreferenceManager;

public class StoreData {

public static boolean storeData(Hashtable data, Context ctx) {

SharedPreferences

prefs=PreferenceManager.getDefaultSharedPreferences (ctx) ;
String hostname= (String) data.get( "hostname");
int port=(Integer) data.get("port");
boolean useSSL=(Boolean) data.get("ssl'");
Editor ed = prefs. edit ();
ed.putString("hostname”, hostname) ;
ed.putlnt ("port", port);
ed.putBoolean("ssl1", useSSL);
returned.commit () ;

' SharedPreferences
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package android.secure.programming;

import java.util.Hashtable;

import android.content.Context;

import android.content.SharedPreferences;
import android.preference.PreferenceManager;

public class RetrieveData {
public static Hashtable get (Context ctx) {

String hostname = "hostname";
String port= "port'";
String ssl = "ssl1'";

Hashtable data=new Hashtable() ;

SharedPreferences prefs=
PreferenceManager.getDefaultSharedPreferences (ctx) ;

data.put (hostname, prefs.getString(hostname, null)) ;

data.put (port, prefs.getint(port, o))

data.put(ssl, prefs.getBoolean(ssl, true));

return data;

AV

Q
7
StorageExample ¥3yain Class \-¢ uS

”

package android.secure.programming;

import java.util.Hashtable;
import android.app.Activity;
import android.content.Context;
import android.os.Bundle;
import android.util.Log;

import android.widget.EditText;

public class StorageExamplelActivity extends AppCompatActivity {

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate (savedinstanceState) ;
setContentView (R.layout.main) ;
Context cntxt=getApplicationContext() ;
Hashtable data=new Hashtable() ;
data. put ( "hostname", "smtp. gmail. com");
data.put ("port", ),
data.put("ssl", true);

if (StoreData.storeData(data, cntxt)) Log.i("SE", "Successfully
wrote data");

else

Log.e("SE", "Failed to write data to Shared Prefs");

EditText ed=(EditText) findvVviewByid(R.id.editTextl);

ed.setText (RetrieveData.get (cntxt) .toString()) ;
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Here s the data you stored:

{port=587, hostname=smtp.gmail.
com, ssl=true}
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StorageExample2, Main Class :V-¢ J4s

package android.secure.programming;

import android.app.Activity;

import android.content.Context;

import android.os.Bundle;

import android.widget.EditText;

public class StorageExample2Activity extends AppCompatActivity {

@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;
Context ctx = getApplicationContext() ;
// Store data
Contact contact = new Contact();
contact.setFirstName ("Android") ;
contact.setLastName ("Programming") ;
contact.setEmail ("android@android.ir") ;
contact.setPhone (" + 12120031337");
StoreData.storeData (contact.getBytes (), ctx);
// Retrieve data
EditText ed = (EditText) findViewById(R.id.editTextl);
ed.setText (new String(RetrieveData.get(ctx)));

g

Sl dabl> s s ! » StoreData.java ;| sslixwl A-¢ uS
N\

package android.secure.programming;
import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.IOException;

import android.content.Context;
import android.util.Log;

public class StoreData {

public static final String file = "contacts";
public static void storeData(byte[] data, Context ctx) {
try {

FileOutputStream fos = ctx.openFileOutput(file,
ctx. MODE_PRIVATE) ;
fos.write(data) ;
fos.close();
} catch (FileNotFoundException e) {

Log.e("SE2", "Exception: " + e.getMessage());
} catch (IOException e) {
Log.e("SE2", "Exception: " + e.getMessage());
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A1 dadl> 5lesls L5k (sl RetrieveData.java jl sslaiwl :A-¢ 4

package android.secure.programming;
import java.io.ByteArrayOutputStream;
import java.io.FilelInputStream;
import java.io.FileNotFoundException;
import java.io.IOException;
import android.content.Context;
import android.util.Log;
public class RetrieveData {
public static final String file = "contacts";
public static byte[] get(Context ctx) {
byte[] data = null;
try {
int bytesRead = 0;
FileInputStream fis = ctx.openFileInput(file);
ByteArrayOutputStream bos = new ByteArrayOutputStream() ;
byte[]l] b = new bytel 1;
while ((bytesRead = fis.read(b)) ! = -1) {
bos.write (b, , bytesRead);
}
data = bos.toByteArray();
} catch (FileNotFoundException e) {

Log.e("SE2", "Exception: " 4+ e.getMessage())
} catch (IOException e) {
Log.e("SE2", "Exception: " 4+ e.getMessage())

}

return data;

\*J'
StorageExample2 asb , 29,5 :\V-¢ 5 guad

.J;S‘_Ksu@roxim Jle Contact « & 5l Laesls (g3lue 3 (gl o V-8 IS 48 L axils 4> 55
%
b&éjl_woﬁﬁ-b S LS S s ged et b (S5l 3 Jbe

oSSl S eslin 1L Laesls L3k 5 0 s bl (S5 (sas 258 53 el La T ol &g

SQLite glassls oKl g

o 3 il Ol 5l Ol o 45 35 aunl 5 sl ool AL s Bl S ke g 5,00 SQLite ssls

oskie 4 e LS T g Lg.)\;.gcjb -8 Jadr .3 ges eslewl Proxim 4l ;> Contact « &

04



cetigukycialedis Qg lases o O.a‘ oy MUﬁ ‘JE’J P24

iz Ul g gt o Jn

.,\.JJL: QUJ.JG.JJ)}JI E L)»:Lw‘ s (QL&) L.’. cw) gc)w> LQQ‘}LA &‘ob‘) C‘}’ LY J.:.;Li dw‘

The Contacts Table Inside the ContactsDB SQL.ite Database :£-¢ J >

Column Name Column Data Type
FIRSTNAME TEXT
LASTNAME TEXT
EMAIL TEXT
PHONE TEXT
ADDRESS1 TEXT
ADDRESS2 TEXT
N7

545 daw 5 Jasee ;3 VY-8 gal j3 eddesls O

L StorageExample3 el & L o5y S

LS S ProxdimJB i1 of wls 5L Contact < 5 4 S1.4:S sl

NS
> manifests
v java
v android.secure.myapplication
C) ‘& Login
€)% LoginDemoClientlActivity
B android.secure.myapplication (android Test)
> android.secure.myapplication (test)
> LZres

» (& Gradle Scripts

The StorageExample3 project structure:\ Y-¢ 5 guas
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StorageExample3:\ +-¢ s
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package android.secure.programming;
import android.app.Activity;
import android.os.Bundle;
import android.util.Log;
import android.widget.EditText;
public class StorageExample3Activity extends AppCompatActivity {
/** Called when the activity is first created. */
@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.main) ;
// Store data
Contact contact = new Contact();
contact.setFirstName ("android") ;
contact.setLastName ("programming") ;
contact.setEmail ("android@android.ir") ;
contact.setPhone (" + 12120031337");
ContactsDb db = new
ContactsDb(getApplicationContext (), "ContactsDb",null, 1) ;
Log.i("SE3",String.valueOf (StoreData.store(db, contact)));
Contact ¢ = RetrieveData.get (db) ;
db.close();
EditText ed = (EditText)findViewById(R.id.editTextl)
ed.setText (c.toString()) ;

\%

\@ sglite eals aKaL, L L8 sl » ContactsDB Helper MS:\\-¢ 48

package android.secure.programming;

import android.content.Context;

import android.database.sglite.SQLiteDatabase;

import android.database.sqglite.SQLiteOpenHelper;

import android.database.sqglite.SQLiteDatabase.CursorFactory;
public class ContactsDb extends SQLiteOpenHelper {

public static final String tblName = "Contacts'";
public ContactsDb (Context context, String name, CursorFactory
factory,

int version) {
super (context, name, factory, version);

}

@Override

0
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public void onCreate (SQLiteDatabase db) {
String createSQL = "CREATE TABLE " 4+ tblName
+ " ( FIRSTNAME TEXT, LASTNAME TEXT, EMAIL TEXT,"
+ " PHONE TEXT, ADDRESS1 TEXT, ADDRESS2 TEXT);";
db.execSQL(createSQL) ;
}
@Override
public void onUpgrade (SQLiteDatabase db, int oldVersion, int
newVersion) {
// Use this to handle upgraded versions of your database

}

53
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package android.secure.programming;

import android.content.ContentValues;

import android.database.sglite.SQLiteDatabase;

public class StoreData {

public static long store(ContactsDb db, Contact contact) {

// Prepare values
ContentValues values = new ContentValues();
values.put ("FIRSTNAME", contact.getFirstName()) ;
values.put ("LASTNAME", contact.getLastName())
values.put ("EMAIL", contact.getEmail())
values.put ("PHONE", contact.getPhone())
values.put ("ADDRESS1", contact.getAddressl());
values.put ("ADDRESS2", contact.getAddress2());
SQLiteDatabase wdb = db.getWritableDatabase() ;
return wdb.insert (db.tblName, null, values);

7
7

contact O3 8 5 g eals eligt.; oMbl o3k ¢l 2 RetrieveData oM :\¥-¢ uS

N
package android.secure.programming;
import android.database.Cursor;
import android.database.sglite.SQLiteDatabase;
public class RetrieveData {
public static Contact get (ContactsDb db) {
SQLiteDatabase rdb = db.getReadableDatabase() ;
String[] cols = { "FIRSTNAME", "LASTNAME", "EMAIL", "PHONE"
Cursor results = rdb.query(db.tblName, cols, "", null, "",
"y
Contact ¢ = new Contact();
results.moveToLast () ;
c.setFirstName (results.getString(0));
c.setlLastName (results.getString (1)) ;
c.setEmail (results.getString(2));
c.setPhone(results.getString(3)) ;
return c;

};

wn
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I,Contact - & G 5 ool ol IS V-t uS .;torageExampIeB 059 0 IS canlsl s
Contact contact = new Contact();

o O LT
0 LS e 3wl O O slaesls b
contact.setFirstName ("android") ;

contact.setLastName ("programming") ;
contact.setEmail ("androidlandroid.ir™) ;
contact.setPhone (" + 12120031337"™);

) ContactsDb _wMS 51

</
Q %
t®\3@ S e esleal SQLiteOpenHelper gla S 55 51 (- U8
N S
ContactsDb db=new
ContactsDb (getApplicationContext (), "ContactsDb",null, 1) ;
X/
3 aS ol mu sslazwl SQLiteOpenHelper sla WS 55 51 A4S sl | 5 45 esls eLi,L; RWYPEIK T R
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) store() slaas

<Ll « 1, Contact . . StoreData e ol 4 1, Contact e =i 5 Ol SQLite o3ls oL
3 S sl s ContentValues

ContentValues values = new ContentValues();
values.put ("FIRSTNAME", contact.getFirstName()) ;
values.put ("LASTNAME"™, contact.getLastName()) ;
values.put ("EMAIL", contact.getEmail());
values.put ("PHONE", contact.getPhone())
values.put ("ADDRESS1", contact.getAddressl());
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values.put ("ADDRESS2", contact.getAddress2());

o 3 (Gl esls oLiiLi oo 3 Al dad S Ul e 5 i 555 edls sl dl sl Jb- s S
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SQLiteDatabase wdb = db.getWritableDatabase() ;
return wdb.insert (db.tblName, null, values);
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SQLiteDatabase rdb = db.getReadableDatabase() ;
String[] cols = { "FIRSTNAME", "LASTNAME", "EMAIL", "PHONE" };
Cursor results = rdb.query(db. tblName, cols ", null, """, """, "y,

ols S5k sy O Sl b S e sl U IgRontact . s S, Jydr 3l Waosls 2STs 51
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Contact ¢ = new Contact();
results.moveToLast () ;

c.setFirstName (results.getString(0)) ;
c.setLastName (results.getString (1)) ;
c.setEmail (results.getString(2)) ;
c.setPhone (results.getString(3));
return c;
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import java.io.ByteArrayOutputStream;
import java.io.FileinputStream;
import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.IOException;

import android.content.Context;
import android.util.Log;

public class KeyManager {
private static final String TAG="KeyManager";
private static final String filel ="id value'";
private static final String file2 = "iv value";

private static Context ctx;

public KeyManager (Context cntx) {
ctx = cntx;

public void setid(byte[] data) {
writer(data, filel);

}

public void set!v(byte[] data) {
writer(data, file2);

}

public byte[] get!d() {
return reader (filel);

public byte[] get!v() {
return reader (file2);

public byte[] reader(String file) {
byte[] data= null;
try {
int bytesRead= O;

FileinputStream fis=ctx.openFileinput (file);
ByteArrayOutputStream bos=new ByteArrayOutputStream() ;

byte[] b=new bytel 1;
while ((bytesRead=fis.read(b)) ! =-1) {
bos.write(b, o, bytesRead);
}
data=bos.toByteArray () ;
} catch (FileNotFoundException e) {
Log.e(TAG, "File not found in getid()");
} catch (IOException e) {

Log.e(TAG, "IOException in setid(): "+e.getMessage())

}

return data;

public void writer(byte[] data, String file) {

"
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try {
FileOutputStream fos=ctx.openFileOutput(file,
Context.MODE_PRIVATE);
fos.write(data);
fas.flush();
fos. close();
} catch (FileNotFoundException e) {
Log.e(TAG, "File not found in setid()");
} catch (IOException e) {
Log.e(TAG, "IOException in setid(): "+e.getMessage())

}
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package android.secure.programming;
import java.security.InvalidAlgorithmParameterException;
import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import javax.crypto.BadPaddingException;
import javax.crypto.Cipher;
import javax.crypto.IllegalBlockSizeException;
import javax.crypto.NoSuchPaddingException;
import javax.crypto.spec.IvParameterSpec;
import javax.crypto.spec.SecretKeySpec;
import android.content.Context;
import android.util.Base64;
public class Crypto {
private static final String engine "AES";
private static final String crypto = "AES/CBC/PKCS5Padding";
private static Context ctx;
public Crypto(Context cntx) {
ctx = cntx;

}
public byte[] cipher(byte[] data, int mode)
throws NoSuchAlgorithmException, NoSuchPaddingException,
InvalidKeyException, IllegalBlockSizeException,
BadPaddingException, InvalidAlgorithmParameterException {
KeyManager km = new KeyManager (ctx) ;
SecretKeySpec sks = new SecretKeySpec (km.getId(), engine);
IvParameterSpec iv = new IvParameterSpec(km.getIv())
Cipher ¢ = Cipher.getInstance(crypto) ;
c.init (mode, sks, iv);
return c.doFinal (data);
}
public byte[] encrypt(byte[] data) throws InvalidKeyException,
NoSuchAlgorithmException, NoSuchPaddingException,

v
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IllegalBlockSizeException, BadPaddingException,
InvalidAlgorithmParameterException {

return cipher(data, Cipher.ENCRYPT MODE) ;
}
public byte[] decrypt(byte[] data) throws InvalidKeyException,
NoSuchAlgorithmException, NoSuchPaddingException,
IllegalBlockSizeException, BadPaddingException,
InvalidAlgorithmParameterException {

return cipher(data, Cipher.DECRYPT MODE) ;
}
public String armorEncrypt (byte[] data) throws InvalidKeyException,
NoSuchAlgorithmException, NoSuchPaddingException,
IllegalBlockSizeException, BadPaddingException,
InvalidAlgorithmParameterException {

return Baseb64.encodeToString(encrypt(data), Base64.DEFAULT) ;
}
public String armorDecrypt (String data) throws InvalidKeyException,
NoSuchAlgorithmException, NoSuchPaddingException,
IllegalBlockSizeException, BadPaddingException,
InvalidAlgorithmParameterException {

return new String(decrypt (Base64.decode (data,

Base64.DEFAULT))) ;

}

}
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package android.secure.programming;
import net.zenconsult.android.crypto.Crypto;
import net.zenconsult.android.crypto.KeyManager;
import android.app.Activity;
import android.os.Bundle;
import android.util.Log;
import android.widget.EditText;
public class StorageExample3Activity extends AppCompatActivity {
/** Called when the activity is first created. */
@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;
String key = "12345678909876543212345678909876";
String iv = "1234567890987654";
KeyManager km = new KeyManager (getApplicationContext());
km.setIv(iv.getBytes())
km.setId(key.getBytes())
// Store data

A
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Contact contact = new Contact();
contact.setFirstName ("Sheran') ;
contact.setLastName ("Gunasekera') ;
contact.setEmail ("sheranlzenconsult.net");
contact.setPhone (" + 12120031337");
ContactsDb db = new ContactsDb(getApplicationContext (),
"ContactsDb",
null, 1);
Log.i("SE3", String.valueOf (StoreData.store(new Crypto (
getApplicationContext ()), db, contact)));
Contact ¢ = RetrieveData.get (new
Crypto (getApplicationContext()), db);
db.close();
EditText ed = (EditText) findViewById(R.id.editTextl);
ed.setText (c.toString());

DD
sddesls a5 StoreData NS :\V-¢ 48 ipjg
Q
N

package android.secure.programming;
import java.security.InvalidAlgorithmParameterException;
import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import javax.crypto.BadPaddingException;
import javax.crypto.IllegalBlockSizeException;
import javax.crypto.NoSuchPaddingException;
import net.zenconsult.android.crypto.Crypto;
import android.content.ContentValues;
import android.database.sglite.SQLiteDatabase;
import android.util.Log;
public class StoreData {
public static long store(Crypto crypto, ContactsDb db, Contact
contact) {
// Prepare values
ContentValues values = new ContentValues();
try {
values.put ("FIRSTNAME",
crypto.armorEncrypt (contact.getFirstName ()
.getBytes()));
values.put ("LASTNAME",
crypto.armorEncrypt (contact.getLastName ()
.getBytes()));
values.put ("EMAIL", crypto.armorEncrypt (contact.getEmail ()
.getBytes()));
values.put ("PHONE", crypto.armorEncrypt (contact.getPhone ()
.getBytes()))
values.put ("ADDRESS1", contact.getAddressl());
values.put ("ADDRESS2", contact.getAddress2());
} catch (InvalidKeyException e) {

Log.e("SE3", "Exception in StoreData: " + e.getMessage()):
} catch (NoSuchAlgorithmException e) {

Log.e("SE3", "Exception in StoreData: " + e.getMessage()):
} catch (NoSuchPaddingException e) {

Log.e("SE3", "Exception in StoreData: " + e.getMessage());

} catch (IllegalBlockSizeException e) {

4
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Log.e("SE3", "Exception in StoreData: " + e.getMessage()):

} catch (BadPaddingException e) {

Log.e("SE3", "Exception in StoreData: " + e.getMessage()):

} catch (InvalidAlgorithmParameterException e) {

Log.e("SE3", "Exception in StoreData: " 4+ e.getMessage());

}
SQLiteDatabase wdb = db.getWritableDatabase() ;

return wdb.insert (ContactsDb.tblName, null, values);

oddesls ,ua5 RetrieveData M A= uS

L3

package android.secure.programming;

import java.security.InvalidAlgorithmParameterException;

import java.security.InvalidKeyException;

import java.security.NoSuchAlgorithmException;

import javax.crypto.BadPaddingException;

import javax.crypto.IllegalBlockSizeException;

import javax.crypto.NoSuchPaddingException;

import net.zenconsult.android.crypto.Crypto;

import android.database.Cursor;

import android.database.sglite.SQLiteDatabase;

import android.util.Log;

public class RetrieveData {

public static Contact get(Crypto crypto, ContactsDb db)

SQLiteDatabase rdb = db.getReadableDatabase() ;
String[] cols = { "FIRSTNAME'", "LASTNAME'", "EMAIL",
Cursor results = rdb.query(ContactsDb.tblName, cols,

nwn nwn
14

L

Contact ¢ = new Contact();
results.moveToLast () ;
try {

{

"PHONE" };
mwn , null,

c.setFirstName (crypto.armorDecrypt (results.getString(0)));
c.setlLastName (crypto.armorDecrypt (results.getString(1)));
c.setEmail (crypto.armorDecrypt (results.getString(2)))
c.setPhone (crypto.armorDecrypt (results.getString(3)))

} catch (InvalidKeyException e) {
Log.e("SE3", "Exception in RetrieveData: " +
e.getMessage()) ;
} catch (NoSuchAlgorithmException e) {
Log.e("SE3", "Exception in RetrieveData: " +
e.getMessage()) ;
} catch (NoSuchPaddingException e) {
Log.e("SE3", "Exception in RetrieveData: " +
e.getMessage()) ;
} catch (IllegalBlockSizeException e) {
Log.e("SE3", "Exception in RetrieveData: " +
e.getMessage()) ;
} catch (BadPaddingException e) {
Log.e("SE3", "Exception in RetrieveData: " +
e.getMessage()) ;
} catch (InvalidAlgorithmParameterException e) {

Vo
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Log.e("SE3", "Exception in RetrieveData: " +
e.getMessage()) ;
}

return c;
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import java.io.IOException;

i rt java.io.UnsupportedEncodingException;

fggbrt java.util.ArrayList;

import java.util.List;

import org.apache.http.HttpResponse;

import org.apache.http.NameValuePair;

import org.apache.http.client.ClientProtocolException;
import org.apache.http.client.HttpClient;
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import org.apache.http.client.entity.UrlEncodedFormEntity;
import org.apache.http.client.methods.HttpPost;

import org.apache.http.impl.client.DefaultHttpClient;
import org.apache.http.message.BasicNameValuePair;

import android.util.Log;

public class Login {

private final String TAG = "HttpPost";
public Login() {
}

public HttpResponse execute() {
HttpClient client = new DefaultHttpClient() ;

HttpPost post = new
HttpPost ("http://logindemol.appspot.com/logindemo") ; t%?
HttpResponse response = null; o

List < NameValuePair > nvPairs = new ArrayList < NamuePair
nvPairs.add(new BasicNameValuePair ("username", | idm));
nvPairs.add (new BasicNameValuePair("password"igﬁgg ramming")) ;

try { \
UrlEncodedFormEntity params = new §\§§g>
UrlEncodedFormEntity(nvPairs) ; EE
post.setEntity(params) ;
response = client.execute (pos
} catch (UnsupportedEncodingExge
Log.e(TAG, "Unsupported Eg q
} catch (ClientProtocolExcgpti
Log.e(TAG, "Client Pro
} catch (IOException e) {
Log.e (TAG, "IOExceptdiokn

> (2)

}

return response;

} PO
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import java.io.IOException;
import javax.servlet.http.¥*;
@SuppressWarnings ("serial™)
public class LoginDemoServlet extends HttpServlet {
public void doGet (HttpServletRequest req, HttpServletResponse resp)
throws IOException {
resp.setContentType ("text/plain™);
resp.getWriter () .println("Hello, world");
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Content-Type: application/soap + xml; charset = utf-
Content-Length:
SOAPAction: "http://www.w3.0rg/2003/05/soap-envelope"

<?xml version = "1.0"?>
<soap:Envelope xmlns:soap = "http://www.w3.0rg/2003/05/socap-envelope'>
<soap:Body>

<m:GetStockPrice xmlns:m = "http://www.example.org/stock">

<m:StockName > IBM</m:StockName>
</m:GetStockPrice>
</soap:Body>
</soap:Envelope>
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PHP: www.php.net

Python: www.python.org

Django: www.djangoproject.com

Perl: www.perl.org (55 o o2lizul 1S Y saze)

Cold Fusion: www.adobe.com/product/coldfusion-family.html %

ASP.NET: www.asp.net
Ruby on Rails: www.rubyonrails.org
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Oracle: www.oracle.com
Microsoft SQL Server: www.microsoft.com/sglserver

MySQL: www.mysgl.com 0 Q
PostgreSQL: www.postgresgl.org

CouchDB: http://couchdb.apache.org
MongoDB: www.mongodb.org
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package and .secure.programming;
import ﬁi;lo.IOException;

impo .servlet.http.*;
@Su SWarnings ("serial™)
PO 1¥E class LoginDemoServlet extends HttpServlet ({
private String username = '"sheran'";
é%bprivate String password = "s3kr3tcOdez"; // Hardcoded here intended
to

// simulate a database fetch
public void doGet (HttpServletRequest req, HttpServletResponse resp)
throws IOException {
resp.setContentType ("text/plain™) ;
resp.getWriter () .println("Hello, world");
}
public void doPost (HttpServletRequest req, HttpServletResponse
resp)
throws IOException {
String user = req.getParameter ("username"); // No user input

AN
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validation
// here!
String pass = reqg.getParameter ("password"); // No user input
validation
// here!
resp.setContentType ("text/plain');
if (user.equals(username) && pass.equals (password)) {
resp.getWriter () .println("Login success!!");
} else {
resp.getWriter () .println("Login failed!!");
}

}} [Lé?
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<uses-permission android:name = "android.permission.INTERNET" > </uses-

permission>
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> manifests
v java
v android.secure.programming
C Login
C LoginDemoClient1Activity
> android.secure.programming (androidTest)
> android.secure.programming (test) ' %?
v Lares %
drawable
v layout
© main.xml
> mipmap
v values
@ colors.xml
> dimens.xml (2)

© strings.xml
© styles.xml
» (® Gradle Scripts

DBWEW Sl ¥-0 gl

r_\‘@\%@ % Login .S :0-0 J4S

package andrag$Psecure.programming;
import java.\{e.IOException;
import gava.¥¢.UnsupportedEncodingException;
import vayutil.ArrayList;
impot va.util.List;
imp org.apache.http.HttpResponse;
import org.apache.http.NameValuePair;
i rt org.apache.http.client.ClientProtocolException;
i rt org.apache.http.client.HttpClient;
import org.apache.http.client.entity.UrlEncodedFormEntity;
import org.apache.http.client.methods.HttpPost;
import org.apache.http.impl.client.DefaultHttpClient;
import org.apache.http.message.BasicNameValuePair;
import android.util.Log;
public class Login {

private final String TAG = "HttpPost";

private String username;

private String password;

public Login(String user, String pass) {

username = user;

AY
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password pass;

}

public HttpResponse execute() {

"Execute Called");

new DefaultHttpClient();
new HttpPost ("http://[ip

Log.1(TAG,
HttpClient client
HttpPost post

// Post data with number of parameters

server]:8080/1logindemo") ;
HttpResponse response
List < NameValuePair >
> (2);

nvPairs.add(new BasicNameValuePair ("username',
nvPairs.add (new BasicNameValuePair ("password", password)();
// Add post data to http post

try {

UrlEncodedFormEntity params

UrlEncodedFormEntity(nvPairs) ;

post.setEntity(params) ;
client.execute(post) ;
"After client.execute()");
(UnsupportedEncodingException e)
"Unsupported Encoding u
(ClientProtocolException e) {

response
Log.1i (TAG,
} catch
Log.
} catch
Log.
} catch
Log

e (TAG,
e(TAG, "Client
return response;

}

Protocol Except
(IOException e) { %>E

.e (TAG, "IOException in Htt®Post");
}

null;

new ArrayList < NameValuePair

5

nvPairs
username)) ;

Q

new

§”) ;

o 0%

q

username Jols a5 5,8 o byl 55 cLog

0, M L sy e Juli |, Login Jis, 0-0 S
~Lo sl el ol slexecute() die .. password

J.S‘ja oslarul

°7) )
\E@ LoginDemoClient1Activity M -0 uS
S\

package and %écure.programming;

ufferedReader;
IOException;

import java
import java
import
impo

impor$
i android.
i rt android.
i rt android.
android.
android.
android.
android.

app.Activity;
os.Bundle;
util.Log;
import view.View;
import
import
import
public
implements
OnClickListener {

private final String TAG =

widget.Button;

private HttpResponse response;

private Login login;

/** Called when the activity is first created.

%ggiggz.InputStreamReader;
lapache.http.HttpResponse;
y.apache.http.HttpStatus;

view.View.OnClickListener;

widget.EditText;
class LoginDemoClientlActivity extends AppCompatActivity

"LoginDemol";

*/
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@Override

protected void onCreate(Bundle savedInstanceState) ({
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;
Button button = (Button) findViewById(R.id.login);
button.setOnClickListener (this) ;

}

@Override

public void onClick(View v) {
String u = ((EditText) findViewById(R.id.username)) .toString();
String p = ((EditText) findViewById(R.id.password)) .toString() ;
login = new Login(u, p);

String msg = ""; t%?
EditText text = (EditText) findViewById(R.id.editTextl)w
text.setText (msqg) ;

response = login.execute() ;

Log.i(TAG, "After login.execute()");

if (response ! = null) ({ ‘5?
if (response.getStatusLine(). getStatusCoq@(
HttpStatus.SC_OK) {

try {
BufferedReader reader = %Zé%eredReader(
new InputStreamReader(resp getEntity ()
.getContent()));
StringBuilder sb = new SgQ)ngBullder();
String line;
while ((line = reabi' eadLine()) ! = null) {
sb.append(é'

xception in reading from stream.");

g code other than HTTP 200 received";

} else { o
msg —g nse is null";

tex '-xt(msg)
) @
2
X/

)bi{l@%timbfé}‘jjj Q\j&‘b Q\jda ‘) L)'»'~‘ C,..-u‘.h)‘.hb.w‘.kj).h‘ g:,,“JL«.e&'\—O LY
5 s

strings.xml ;6 V-0 us

<?xml version = "1.0" encoding = "utf-8"?>
<resources>
<string name
<string name

"hello" > Web Application response:</string>
"app name'" > LoginDemoClientl</string>
<string name "username" > Username</string>

<string name "password" > Password</string>

<string name = "login" > Login</string>

</resources>
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main.xml Ji\é A0 AS

<?xml version = "1.0" encoding = "utf-8"?>

<LinearlLayout xmlns:android =
"http://schemas.android.com/apk/res/android"

android:orientation = "vertical"

android:layout width = "fill parent"

android:layout height = "fill parent"”

android:weightSum = "1">

<TextView android:textAppearance = "?android:attr/textAppearancelarge"
android:id = "@ + id/textViewl" android:layout height = "wrap content"
android:layout width = "wrap content" android:text =
"@string/username">

</TextView>

<EditText android:layout height = "wrap content"

android:layout width = "match parent" android:id = "€ + id/username'>
</EditText>

<TextView android:textAppearance = "?android:attr/textAppearancelarge”
android:id = "@ + id/textView2" android:layout height = "wrap content”
android:layout width = "wrap content" android:text =
"@string/password">

</TextView>

<EditText android:layout height = "wrap content"

android:layout width = "match parent" android:inputType =
"textPassword"

android:id = "@ + id/password">

</EditText>

<Button android:text = "Cstring/login" android:layout height =

"wrap content"

android:layout width = "166dp" android:id = "@ + id/login">
</Button>

<TextView android:text = "@string/hello" android:layout height =
"wrap content"

android:layout width = "fill parent">

</TextView>

<EditText android:id = "€ + id/editTextl” android:layout height =
"wrap content"

android:layout width = "match parent" android:inputType =
"textMultiLine"

android:layout weight = "0.13">

<requestFocus > </requestFocus>

</EditText>

</LinearLayout>
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My Application
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password

web application response
LOGIN FAILED!
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e A2 Broken Authentication and Session Management
e A3 Cross-Site Scripting (XSS)

e A4 Insecure Direct Object References

e A5 Security Misconfiguration

e A6 Sensitive Data Exposure

e A7 Missing Function Level Access Control

e A8 Cross-Site Request Forgery (CSRF)

e A9 Using Components with Known Vulnerabilities

e A10 Unvalidated Redirects and Forwards %?
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nvPairs.add (new BasicNameValuePair ("username'", "android"));
nvPairs.add (new BasicNameValuePair ("password'", "programming"));
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HttpPost post = new HttpPost("http://logindemol. appspot com/logindemo") ;
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' Secure Sockets Layer

" Transport Layer Security
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azazel:~ sheran$ openssl 8_client -connect mail.google.com:443
CONNECTED(00000003)
depth=l /C«2ZA/O=Thawte Consulting (Pty) Ltd./CNeThawte SGC CA
verify error:num=20:unable to get local issuer certificate
verify return:0
Certificate chain
0 5:1/C~US/ST=California/L-Mountain View/0»Google Inc/CN+mail.googlo.com
i1 /C~BA/0=Thawte Consulting (Piy) Lid./CN~Thawte SGC CA
1 8:/C~EA/O+~Thawte Consulting (Piy) Lid./CN~Thawte 3GC CA
i:/C»US/O=VeriSign, Inc./OU«Class 3 Public Primary Certification Authority
Sexver certificate
----- BEGIN CERTIFICATE«««==
MIIDIJCCAOUGAWIBAGIOHXN2] JXAYEPCRYrVIMCrEIANDBgkqhkiCIWOBAMQUFADBN
MQowCQYDVQOGEW) aQTE IMCHMGA 1 UEChMcVChhd IR1 IENvDbAN ] biiRpbeogKPB0eSky
THRKL JENMBOGA LUBAXMNVGhhd JR1 IFNHQYBDOTAC FWIWOTEYMTgwNDAWMD BaFwl x
NTEyMTgyNzUSNTLaNGKXC2AIRGRVIAYTALVIMRMWEQYDVOOIBWwpDYWxpZa Sybal h
MRYWFAYDVOORFPAIND3IVUAGPpb L DRAWVINANVEQYDVOOKFARHL2 9nbGUGSR 5 IMRgw
PYDVQODFAILYNLaLlodvbZds 85 jb2 OwgZewDQYIKOZ IhveNAQEBBOADGY OAMIGT
AoGBANKknyBliye+RFyUa2Y INDaXd+POCIgD ) xR2cgPRnogABL2QfQuet TLSCymrNwn
ES+wMwaalZPOLmiSfSqRIWS4LEssXQuyBZYii j1rVhInbBbUbS/ breDz IRy XeaWDP2
BuYyrVFLRVIQ+BXLrobF COmzQUOpWSEA1+PPUGT 1WY 6NGRLTAGMBANG JgecwgeQw
DAYDVROTAQE/BAIWADAZ BgNVHRIELz AtMCugKaAnhiVodHRwO1i8vY 3JeLnRoYXd0
255 3b20vVChhd IR1UOADOOEUY 3T sMCgCA 1 UATOORMASCCCsCAQUPBWMBBggr BGEF
BQcDAGYIYIZIAYDIQqUEMAIGCCIGAQUFBWEBBGYWIDA 1 BagrBgEPBOCWAY YHaIIRO
cDoVL29 $e2ALEChhdIR1LaNvDTA DegrDgEFBOcwAOY yalROCDOVL 3d3dy S0AGF 3
dGUuY29LLIT1cGI zaXRvenkvVChhdIR1IX INBQL 50085 SenOWDOYIROE ThveNAQR T
DQADGYEALC JuT7 foxy+ yRP2drx57Teqo*BELRICINNZ InhPasS 905 audDAB Jy251P
VWviEgagliHroOEgI2ZNVES 3geXwiWtaCARCO JvNWI6 /x1CiqSDED TESei YDSEIXD
8/a2vRSIbgY89ngswulHaAévapHEVERE4E8x0 121 PQ78r I jnYQI A~

subject~/C=US/ST~California/LeNountain View/O~Google Inc/CN-mail.google.com
issuor~/C»ZA/0+Thawte Consulting (Pty) Ltd./CN~Thawte SGC CA

No cllient certificate CA names sent
SSL handahake bas road 1773 bytes and written 316 bytes
New, TLBv1/SS5Lv3, Cipher is RC4-SHA
Sexrver public key is 1024 bit
Secure Renegotiation IS supported
Compressions NONE
Expansion: NONE
SSL-Session:
Protecol : TLSvl
Cipher : RC4-SHA
Session-ID: G6EEHEE20IEE2FT764531D20357C4CIS56DNICECES4 T6A0AASELABPCBICIPCLOPL
Session-ID-ctx:
Master-Keoy: EO0SCEI4OSAGIA2FPOFSIEDCCCCO67IFOIFABOESDBTFEIDSPS61S6ABBCEAISS5ITBASEERSCIEIERI4S506DIFIAITAELIE2D9¢
Key-~-Arg 1 None
Start Time: 1319528177
Timeout 1 300 (oeq)
Verify roturn code: € (ok)
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¥ This Connection is Untrusted

‘A’ You have asked firefox to connect securely to gmail.com, but we can't confirm that your

connection Is secure
Normally, when you try to connect securely, sites will present trusted wdentification to prove
that you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this errar could mean that someone is
trying to impersonate the site, and you shouldn't continue

Cet me out of here!

Technical Detalls
| Understand the Risks
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Web application
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Android client 1

Signing-certificate fingerprint %
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public class JDBCHandler {
private String username;
private String password;
private String url;
private String port;
private String db;
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Maven ¢l » Y-1 48
<dependency>

<groupld>com.squareup.retrofit2</groupld>
<artifactId>retrofit</artifactId>
<version>2.1.0</version>

</dependency>

Y

%ann build.gradle U ¥-1 48

N
| ceinpile 'com.squareup.retrofit2:retrofit:2.1.0'
7
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' Representation state transfer
* https://github.com/square/retrofit
" https://docs.oracle.com/javase/8/docs/api/java/io/package-summary.html

* https://docs.oracle.com/javase/8/docs/api/java/nio/package-summary.html
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github 1531 obe 51 Iyl Sledbl -1 48

"login": "square",

"id": 82592,

"avatar url": "https://avatars.githubusercontent.com/u/82592?v=3",

"gravatar id": "",

"url": "https://api.github.com/users/square",

"html url": "https://github.com/square",

"followers url": "https://api.github.com/users/square/followers",

"following url":
"https://api.github.com/users/square/following{/other user}",

"gists url": "https://api.github.com/users/square/gists{/gist_id}",

"starred url":
"https://api.github.com/users/square/starred{/owner}{/repo}",

"subscriptions url":
"https://api.github.com/users/square/subscriptions",

"organizations url": "https://api.github.com/users/square/orgs",

"repos url": "https://api.github.com/users/square/repos",

"events url": "https://api.github.com/users/square/events{/privacy}",

"received events url":
"https://api.github.com/users/square/received events",

"type": "Organization",

"site admin": false,

"name": "Square",

"company": null,

"blog": "http://square.github.io",

"location": null,

"email"™: null,

"hireable": null,

"bio": null,

"public repos": 182,

"public gists": 5,

"followers": 0,

"following": O,

"created at": "2009-05-08T23:28:44z2",

"updated at": "2017-02-11T11:07:142Z"
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activity_main (gl gies :0-1 A8

<?"xml version="1.0" encoding="utf-8?>
android.support.constraint.ConstraintLayout >
"xmlns:android="http://schemas.android.com/apk/res/android
"xmlIns:app="http://schemas.android.com/apk/res-auto
"xmlns:tools="http://schemas.android.com/tools
"android:id="@-+id/activity_main
"android:layout_width="match_parent

"android:layout_height="match_parent . %?
<"tools:context="android.secure.retclient. MainActivity

EditText> §f§

"android:layout_width="0dp %
"android:layout_height="wrap_content @5&\
"android:inputType="textPersonName \
"android:hint="@string/username \‘3?
"android:ems="10 ko)

"android:id="@+id/searchBar
"android layout marginStart—"8dp

"andr0|d Iayout_margmLeft—"8dp
"android:Iayout_marginTop:"Sdp
i 8

< ”andr0|d Iayout mar% |ght="8dp
ImageView>
"android:layout swidth="wrap_content

"android:laybug7height="wrap_content

"app:srcCompat="@drawable/ic_search_black_24dp

"and oﬁi@g +id/searchButton

"an rid J4ayout_marginEnd="8dp

ayout_constraintRight_toRightOf="parent

roid:Iayout_marginRightz"Sdp

"app:layout_constraintTop_toTopOf="@+id/searchBar

"app:layout_constraintBottom_toBottomOf="@+id/searchBar

</ "android:contentDescription="@string/search_button

android.support.v7.widget.CardView>
"android:layout_height="wrap_content
"android:layout_marginEnd="16dp
"app:layout_constraintRight_toRightOf="parent
"android:layout_marginRight="16dp

VY
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"android:layout_marginStart="16dp
"app:layout_constraintLeft_toLeftOf="parent
"android:layout_marginLeft="16dp

"android:layout_marginTop="24dp
"app:layout_constraintTop_toBottomOf="@+id/searchBar
"app:cardUseCompatPadding="true

"android:layout_width="0dp

<"app:cardElevation="6dp

android.support.constraint.ConstraintLayout> %?
"android:layout_height="wrap_content n%
<"android:layout width="match_parent §}5§
ImageView>

"android:layout_width="100dp %
"app:srcCompat="@mipmap/ic_launcher “@E
"android:id="@+id/avatar \
"android:layout_height="100dp \‘3?
"app:layout_constraintTop_toTopOf="parent
"app:Iayout_constraintBottom_toBottomOf—nt
"app:layout_constraintLeft_toLeftOf="paref
"android:layout_marginStart="8dp ,°
"android:layout_marginLeft="8dp

"android:layout_marginTop="8
</ "android:layout_marginB £"8dp
TextView> s

"android:text="name
"android:layout_wid

"android: Iayout t—"wrap content
"android: |d '@ name

"app:layout_go#straintTop toTopOf="parent
%& marginStart="8dp

"androi

"appn.g%u ) constraintLeft_toRightOf="@+id/avatar
"anggvid-Tayout_marginLeft="8dp
"app:layout_constraintRight_toRightOf="parent
%roid:Iayout_marginTop:"Sdp
"android:textAppearance="@style/TextAppearance.AppCompat.Large
"android:layout_marginEnd="8dp

</ "android:layout_marginRight="8dp

TextView>

"android:text="type
"android:layout_width="wrap_content
"android:layout_height="wrap_content

Y
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"android:id="@+id/type

"android:layout_marginTop="16dp
"app:layout_constraintTop_toBottomOf="@+id/name
"android:layout_marginStart="8dp
"app:layout_constraintLeft_toRightOf="@+id/avatar

</ "android:layout_marginLeft="8dp

TextView>

"android:text="repository count

"android:layout_width="wrap_content %?
"android:layout_height="wrap_content “%
"android:id="@+id/repo §>'§
"app:layout_constraintRight_toRightOf="parent N
"app:layout_constraintBottom_toBottomOf="parent yg%“
"android:layout_marginBottom="8dp \n ¥
"android:layout_marginEnd="8dp ﬁ
"android:layout_marginRight="8dp %

< "android:textAppearance:"@style/Te@?&nce.AppCompm.Medium
<android.support.constraint.ConstraiptL_ t>
<android.support.v7.widget.CardVie

<android.support.constraint.(}on@;a ayout/>
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Android Secure Programming

Username

name

count

repository

oS 05 asuiie oS b yo 8l ¢ olgs oS |y Sledbol

rModel.java NS gl e -1 U8
S

sl b el 5L5 y035T

el Sledbl sl saisS Laseiw UserModel. java

package android.secure.retclient;
import com.google.gson.annotations.SerializedName;
import java.io.Serializable;
public class UserModel implements Serializable {
@SerializedName ("name")
private String name;
@SerializedName ("avatar url")
private String profilePic;
@SerializedName ("type")
private String type;
@SerializedName ("public repos™)
private int repositoriesCount;
public String getName () {
return name;
}
public String getProfilePic () {
return profilePic;
}
public String getType () {
return type;

}

public int getRepositoriesCount () {
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return repositoriesCount;

D3 he o o yiws aie wenl Juate ACTIVILY._main.xml 4, a5 MainActivity.java L. o
e 59 ‘)

MainActivity.java M gl gioes V-1 U8

package android.secure.retclient;
import android.support.v7.app.AppCompatActivity;
import android.os.Bundle;
import android.view.View;
import android.widget.EditText;
import android.widget.ImageView;
import android.widget.TextView;
import java.io.IOException;
import retrofit2.Call;
import retrofit2.Retrofit;
import retrofit2.http.GET;
import retrofit2.http.Path;
public class MainActivity extends AppCompatActivity implements
View.OnClickListener {
private ImageView searchButton;
private EditText username;
private TextView repository;
private TextView type;
private TextView name;
private ImageView avatar;
Retrofit retrofit;
private static final String API URL = "https://api.github.com/";
@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.activity main);
/// init UI
initUI();
/// Retrofit Config
retrofitConfig();
}

private void retrofitConfig() {
retrofit = new Retrofit.Builder ()
.baseUrl (API_ URL)
Jbuild() ;
}
private void initUI() {
searchButton = (ImageView) findViewById(R.id.searchButton);
username = (EditText) findViewById(R.id.searchBar);
repository = (TextView) findViewById(R.id.repo);
type = (TextView) findViewById(R.id.type):;
name = (TextView) findViewById (R.id.name) ;
avatar = (ImageView) findViewById(R.id.avatar);

/// button click listener
searchButton.setOnClickListener (this);

}
/// search click
@Override

AR
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public void onClick (View view) {
try |
search (username.getText () .toString()) ;
} catch (IOException e) {
e.printStackTrace () ;
}
}

private void search(String username) throws IOException {

GithubConnection connection =
retrofit.create (GithubConnection.class);
Call<UserModel> requestModel = connection.user (username) ;
requestModel.enqueue (new Callback<UserModel>()) {
@Override
public void onResponse (Call<UserModel> call,

Response<UserModel> response) {

}

@Override
public void onFailure(Call<UserModel> call, Throwable t) {
}
1)
}

private interface GithubConnection{
QGET (" /users/{username}")
retrofit2.Call<UserModel> user (
@Path ("username") String username
);
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Maven ¢l A1 uS \JE
<dependency>

<groupld>com.squareup.retrofit2</groupld>
<artifactId> converter-gson</artifactId>
<version>2.1.0</version>

</dependency>

AN
o
buil.gradle—ls :4-1 us

| compile 'com.squareup.retrofit2:@pnverter-gson:2.1.0'
NSy

oS azie o] 01, GSON )@ajl 5 w2 s V-5 o5 o | retrofitConfig o b el 5L

Q
E@ret ficConfig s, » Jles! Ol juis V0= 08

private void retrofitConfig() {
retrofit = new Retrofit.Builder ()
.baseUrl (API_ URL)
.addConverterFactory (GsonConverterFactory.create())
.build();

}
NS
ﬂx}‘iﬁu o td sl L5 s emed Linlas |y 58l e 5 8L, aei b g o b 915

SIS 5,550 VieW 5 1, o seas URL 03 S 5505 L Led |5 o3 0 eslizal” Picasso alsuls 5l el zg
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" https://github.com/google/gson
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<dependency>

<groupIld>com.
<artifactId> picasso</artifactId>

<version>2.5.2</version>

</dependency>
buil.gradle 6 :\Y-1 s n% %

\ compile ‘com.squareup.picasso:picasso:2.5.2'

IR "Y vﬁ\a):cwb du\.«a";‘j Jk.ﬂu‘f.uu -1 JSJE%

private void search(String username) throws IOException {
GithubConnection connection =
retrofit.create (GithubConnection.class)

Call<UserModel> requestModel = connection.user (username) ;

wait (true);
requestModel.enqueue (new Callback<UserModel> () {

squareup.picasso</groupld>

@Override
onResponse (Call<UserModel> call,

public void
Response<UserModel> response) {
showUI (response.body()) ;
MainActivity.this.wait (false);

}

@Override
public void onFailure(Call<UserModel> call

}

Throwable t) {

)i
}

private void wait (boolean b) {

if (b) |
progressDialog.setMessage ("blLusyl syl ,855 Jbs 4o

progressDialog.show () ;

") i

} else {
progressDialog.hide();

}

}

private void showUI (UserModel userModel)
name.setText (userModel.getName ()) ;
type.setText (userModel.getType()) ;

{

repository.setText (String.valueOf (userModel.getRepositoriesCount()));

.into (avatar) ;

Picasso.with (this) .load(userModel.getProfilePic())

}
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