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(ISMS) Information Security Management System
Lio ;o Sl o e B9 20 (gloo sl 51 (SO

 Why ISO 27001 is not enough?, BCS: The Chartered Institute for IT, UK, 20009.

”

* “compliance or external certification to

* “Itis perfectly possible to implement an ISO 27001-compliant information security
management system (ISMS) without adequately addressing information security”

e “to actually be secure, it is necessary to of valuing information and
protecting it”
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ISACA (Information System Audit and Control Association)

History |edt]

ISACA first releas
i

d COBIT in 1996, originally as a set of control objectives to help the financial audit community better maneuver in IT-related
sion 2 in 1998
Standard for
IEC DIS
29382 (which soon after became | 38500) in January 2007 increased awareness of the need for more information and communication

environments "~ Seeing value in expanding the framework beyond just the auditing realm, ISACA released a b

expanded it even further by adding management guidelines in 2000's version 3. The development of both the AS

Corporate Governance of Information and Communication Technology in January 2005P! and the more international draft standard |

technology (ICT) governance components. ISACA inevitably added related components/frameworks with versions 4 and 4.1 in 2005 and 2007
respectively, "addressing the IT-related business processes and responsibiliies in value creation (Val IT) and risk management (Risk IT]."“][E]

. COBIT 5 was released. Several drivers were responsible for the transition from 4.1 fo 5: 1l

« need for a more coherent understanding of how existing standards, best practices, and other tools relate and augment each other;
need for a more end-to-end business/organization scope that covers all business and IT functions;
need for improved guidance on hot-topic items such as enterprise architecture and emerging technologies;
need for tighter integration among COBIT and other ISACA research, recommendations, and frameworks;
need for tighter integration with external standards, recommendations, and frameworks; and

need for improved information organization and dissemination concerning the framework.

An add-on for COBIT 5 related to information security was released on December 2012, and one related to assurance was released in June
. __________________________________________________________________________________]

2013.17)

The COBIT framework iedt)

COBIT was initially "Confrol Objectives for Information and Related Technologies," though before the release of the framework people talked of
"CobiT" as "Control Objectives for I or "Control Objectives for Information and Related Techn c:Ic:gy."[g] The framework defines a sef of generic
processes for the management of IT, with each process defined together with process inputs and outputs, key process-activities, process
objectives, performance measures and an elementary maturity model. COBIT also provides a set of recommended best practices for governance
COBIT & consolidates COBIT 4.1, ValIT

amework actrrrrfas a‘rrpeﬁe rise framework aligned and interoperable with other frameworks and standards. (1

and cc:ntrc:l pr cess of information svstems and techn:lc:gv with the essence of aligning IT with business. (

.|5 I& fods rH



1 https://enwikipedia.org/wiki/COBIT

Cobit s ans

Speciar pages
Permanent link
Page information
Wikidata item
Cite this page

Print/export

Create a book
Download as PDF
Printable version

Languages

2l
Ceitina
Dansk
Deutsch
Espafiol
ol
Francais
Galego
Bahasa Indonesia
Italiano
Mederlands
B#:E
Morsk bokmal
Polski
Portugués
Pyccruit
Svenska
Tarkge
YrkpaiHceka
FRIT

#Edit links

History [edt]

ISACA first released COBIT in 1996, originally as a set of control objectives to help the financial audit community better maneuver in IT-related

environments 1121 Seeing value in expanding the framework beyond just the auditing realm, ISACA released a broader version 2 in 1998 and

expanded it even further by adding management guidelines in 2000's version 3. The development of both the AS 8015: Australian Standard for
Corporate Govemnance of Information and Communication Technology in January 20058 and the more international draft standard ISO/IEC DIS
29382 (which soon after became ISO/IEC 38500) in January 2007 increased awareness of the need for more information and communication
technology (ICT) governance components. ISACA inevitably added related components/frameworks with versions 4 and 4.1 in 2005 and 2007

respectively, "addressing the IT-related business processes and responsibilities in value creation (Val IT) and risk management (Risk IT)_““][E|

In April 2012 COBIT & was released. Several drivers were responsible for the transition from 4.1 fo 5:18]

» need for a more coherent understanding of how existing standards, best practices, and other tools relate and augment each other;
» need for a more end-to-end business/organization scope that covers all business and IT functions;

» need for improved guidance on hot-topic tems such as enterprise architecture and emerging technologies;

» need for tighter integration among COBIT and other ISACA research, recommendations, and frameworks;

» need for tighter integration with external standards, recommendations, and frameworks; and

» need for improved information organization and dissemination concerning the framework.

An add-on for COBIT & related to information security was released on December 2012, and one related to assurance was released in June

2013 L]

The COBIT framework [edi]

COBIT was initially "Confrol Objectives for Information and Related Technoloegies," though before the release of the framework people talked of
"CobiT" as "Conftrol Objectives for IT"®l or "Control Objectives for Information and Related Technology."[g] The framework defines a set of generic
processes for the management of IT, with each process defined together with process inputs and cufputs, key process-activities, process
objectives, performance measures and an elementary maturity model. COBIT also provides a set of recommended best practices for governance
and control process of information systems and technology with the essence of aligning IT with business. COBIT & consolidates COBIT 4.1, Val IT

and Risk IT into a single framework acting as an enterprisﬁ@ﬁﬁ&ﬂl&ﬁ%dﬁﬁ%ﬁﬁﬁ‘aﬁ%ﬁﬁm@H%ijrémeworks and standards.[']



Cobit 5 for Info. Sec. ¢ Cobit 5 wqlas

Cobit 5 for Information Security

examines each of the processes from an | Ena bl-er. Processot ————

information security perspective.

The COBIT 35 process reference model subdivides the
[T-related practices and activities of the enterprise into two
main areas—governance and management—with
management further divided into domains of processes:

Reference: » The Governance domain contains five governance
ISACA, 2012 processes. within each process, evaluate, direct and
AT monitor (EDM) practices are defined.

The four Management domains are in line with the
responsibility areas of plan, build, run and monitor
(PBRM).
o  COBIT 5 for Information Security examines each of the
¢ oonon processes from an information security perspective.




~
CERT-RMM o0 49T
.o o
C M U _S E I _C E R-I-: 0 www.certrg/resilie' = ‘ ‘ ' —
[CERT | == Software Engineering Institute | Carnegie Mellon University

- Carnegie Mellon University (CMU) —
- Software Engineering Institute (SEl)

Overview Cyber Risk and Resilience Management Products and
Services

C E R_l_ D . o . Research
— I V | S I O n Publications |

Products & Services
CERT Resilience Management Model (CERT-RMM) the
foundation for a process improvement approach to
operational resilience management. It defines the essential
practices necessary to manage operational resilience

N\ OCTAVE Products and Services

OCTAVE (Operationally Crifical Threat, Asset, and
Vulnerability Evaluation) is a suite of tools, techniques, and

methods for risk-based information security strategic
4 assessment and planning.

SGMM

Smart Grid Maturity Model (SGMM) is a framework for
guiding electricity generation, transmission, and distribution
companies in planning their transformation, prioritize their
actions, and measure their progress as they move toward
the realization of a smart grid

Electricity Subsector Cybersecurity Capability Maturity Model
(ES-C2M2) is a CERT-RMM derivative that helps
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CERT-RMM

Because CERT-RMM is a process model at its core,
it was perfectly suited for the application of
CMMI’s capability dimension. Thus; CERT-RMM s
a_capability model—grounded in process and
providing a path for improving capability.
CERT-RMM, however, is not a capability maturity
model, yet.

Reference: CERT-Resilience Management Model, Version 1.0, May 2010, page 13.

their ability to tnsform the way that crganizatians and industries work, Unfoctunaely, not all
‘maturity models contain the rigor of models like CMML noe do they accurately deploy many of
the maturity model constructs used successfially by CMML 1t is important to have some hasic
knowledge about the construction of maturity models in order 1o understand what differentistes
CERT.RMM and why the differences ubtimately matter.

In its simplest form, a masrity model is an arganized way to convey 2 path of expericnce,
wisdom, perfection, or accubturation. The subject of a maturity model can be an cbject or things,
ways of doing something, characteristics of something, practices, or processes. For example, 2
sitmple maturity model could define a puth of sscecssively improved tools for doing math: using
fingers, using an abacus, using an adding machine, using a slide rule, using a computer, or using a
hand-held calculator. Thus, using a hand-held calculator may be viewed as a more mature tool
than a shide rule.

A capubility matarity model (in the fikeness of CMM1) is a much mare complex instnament, with
sevenl distinguishing features. One of these featunes is that the maturity dimension in the model
is a characterization of the maturity of processes. Thus, what is canveyed in a capability maturity
model is the degree to which processes are mstitutionalized and the organization demonstrates
Process maturity.

As you will learn in Chapter 5, these concepts coerclate to the description of the “levels” in
CMML. For example, at the “defined” level, the characteristics of a defined process (governed,
staffed with trained personnel, measured, cic.) are applied to a software or systems engincering
process. Likewisc for the “mamaged” level, where the characteristics of a managed process are

applied 10 software or systems engineering processes. Unfortunately, many so-called maturity
models that claim to be based on CMMI attempt %0 use CMMI matunty bevel descriptions, yet do
not have a process orientation.

Another feature of CMMwmas implicd by its namommis that there arc really two matusity
dimensicas in the model. The capabiliry dimension describes the degree to which 2 process has
boen instiftionalizod. Institutionalized processcs arc mare likely to be retained during times of
stress. They apply to un individual process arca, such as incident management and control. On the
other hand, the maruriry dimension i described in maturity levels, which define levels of
organizational maturity that are achicved through rising the capability of 2 ser of pracess arcas in
2 manner proscribed by the model.

Froe the start, the focus in developing CERT-RMM was 1o describe operational resilicnce
‘management from a process perspective. which would allow for the application of process
improvement 1ooks and techniques and provide a foundational platforms foe betier and moce
sophisticated measurcment methodologics and techriques. The ultimate goal in CERT-RMM is to
‘ensure that operational resilience processes produce intended results (such as impeoved ability to
manage incidents or an accurate asset inventory), and as the processes are smpeoved, so are the
results and the benefits to the organization. Because CERT-RMM is a process model at its core, it
was perfectly suited for the application of CMMTI's capability dimension. Thus, CERT-RMM isa
capability modelmmgrounded in process and providing a path foc improving capsbility. CERT.
RMM, haweves, is not a capability maturity model, yet. Describing organizational

managing operational resilience by defining a prescriptive path through the model (i.c.. by
providing an arder by which process areas should be addressed) requires additianal study and

13| CHLVSEL00-Th072




CERT-RMM
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The CERT-RMM v1.1 is a capability maturity model for managing
operational resilience.

Reference: CERT- Resilience Management Model: Code of Practices, Version 1.1, 2011.



CERT-RMM

CERT-RMM  v2.0 is currently in
development!

Reference: Advancing Cybersecurity Capability Measurement Using the
CERT®-RMM Maturity Indicator Level Scale, CMU-SEI, page 13, Nov. 2013.

Executive Summary

In its simplest form, a monrisy maodel is a set of charactenstics, attributes, indicators, or patterns
that represent progression and achicvement m a particular domain or discipline. Architecnsrally,
maturety models typecally have levels armanged m an evolutionary scale that defines measurable
transitions from one level of maturity % another. The current version of the CERT® Resilience
Management Model (CERT*.RMM v1.2) utilizes the maturity architecture (levels and
descriptions ) as provided m the Capability Maturity Model Integration (CMMI) constellation
models ( Development, Acquisition, and Services) to ensure consistency with CMMI, particularly
for CERT-RMM users who are already using one of the CMMI carly lifecycle models. Whale the
CMMI maturity levels and descnptions are 2 good fit for CERT.RMM, in practice the spacing
between levels often cawses CERT-RMM practitioners some difficulty. To address some of these
issues, the CERT Division of the Software Engineering Inststute, part of Carnegie Mellon
Universaty, did a comprehensive review of the existing specific and generic goals and practices in
CERT-RMM 10 determune if a better scale could be developed to help users of the model show
mcremental smprovement i matunty without beeaking the original imtent of the CMMI maturity
levels. This resulted in the development of the matarity indicator leved scale, or the CERT-RMM
MIL scale,

Matunty mdicator levels {MILs) are a specific repeesentation of the capability levels currently
mstantiated in CERT-RMM. They describe attributes that would be indicative of these capabilities
if the capabilitics had been appraised through a formal apprassal process. In other words,
achscving the MiLs does not necessanly smply capabelity (as measured through formal CERT-
RMM appmaisal), but it does indicase capabélity.

While the MIL scale was onginally prototyped in late 2011 as part of the planning for version 2.0
of CERT-RMM, the construct informed the development of hybeid matunity modelsm—those that
cambine the progression of practices with the ability to measure increasing capabelity. The first
application of the MIL scale was in the Cyber Resilience Review (CRR), a comprehensive review
process based on CERT-RMM and developed in collaboration with the Department of Homeland
Security to measure the effectiveness of resilience practices by owners and operators of critical
infrastructure. Upon successful application in the CRR, the MIL scale was adapaed for use in the
Electricity Subsector Cybersecurity Capability Maturity Model (ES<C2M2) developed
collabomatively with the Department of Encrgy to comply with a White House instiative 0
examine and charactenze the cybersecurity posture of the clectric gnd. The extensive piloting and
use of the MIL scale m CRR and ES<C2M2 and the success of these models indicate that the MIL
scale is not only a viable bat accessible maturity archstecture. Building on the success of ES.
C2M2, the MIL scale is being incorporated into the Oil and Natural Gas Cybersecunty C ilE
Matunty Model (ONG-C2M2) and wall form the basis for the maturity architecture of CERT-

RMM V2.0

*  CERT" @ regietared mark owned by Camagha Muten Univrsinyg.

CWUNSE-2013-TN-02 | i=
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# of Categories: 4
# of Process Areas: 26

# of Goals: 93 (Specific Goals)
# of Practices: 264
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SC: Service Continuity
P set Prepare for service continuity
'SG1.SP1  Plan for service continuity
.| SGI.SP2 Establish standards and guidelines for service continuity

SG2

SG2.SP1
SG2.8P2
SG2.5P3

SG3
SG3.SP1
SG3.5P2
SG3.5P3

'SG3.5P4

'SG3.5P5

SG4
' SG4.SP1

B sca.sp2

SG5

SG5.SP1
SG5.SP2
SG5.5P3
SG5.5P4

SG6
SG6.SP1
SG6.SP2

SG7
| SGT.SP1
| SG.SP2

GG2
GG2.GP1
GG2.GP2
GG2.GP3
B GG2.GP4
GG2.GP5
GG2.GP6
GG2.GP7
GG2.GP8
GG2.GP9

GG2.GP10

GG3
GG3.GP1
GG3.GP2

Identify and prioritize high-value services

Identify the organization's high-value services

Identify internal and external dependencies and interdependencies
Identify vital organizational records and databases

Develop service continuity plans

Identify plans to be developed

Develop and document service continuity plans
Assign staff to service continuity plans

Store and secure service continuity plans
Develop service continuity plan training

Validate service continuity plans
Validate plans to requirements and standards
Identify and resolve plan conflicts

Exercise service continuity plans
Develop testing program and standards
Develop and document test plans
Exercise plans

Evaluate plan test results

Key:

Goal Ratings
Execute service continuity plans Satisfied
Execute plans

Measure the effectiveness of the plans in operation

@ | == Software Engineering Institute + CarsisgieMation= - el e Do Lo

Maintain service continuity plans
Establish change criteria
Maintain changes to plans

Institutionalize a managed process
Establish process governance

Plan the process

Provide resources

Assign responsibility

Train people

Manage work product configurations
Identify and involve relevant stakeholders
Monitor and control the process
Objectively eviauate adherence

Review status with higher-level managers

Institutionalize a defined process
Establish a defined process
Collect improvement information

Practice Characterizations

Fully Implemented
Largely Implemented

B Partially Implemented
Not Satisfied |JEEXIH Not Implemented

NY  NotYet

® 2011 Carnegie Mellon University







C2M2

Initiate by:

The White House

Led by:

U.S. Department of Energy (U.S. DOE)
Partnered with:

U.S. Department of Homeland Security (DHS)
Model Architect:

CMU-SEI-CERT

Reference:

Electricity Subsector Cybersecurity Capability Maturity Model
(ES-C2M2) (Case Study), CMU-SEI-CERT, 2014.

CREPRVRY

ES-C2M2 Background

l;!i.‘l*fulnl
White House initiative

'HE WHITE HOUSE _ '
. WASHINGTON

Led by Department of Energy

In partnership with Department of Homeland
Security

In collaboration with representatives of electricity
subsector asset owners and operators

Sustain
Software Engineering Institute | Carnegie Mellon University ERTopRES
E: megic Mellon Ur
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ES-C2M2 is derived from the CERT-RMM

A Sampling of CERT-RMM Applications and Derivatives

CERT' Resilience
Management Model

Ty
&%»

ELECYRICI" SUBSECTOR i
CYBERSECURITY CAPABILITY MATURITY MODEL (E&m)

Reference:
Electricity Subsector Cybersecurity Capability Maturity Model
(ES-C2M2) (Case Study), CMU-SEI-CERT, 2014.

nage, Protect, and Sustain
vitter “CERTopRES

7 WA = ) . ) .
'CERT e —— Software Engineering Institute | Carnegie Mellon University isvvpretciian i S
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Cybersecurity Capability Maturity Model Version 1.1  ACKNOWLEDGEMENTS

C2M2 is based on ES-C2M?2
-by removing sector-specific references and terminology. ACKNOWLEDGMENTS

The Department of Energy (DOE) developed the Cybersecurity Capability Maturity Model
(C2M2) from the Electricity Subsector Cybersecurity Capability Maturity Model (ES-C2M2)
Version 1.0 by removing sector-specific references and terminology. The ES-C2M2 was
developed in support of a White House initiative led by the DOE, in partnership with the
Department of Homeland Security (DHS), and in collaboration with private- and public-sector
experts.

The DOE acknowledges the dedication and technical expertise of all the organizations and
individuals who participated in the development of ES-C2M2 as well as the organizations and
individuals from different sectors who have provided the critiques, evaluations, and
modifications in order to produce this first release of the C2M2.

Reference: Program Technical Lead

Cybersecurity Capability Maturity Model, Version 1.1, U.S. DOE, 2014. Jason D. Christopher
Department of Energy, Office of Electricity Delivery and Energy Reliability (DOE-OE)

Program Team
Fowad Muneer, ICF International
John Fry, ICF International

Model Architect
“uifarnegie Mellen University Software Engineering Institute — CERT Division




C2M2 & Critical Infrastructure Objectives

2.2 Critical Infrastructure Objectives

The model makes regular reference to critical infrastructure objectives. These are objectives
found in the sector-specific infrastructure protection plan55 of the 16 United States critical
infrastructure sectors defined in Presidential Policy Directive 21, “Critical Infrastructure Security
and Resilience.”® The referenced objectives serve as a reminder that many of the functions
provided by potential adopters of the model support the Nation’s critical infrastructure and
that the broader cybersecurity objectives of the sector-specific plans should be considered.

Critical infrastructure objectives often transcend the business or operational objectives for an
individual organization. Some organizations using the model may not be affiliated with any of
the defined critical infrastructure sectors. For such organizations, the term critical infrastructure
objectives can be interpreted to mean industry objectives, community objectives, or any other

> http://www.dhs.gov/sector-specific-plans

s http://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil

Reference: Cybersecurity Capability Maturity Model Version 1.1, Page:.3




Timeline ES-C2M2
Electricity ONG version All-industry V.o aSeus
version === | e )| version
May 2012
ES-C2M2 = || ONG-C2M2 V) als
© viA
e Feb. 2014
C2M2
V) s
ES-C2M2 v1.0 DOE Pilot AGAr—I
released ® with| ﬁé Webinar Feb. 2014

, Utilities AGA
Completed 17 pilot Workshops

self-evaluations C2M2 v1.1 released

IR W1 First DOE-facilitated AGA Project: Self-
g;c\’)eelgt lrélg_actgc[ngo self-evaluation at evaluation
P NG utility workshops at 4

Small NG Utilites
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Configuration Management)
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Management)
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Management)
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