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public class CustomSecurityManager extends SecurityManager {
public CustomSecurityManager() {
super();
}
public void checkRead(String fileName) {
if(fileName != null && fileName.endswWith(*.java”)){
throw new SecurityException(“ You are not allowed to read “
+” file names ending with .java”);
}
super.checkRead(fileName);
}
public void checkWrite(String fileName) {
if(fileName != null && fileName.endswWith(*.java”)){
throw new SecurityException(“ You are not allowed to write “
+” file names ending with .java”);
}
super.checkWrite(fileName);
}
public void checkDelete(String fileName) {
if(fileName != null && fileName.endsWith(“.java”)){
throw new SecurityException(“You are not allowed to delete “
+” file names ending with .java”);
}
super.checkDelete(fileName);
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// Install SunJCE CSP by first creating a Provider 1instance

Provider providerSunJce = new com.sun.crypto.provider.SunJCE();

// Then add provider using Security class and obtain preference number
int providerPreferenceJCE = Security.addProvider(providerSunice);

// Or set the preference number yourself increasing preference numbers
// of any providers already installed at that preference Llevel
Provider providerATI = new com.assuredtech.security.JCAProvider();

int providerPreferenceATI = Security.insertProviderAt(providerATI, 1);
// A provider can be removed dynamically using Security class

// For example, to remove default Sun CSP
Securitv.removeProvider(“SUN”):
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class Password {
public static void main (String args[]) throws IOException {
Console ¢ = System.console();
if (c == null) {
System.err.println("No console.");
System.exit(1);
}
String username = c.readlLine("Enter your user name: ");
String password = c.readlLine("Enter your password: ");
if (!verify(username, password)) {
throw new SecurityException("Invalid Credentials");
}
// ...
}
// Dummy verify method, always returns true
private static final boolean verify(String username,String password) {
return true;

}

Ml ool ¥ALY

S oo 03zl JguniS 5l hgue 50, 38,5 sl Console.readPassword() sz 31 J>ol ) ¢l

class Password {
public static void main (String args[]) throws IOException {
Console ¢ = System.console();
if (c == null) {
System.err.println("No console.");
System.exit(1);
}
String username = c.readlLine("Enter your user name: ");
char[] password c.readPassword("Enter your password: ");
if (!verify(username, password)) {
throw new SecurityException("Invalid Credentials");

}
// Clear the password

Arrays.fill(password, ' ');

}

// Dummy verify method, always returns true

private static final boolean verify(String username,char[] password) {
return true;

}
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void readData() throws IOException {
BufferedReader br = new BufferedReader(new InputStreamReader(
new FileInputStream("file")));
// Read from the file
String data = br.readlLine();

}
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void readData()

{
ByteBuffer buffer = ByteBuffer.allocateDirect(16 * 1024);
try (FileChannel rdr = (new FileInputStream("file")).getChannel())
{
while (rdr.read(buffer) > 0)
{
// Do something with the buffer
buffer.clear();
}
}
catch (Throwable e)
{
// Handle error
}
}
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protected void doPost(HttpServletRequest request,HttpServletResponse response)
{
// Validate input (omitted)
String username = request.getParameter("username");
char[] password = request.getParameter("password"”).toCharArray();
boolean rememberMe =Boolean.valueOf(request.getParameter("rememberme"));
LoginService loginService = new LoginServiceImpl();
if (rememberMe) {
if (request.getCookies()[0] != null &&
request.getCookies()[0].getValue() != null) {
String[] value =
request.getCookies()[0].getValue().split(";");
if (!loginService.isUserValid(value[@],
value[1].toCharArray())) {
// Set error and return

}
else {
// Forward to welcome page
}
}
else {

boolean validated=LoginService.isUserValid(username, password);
if (validated) {

Cookie LloginCookie = new Cookie("rememberme”, username +
nm,n

;" + new String(password));
response.addCookie(loginCookie);

// ... forward to welcome page
}
else {
// Set error and return
}
}
}
else {
// No remember-me functionality selected Proceed with regular
authentication;
// if it fails set error and return
}

Arrays.fill(password, ' ');
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protected void doPost(HttpServletRequest request,HttpServletResponse response)
{
// Validate input (omitted)
String username = request.getParameter("username”);
char[] password = request.getParameter("password").toCharArray();
boolean rememberMe =Boolean.valueOf(request.getParameter("rememberme”));
LoginService loginService = new LoginServiceImpl();
boolean validated = false;
if (rememberMe) {
1f (request.getCookies()[0] != null &&
request.getCookies()[0].getValue() != null) {
String[] value = request.getCookies()[@].getValue().split(";");
if (value.length I= 2) {
// Set error and return
}
if (!loginService.mappingExists(value[@], value[1])) {
// (username, random) pair 1is checked. Set error and return

}

}

else {
validated = loginService.isUserValid(username, password);
if (!validated) {

// Set error and return

}

}

String newRandom = LoginService.getRandomString();

// Reset the random every time

LoginService.mapUserForRememberMe (username, newRandom);

HttpSession session = request.getSession();

session.invalidate();

session = request.getSession(true);

// Set session timeout to 15 minutes

session.setMaxInactiveInterval (60 * 15);

// Store user attribute and a random attribute in session scope

session.setAttribute("user"”, LloginService.getUsername());

Cookie loginCookie =new Cookie("rememberme”, username + ";" +
newRandom) ;
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class Mutable
{
private int[] array = new int[10];
public int[] getArray()
{
return array;
}
public void setArray(int[] 1)
{
array = 1i;
}
}
/).
private Mutable mutable = new Mutable();
public Mutable getMutable() {return mutable;}




. P
P e

@ -
oanlos g dlsol s puse jS 0
&l ol slaslas ) Sldac

wielbl g 9l g lblo,l olje
whilelelblg s ylojlu

G396 5 S99 1S oo s 5 | setArray() ™ eblase s letel L6 M olyl b K
BV WL NGV W-1) C)La' o>l getArray() L;o_xs)f e 6"9")‘9 APRWEIVS J.iLuU;A Ul B =
G ) sogas s B oW slacl OBJ05-J" (oS opt a8 oo solo |, oM Jsls
S o i s ) e S ol O g T Slels )l osls S5

JE 5Ll aSdiges Y IY

1385 0 Lo xS MutableProtector oS 5.5 & ,b 5l 1, Mutable (oM (Jle ¢yl

class MutableProtector extends Mutable

{
@0verride
public int[] getArray()
{
return super.getArray().clone();
}
}
/).

private Mutable mutable = new MutableProtector();
// May be safely invoked by untrusted caller having read ability
public Mutable getMutable() {return mutable;}

A Invoker

™ Mutator
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class MutableProtector extends Mutable

{
@0Override
public int[] getArray()
{
return super.getArray().clone();
}
@0verride
public void setArray(int[] 1)
{
throw new UnsupportedOperationException();
}
}
/] ...

private Mutable mutable = new MutableProtector();
// May be safely invoked by untrusted caller having read ability
public Mutable getMutable() {return mutable; }

- Safe-view
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AccessController.doPrivileged(new PrivilegedAction<Void>()

{
public Void run()
{
/).
}

}, accessControlContext);
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1f (accessControlContext == null)
{
throw new SecurityException("Missing AccessControlContext");
}
AccessController.doPrivileged(new PrivilegedAction<Void>()
{
public Void run()
{
// ...
}
}, accessControlContext);
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<s:form action="doUpload" method="POST" enctype="multipart/form-data">
<s:file name="uploadFile" Llabel="Choose File" size="40" />
<s:submit value="Upload" name="submit" />

</s:form>
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<action name="doUpload" class="com.example.UploadAction">
<interceptor-ref name="fileUpload">
<param name="maximumSize"> 10240 </param>
<param name="al LowedTypes">
text/plain, image/JPEG, text/html
</param>
</interceptor-ref>
</action>

;o UploadAction (oM™ 55 (o6 39T a5 bgy e o5

public class UploadAction extends ActionSupport
{
private File uploadedFile;
// setter and getter for uploadedFile
public String execute()
{
try
{
// File path and file name are hardcoded for illustration
File fileToCreate = new File("filepath"”, "filename");
// Copy temporary file content to this file
FileUtils.copyFile(uploadedFile, fileToCreate);
return "SUCCESS";
}
catch (Throwable e)
{
addActionError(e.getMessage());
return "ERROR";
}
}
}
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public class UploadAction extends ActionSupport {
private File uploadedFile;
// setter and getter for uploadedFile
public String execute() {
try {
// File path and file name are hardcoded for 1illustration
File fileToCreate = new File("filepath", "filename");
boolean textPlain=checkMetaData(uploadedFile, "text/plain");
boolean img = checkMetaData(uploadedFile, "image/JPEG");
boolean textHtml = checkMetaData(uploadedFile, "text/htmlL");
if (!textPlain [[| !img || !textHtml) {
return "ERROR";
}
// Copy temporary file content to this file
FileUtils.copyFile(uploadedFile, fileToCreate);
return "SUCCESS";
} catch (Throwable e) {
addActionError(e.getMessage());
return "ERROR";
}
}
public static boolean checkMetaData(File f, String getContentType) {
try (InputStream is = new FileInputStream(f)) {
ContentHandler contenthandler = new BodyContentHandler();
Metadata metadata = new Metadata();
metadata.set(Metadata.RESOURCE_NAME _KEY, f.getName());
Parser parser = new AutoDetectParser();
try {
parser.parse(is,contenthandler,metadata, new
ParseContext());
}
catch (SAXException | TikaException e) {
// Handle error
return false;
}
if (metadata.get(Metadata.CONTENT_TYPE).equalsIgnoreCase(
getContentType)) {
return true;

}
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@RequestMapping("/getnotifications.htm")
public ModelAndView getNotifications(
HttpServletRequest request, HttpServletResponse response)
{
ModelAndView mv = new ModelAndView();
try
{
UserInfo userDetails = getUserInfo();
List<Map<String,Object>> list =
new ArraylList<Map<String, Object>>();
List<Notification> notificationlList =
NotificationService.getNotificationsForUserId(
userDetails.getPersonId());
for (Notification notification: notificationList)
{
Map<String,Object> map = new HashMap<String, Object>();
map.put("id", notification.getId());
map.put("message”, notification.getMessage());
list.add(map);
}
mv.addObject("Notifications”, Llist);
}
catch (Throwable t)
{
// Log to file and handle
}
return mv;
}
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public class ValidateOutput
{
// Allows only alphanumeric characters and spaces
private static final Pattern pattern =
Pattern.compile(""[a-zA-Z0-9\\s]{0,20}3");
// Validates and encodes the input field based on a whitelist
public String validate(String name, String input)
throws ValidationException
{
String canonical = normalize(input);
if (!pattern.matcher(canonical).matches())
{
throw new ValidationException("Improper format in " +
name + " field");
}
// Performs output encoding for nonvalid characters
canonical = HTMLEntityEncode(canonical);
return canonical;
}
// Normalizes to known 1instances
private String normalize(String input)

{
String canonical = java.text.Normalizer.normalize(input,
Normalizer.Form.NFKC);
return canonical;
}

// Encodes nonvalid data
private static String HTMLEntityEncode(String input)
{
StringBuffer sb = new StringBuffer();
for (int 1 = 0; 1 < input.length(); 1i++)
{
char ch = input.charAt(i);
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@RequestMapping("/getnotifications.htm")
public ModelAndView getNotifications(HttpServletRequest request,
HttpServletResponse response)
{
ValidateOutput vo = new ValidateOutput();
ModelAndView mv = new ModelAndView();
try
{
UserInfo userDetails = getUserInfo();
List<Map<String,Object>> List =
new ArraylList<Map<String,Object>>();
List<Notification> notificationlList =
NotificationService.getNotificationsForUserId(
serDetails.getPersonId());
for (Notification notification: notificationList)
{
Map<String,0Object> map = new
HashMap<String,Object>();
map.put("id", vo.validate("id"
yhotification.getId()));
map.put("message”,vo.validate("message”,
notification.getMessage()));
List.add(map);
}
mv.addObject("Notifications"”, Llist);
}
catch (Throwable t)
{
// Log to file and handle
}

return mv:;
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private static void evalScript(String firstName)
throws ScriptException

{
ScriptEngineManager manager = new ScriptEngineManager();
ScriptEngine engine = manager.getEngineByName("javascript");
engine.eval("print('"+ firstName + "')");

}

&))3 LgI).; LSJU)L: )9 oS L-;)&.w.) L5¢>L’> )9.b4.’ as ‘I) @Lo;)ld J"’I93L§° P&Le,o u(l
JavaScript 15" s9l> 4" sas 0 Ol 1) O e s, Sl ol LS 5)ly o 5 JavaScript

gy pp ] e o 2 3390 o6 3 (595 b 33l i S g5 0 457

dummy\ ") ;

var bw = new JavaImporter(java.io.BufferediWriter);

var fw = new JavaImporter(java.io.FileWriter);

with(fw) with(bw)

{
bwr = new BufferedWriter(new FileWriter(\"config.cfg\"));
bwr.write(\"some text\"); bwr.close();

Y/
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private static void evalScript(String firstName)
throws ScriptException
{
// Allow only alphanumeric and underscore chars in firstName
// (modify 1if firstName may also include special characters)
if (!firstName.matches("[\\w]*"))
{
// String does not match whitelisted characters
throw new IllegalArgumentException();
}
ScriptEngineManager manager = new ScriptEngineManager();
ScriptEngine engine = manager.getEngineByName("javascript");
engine.eval("print('"+ firstName + "')");

(opol i dsaz) 5k Jool, VY
slr 1l sl el astel o pre Kl ool b el i a5 el sprpls e
OlegS )T 95 .G 1yl 1)« Joo o6 WO\GRBU’)& sibe wlgsds Olygaws b5 K 1) e Kl
Lol e Kol Hgige Lol b 4ol 5 a5 oKa (olilaal rals sl 0lgs o 1, doPrivileged()
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class ACC
{
private static class RestrictedAccessControlContext
{
private static final AccessControlContext INSTANCE;
static
{
INSTANCE=new AccessControlContext(new ProtectionDomain[ ]
{
new ProtectionDomain(null, null) // No permissions
}1);
}
}

private static void evalScript(final String firstName)
throws ScriptException

{
ScriptEngineManager manager = new ScriptEngineManager();
final ScriptEngine engine =manager.getEngineByName("javascript");
//Restrict permission using the two-argument form of doPrivileged()
try {
AccessController.doPrivileged(
new PrivilegedExceptionAction<Object>()
{
public Object run() throws ScriptException
{
engine.eval ("print('"+firstName + "')");
return null;

}

b

// From nested class

RestrictedAccessControlContext.INSTANCE);
}
catch (PrivilegedActionException pae)
{

// Handle error

}
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<users>
<user>
<username>Utah</username>
<password>e90205372a3b89e2</password>
</user>
<user>
<username>Bohdi</username>
<password>6c16b22029df4ec6</password>
</user>
<user>
<username>Busey</username>
<password>ad39b3c2ad4dabc98</password>
</user>
</users>

°" Extensible Markup Language
°" Tautology

* Privileged
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//users/user[username/text()="&LOGIN&" and
password/text()="&PASSWORD& "' ]

135l )5 A5le (5399 SO Llgs e sl Slre 5 20 pb G Utah o8 il o2lee S S

Utah' or '1'="1

P9h(R R ETIV R GAD) & ke &S

//users/user[username/text()="Utah' or '1'='1"
and password/text()="xxxx"]
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private boolean dolLogin(String userName, char[] password)
throws ParserConfigurationException, SAXException,
IOException, XPathExpressionException

{

DocumentBuilderFactory domFactory = DocumentBuilderFactory.newInstance();

domFactory.setNamespaceAware (true);

DocumentBuilder builder = domFactory.newDocumentBuilder();

Document doc = builder.parse("users.xmlL");

String pwd = hashPassword( password);

XPathFactory factory = XPathFactory.newInstance();

XPath xpath = factory.newXPath();

XPathExpression expr = xpath.compile("//users/user[username/text()="" +
userName + "' and password/text()='" + pwd + "' ]");

Object result = expr.evaluate(doc, XPathConstants.NODESET);

NodelList nodes = (NodelList) result;

// Print first names to the console

for (int 1 = @; 1 < nodes.getlength(); i++)

{
Node node = nodes.item(1i).getChildNodes().item(1).
getChildNodes().item(9);
System.out.println("Authenticated: " + node.getNodeValue());
}

return (nodes.getlLength() >= 1);

(XQuery) ;5 5w J=>ol, ¥.AY

2905 (5,8 ol Xpath 5,55 51 SQL G5,55 5l 6 5 sl b aslie slaasslay sl b olgs 0

plsl ) cwslio 5lw sl g 0™ 5555 5 slasel (LB ue Olgicay )8 slasgy ples b o

VY- %
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Iogin.xq 15999 J.llé

declare variable $userName as xs:string external;
declare variable $password as xs:string external;
//users/user[@userName=3$userName and @password=$password]

9 68 pb sl eolas 039381 G 9 5Ls 2558 a3 b (LB Ol Sl eslitnl b ool ol
Xquery aslols” . 168" oo oslaiwl gie (b1 G 5 0ad jasin sz w0 Sl MAP K)o Haue 50
slaald )5 oadbjasin slassls (e ol 5l oslatwl b .sjle oo 5399 ¢l 1,0 1) XML (5929w 0

fo



—

Slellbl g 9Ud g lblo,loyljg oaslas g lsol S puso 3S 0
whplelellbl g9l ylojluw sl il sloslas) Sllac

private boolean dolLogin(String userName, String pwd)
throws ParserConfigurationException, SAXException,
IOException, XPathExpressionException

{
DocumentBuilderFactory domFactory = DocumentBuilderFactory.newInstance();
domFactory.setNamespaceAware (true);
DocumentBuilder builder = domFactory.newDocumentBuilder();
Document doc = builder.parse("users.xmlL");
XQuery xquery = new XQueryFactory().createXQuery(new File("login.xq"));
Map queryVars = new HashMap();
queryVars.put("userName", userName);
queryVars.put("password", pwd);
Nodelist nodes = xquery.execute(doc, null, queryVars).toNodes();
// Print first names to the console
for (int 1 = @; 1 < nodes.getlength(); i++)
{
Node node = nodes.item(i).getChildNodes().item(1).
getChildNodes().item(0);
System.out.println(node.getNodeValue());
}
return (nodes.getlength() >= 1);
}

splS EAY

el 25 6o S a9 cslin o, b (Canlosid g5 45) B> a3l XPath 3,55 5l

s bl 3053 3l S el sl <> /=T
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** Lightweight Directory Access Protocol
** Glean

7+ Java Naming and Directory Interface
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dn: dc=example,dc=com
objectclass: dcobject
objectClass: organization
o: Some Name

dc: example

dn: ou=People,dc=example,dc=com
ou: People

objectClass: dcobject
objectClass: organizationalUnit
dc: example

dn: cn=Manager, ou=People,dc=example, dc=com

cn: Manager

sn: John Watson

# Several objectClass definitions here (omitted)
userPassword: secretl

mail: john@holmesassociates.com

dn: cn=Senior Manager,ou=People,dc=example,dc=com
cn: Senior Manager

sn: Sherlock Holmes

# Several objectClass definitions here (omitted)
userPassword: secret2

mail: sherlock@holmesassociates.com

25,8 395 4 ) p) e A as—w e pgue 50,9 G (-"l-" S sl gz S

(&(sn=<USERSN>) (userPassword=<USERPASSWORD>) )

Al sl * 5 USERSN a5l 8% 51 oslital L 1) ol 51,51 lssn prles o ol L
9 £555 S b 0T USERSN ki a5 (63,05, 1o 4 163959 cnl 4332 493 USERPASSWORD

7 LDAP Data Interchange Format
fFA
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// String userSN = "S*"; // Invalid
// String userPassword = "*"; // Invalid
public class LDAPInjection {
private void searchRecord(String userSN, String userPassword)
throws NamingException {
Hashtable<String, String> env = new Hashtable<String, String>();
env.put(Context.INITIAL_CONTEXT_FACTORY,
"com.sun.jndi. ldap.LdapCtxFactory");
try {
DirContext dctx = new InitialDirContext(env);
SearchControls sc = new SearchControls();
String[] attributeFilter = {"cn", "mail"};
sc.setReturningAttributes (attributeFilter);
sc.setSearchScope(SearchControls.SUBTREE_SCOPE);

String base = "dc=example,dc=com";
// The following resolves to (&(sn=S*)(userPassword=*))
String filter = "(&(snh=" + userSN + ")(userPassword=" +

userPassword + "))";
NamingEnumeration<?> results =dctx.search(base, filter, sc);
while (results.hasMore()) {
SearchResult sr = (SearchResult) results.next();
Attributes attrs = (Attributes) sr.getAttributes();
Attribute attr = (Attribute) attrs.get("cn");
System.out.println(attr);
attr = (Attribute) attrs.get("mail");
System.out.println(attr);
}
dctx.close();
} catch (NamingException e) {
// Forward to handler
}

F4
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// String userSN = "Sherlock Holmes"; // Valid

// String userPassword = "secret2"; // Valid

// ... beginning of LDAPInjection.searchRecord() ...
sc.setSearchScope(SearchControls.SUBTREE_SCOPE);

String base = "dc=example,dc=com”;

if (luserSN.matches("[\\w\\s]*") || !userPassword.matches("[\\w]*"))
{

throw new IllegalArgumentException("Invalid input");

}
String filter = "(&(sn = " + userSN + ")(userPassword=" + userPassword + "))";
// ... remainder of LDAPInjection.searchRecord() ...

)l Olsebl Jgua> 3l (o5 sla iSLE (g9l b gae 0, K asle 0sls oL als G (39

S 63955 1 comiznod 5 o 0 05l sl 55 wais IS gty prine slaosls 45 ol
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private Boolean validateValue(long time)
{
// Perform validation
return true; // If the time 1is valid
}
private void storeDateInDB(java.util.Date date)
throws SQLException

{
final java.util.Date copy = (java.util.Date)date.clone();
if (validateValue(copy.getTime()))
{
Connection con = DriverManager.getConnection(
"jdbc:microsoft:sqlserver://<HOST>:1433", "<UID>", "<PWD>");
PreparedStatement pstmt = con.prepareStatement("UPDATE ACCESSDB SET
TIME = ?");
pstmt.setlong(1, copy.getTime());
/).
}
}
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class MaliciousDate extends java.util.Date
{

@0verride

public MaliciousDate clone()

{

// malicious code goes here

}

}

Wi 35 s Ll Ui U Ly e b o it L prlen ST sgmscnl b

public class MaliciousDate extends java.util.Date
{
private static int count = 0;
@0verride
public Llong getTime()
{
java.util.Date d = new java.util.Date();
return (count++ == 1) ? d.getTime() : d.getTime() - 1000;
}
}
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private void storeDateInDB(java.util.Date date)
throws SQLException

{
final java.util.Date copy = new java.util.Date(date.getTime());
if (validateValue(copy.getTime()))
{
Connection con = DriverManager.getConnection(
"jdbc:microsoft:sqlserver://<HOST>:1433", "<UID>", "<PWD>");
PreparedStatement pstmt =
con.prepareStatement ("UPDATE ACCESSDB SET TIME = ?");
pstmt.setlong(1, copy.getTime());
/) ...
}
}

(CVE-2012-0507) ;15 5Ll S digast, 4 « ¥

Java pg> b, jg,4 > 451, AtomicReferenceArray Igl> JETCII O EANICE RS SN O

sa5 e 0lid s &1, 1.7.0

public AtomicReferenceArray(E[] array)
{
// Visibility guaranteed by final field guarantees
this.array = array.clone();
}
3,8 .s,JT Vory dlo oo ) Gilisle 5guals £0v e v as” Flashback (seslawle gu Jawgs 38" ¢

V] P
(CVE-2012-0507) ,5 5l J>ol ,F,1 - ¥

clone() xxo sl 4 Arrays.copyOf() swe ;| esliwl sl Java 1.7.0 P9 Slwor )3 0x)ke

public AtomicReferenceArray(E[] array)

{

// Visibility guaranteed by final field guarantees
this.array = Arrays.copyOf(array, array.length, Object[].class);

** Constructor
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le (o8 5 leil Gaunslin 4 56 (5,8 i o )904; Method java.lang.Object.equals() s
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private static boolean keysEqual (Key keyl, Key key2)
{

if (keyl.equals(key2))

{

return true;

}

return false;
}
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private static boolean keysEqual (Key keyl, Key key2)

{

if (keyl.equals(key2))
{

return true;

}
i1f (Arrays.equals(keyl.getEncoded(), key2.getEncoded()))

{

return true;
}
// More code for different types of keys here. For example, the following
// code can check whether an RSAPrivateKey and an RSAPrivateCrtKey are
// equal
if ((keyl instanceof RSAPrivateKey) && (key2 instanceof RSAPrivateKey))
{

i1f ((((RSAKey) keyl).getModulus().equals(

((RSAKey) key2).getModulus())) &&

(((RSAPrivateKey) keyl).getPrivateExponent().equals(

((RSAPrivateKey) key2).getPrivateExponent())))

{

return true;

}

}

return false;
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SecretKey key = KeyGenerator.getInstance("DES").generateKey();
Cipher cipher = Cipher.getInstance("DES");
cipher.init(Cipher.ENCRYPT_MODE, key);

// Encode bytes as UTF8; strToBeEncrypted contains

// the input string that is to be encrypted

byte[] encoded = strToBeEncrypted.getBytes("UTF8");

// Perform encryption

byte[] encrypted = cipher.doFinal (encoded);

M5k Jol, ¥ AT,Y

A“SL#’ oalaiwl 6)&)40) fl:ul L;l).t ;9AES )S'U.AI P.‘;’.')sii” )| ‘J.‘>o|) U'.’.I

Cipher cipher = Cipher.getInstance("AES");
KeyGenerator kgen = KeyGenerator.getInstance("AES");
kgen.init(128); // 192 and 256 bits may be unavailable
SecretKey skey = kgen.generateKey();

byte[] raw = skey.getEncoded();

SecretKeySpec skeySpec = new SecretKeySpec(raw, "AES");
cipher.init(Cipher.ENCRYPT_MODE, skeySpec);

// Encode bytes as UTF8; strToBeEncrypted contains the
// input string that is to be encrypted

byte[] encoded = strToBeEncrypted.getBytes("UTF8");

// Perform encryption

byte[] encrypted = cipher.doFinal (encoded);

¢ Data Encryption Standard
# Advanced Encryption Standard
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public final class Password
{
private void setPassword(byte[] pass) throws Exception
{
// Arbitrary encryption scheme
bytes[] encrypted = encrypt(pass);
clearArray(pass);
// Encrypted password to password.bin
saveBytes(encrypted, "password.bin");
clearArray(encrypted);
}
boolean checkPassword(byte[] pass) throws Exception
{
// Load the encrypted password
byte[] encrypted = lLoadBytes("password.bin");
byte[] decrypted = decrypt(encrypted);
boolean arraysEqual = Arrays.equal (decrypted, pass);
clearArray(decrypted);
clearArray(pass);
return arrayskEqual;
}
private void clearArray(byte[] a)
{
for (int 1 = @; 1 < a.length; 1i++)
{
af[i] = é;
}
}
}
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import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;
public final class Password
{
private void setPassword(String pass) throws Exception
{
byte[] salt = generateSalt(12);
MessageDigest msgDigest = MessageDigest.getInstance("SHA-256");
// Encode the string and salt
byte[] hashVal = msgDigest.digest((pass+salt).getBytes());
saveBytes(salt, "salt.bin");
// Save the hash value to password.bin
saveBytes(hashVal, "password.bin");
}
boolean checkPassword(String pass) throws Exception
{
byte[] salt = loadBytes("salt.bin");
MessageDigest msgDigest = MessageDigest.getInstance("SHA-256");
// Encode the string and salt
byte[] hashVall = msgDigest.digest((pass+salt).getBytes());
// Load the hash value stored in password.bin
byte[] hashVal2 = loadBytes("password.bin");
return Arrays.equals(hashVall, hashval2);
}
private byte[] generateSalt(int n)
{
// Generate a random byte array of lLength n
}
}

5k Joo,FAYY
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import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;
public final class Password {
private void setPassword(byte[] pass) throws Exception {
byte[] salt = generateSalt(12);
byte[] input = appendArrays(pass, salt);
MessageDigest msgDigest = MessageDigest.getInstance("SHA-256");
// Encode the string and salt
byte[] hashVal = msgDigest.digest(input);
clearArray(pass);
clearArray(input);
saveBytes(salt, "salt.bin");
// Save the hash value to password.bin
saveBytes(hashVal, "password.bin");
clearArray(salt);
clearArray(hashval);
}
boolean checkPassword(byte[] pass) throws Exception {
byte[] salt = loadBytes("salt.bin");
byte[] input = appendArrays(pass, salt);
MessageDigest msgDigest = MessageDigest.getInstance("SHA-256");
// Encode the string and salt
byte[] hashVall = msgDigest.digest(input);
clearArray(pass);
clearArray(input);
// Load the hash value stored in password.bin
byte[] hashVal2 = LoadBytes("password.bin");
boolean arraysEqual = Arrays.equals(hashVall, hashVal2);
clearArray(hashVval1l);
clearArray(hashval2);
return arraysEqual;

}
private byte[] generateSalt(int n)
{

// Generate a random byte array of lLength n
}
private byte[] appendArrays(byte[] a, byte[] b)
{

// Return a new array of a[] appended to b[]
}
private void clearArray(byte[] a)
{

for (int 1 = 0; 1 < a.length; 1i++)

{

ali] = &;

}

}
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SecureRandom random = new SecureRandom(
String.valueOf(new Date().getTime()).getBytes());
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byte[] randomBytes = new byte[128];
SecureRandom random = new SecureRandom();
random.nextBytes (randomBytes) ;
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public class LicenseManager

{

}

Map<LicenseType, String> LlicenseMap =new HashMap<LicenseType, String>();
public LicenseManager()
{
LicenseType type = new LicenseType();
type.setType("demo-License-key");
LicenseMap.put(type, "ABC-DEF-PQR-XYZ");
}
public Object getLicenseKey(LicenseType LicenseType)
{
return LicenseMap.get(LicenseType);
}
public void setlLicenseKey(LicenseType LlicenseType, String LlicenseKey)
{

LicenseMap.put(LlicenseType, LicenseKey);

}

class LicenseType

{

private String type;
public String getType()
{

return type;
}
public void setType(String type)
{
this.type = type;
}
@0verride
public int hashCode()
{
int res = 17;
res = res * 31 + type == null ? @ : type.hashCode();
return res;
}
@0verride
public boolean equals(Object arg)
{
if (arg == null || !(arg instanceof LicenseType)) {
return false;
}
if (type.equals(((LicenseType) arg).getType())) {
return true;

}

return false;
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public class CraftedLicenseType extends LicenseType
{
private static int guessedHashCode = 0;
@0verride
public int hashCode()
{
// Returns a new hashCode to test every time get() is called
guessedHashCode++;
return guessedHashCode;
}
@0verride
public boolean equals(Object arg)
{
// Always returns true
return true;

Cawlo 3 o.))gT u).‘>uo LS)J.J.\A L;Ml.a).» Al sl )9

public class DemoClient

{
public static void main(String[] args)
{
LicenseManager LicenseManager = new LicenseManager();
for (int 1 = @; 1 <= Integer.MAX VALUE; 1i++)
{
Object guessed =
LicenseManager.getlLicenseKey(new
CraftedLicenseType());
i1f (guessed != null)
{
// prints ABC-DEF-PQR-XYZ
System.out.println(guessed);
}
}
}
}
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public class LicenseManager

{
Map<LicenseType, String> licenseMap =
new IdentityHashMap<LicenseType, String>();
/...

}

Java APl sz ldentityHashMap wX6™ Lo

030zl b 1) 55lepa s dgar G sol> Map buly ((Hlaie 5) a8 95 saunlin pKa (oS ol
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public class DemoClient

{

public static void main(String[] args)

{

LicenseManager LicenseManager = new LicenseManager();
LicenseType type = new LicenseType();
type.setType("custom-Llicense-key");
LicenseManager.setlLicenseKey(type, "CUS-TOM-LIC-KEY");
Object LlicenseKeyValue = LlicenseManager.getlLicenseKey(type);
// Prints CUS-TOM-LIC-KEY
System.out.println(licenseKeyValue);

(final Class) ,8 3w Jool, ¥4 0¥

g ol 25len 0T Glaaie b a0 oMl final Olgicas 1) LicenseType oo XS (ol ol

final class LicenseType

{
}

// ...

S5l AS a3 F,1 0, Y

ol laceng 5l slacsons s9l> &S ﬁLayoutManager oo X G g Widget (oS G5l idbe gl

1 Cawlo S ( Li.;w” )

{

public class Widget

private int noOfComponents;
public Widget(int noOfComponents)

{
}

public int getNoOfComponents()

{
}

public final void setNoOfComponents(int noOfComponents)

{
}

this.noOfComponents = noOfComponents;

return noOfComponents;

this.noOfComponents = noOfComponents;
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public boolean equals(Object o)
{
if (o == null || !(o instanceof Widget))
{
return false;
}
Widget widget = (Widget) o;
return this.noOfComponents == widget.getNoOfComponents();
}
@0verride
public int hashCode()
{
int res = 31;
res = res * 17 + noOfComponents;
return res;
}
}
public class LayoutManager
{
private Set<Widget> layouts = new HashSet<Widget>();
public void addiWidget(Widget widget)
{
if (!layouts.contains(widget))
{
Layouts.add(widget);
}
}
public int getlLayoutSize()
{
return Layouts.size();
}
}

S gar33 |, haSCOTR() 120 5 a3 dass |, Widget L3S 155 o porles

public class Navigator extends Widget {
public Navigator(int noOfComponents) {
super(noOfComponents) ;
}
@0verride
public int hashCode() {
int res = 31;
res = res * 17;
return res;
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Widget nav = new Navigator(1);

Widget widget = new Widget(1);

LayoutManager manager = new LayoutManager();
manager.addWidget(nav);

manager.addiWidget(widget);
System.out.println(manager.getlLayoutSize()); // Prints 2

Sl oS obailgs sl 15 ail Mo i o sl b5 degare  slasang b 355 sl
33138 502 1) ¥ getlayoutSize() gz gcnl b cal ) 039 o0 a3lal g 9 M Seolaa

@ coug &5 oK g LS s Widget w5 hashCode() se 4 ol Ml (ol Juds
hashCode() 35,5 oo adlol Seulsa a5 oKa 5,8 0 L5 oolizal 5,90 9b oo ablol dcgoma
Dglita (b Wiges 93 9l Asgarme Ldlea 9 on oolizul NaVIGAtOr LudlS busgs oiiipal 3
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public final class Widget

{
/]

}

(run()) B8 5Ll a5 diga3,18,Y
startThread() sus G Jols <G, SubWorker g (ol (oD 555 9 Worker (oS Jle ¢l )3
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public class Worker implements Runnable

{
Worker() { }
public void startThread(String name)
{
new Thread(this, name).start();
}
@0Override
public void run()
{
System.out.println("Parent");
}
}
public class SubWorker extends Worker
{
@0verride
public void startThread(String name)
{
super.startThread(name) ;
new Thread(this, name).start();
}
@0verride
public void run()
{
System.out.println("Child");
}
}

B9 bz Child 5 Paemt wab azsls JUasl cusl oSon 08 Lol 1, 5 35 (5 i o 5]
é" -_i.g‘ &9)«» IDK&) ‘)Lg 93 ).Q) )Lj 93 aOJu:)wy)lJ run() L |).3_) ‘39‘:’L5‘° %)L? )Lg 9 Child ‘b)fl

235 o0 Slexl s (Lo

Worker w = new SubWorker();
w.startThread("thread");

ke Jol, ¥4 0L
:les o0 S |, superstartThread() lys,8 9 ol |, SubWorker 35" Jool, (1l
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public class SubWorker extends Worker

{
@0verride
public void startThread(String name)
{
new Thread(this, name).start();
}
/).
}

Worker wl = new Worker();
wl.startThread("parent-thread");

Worker w2 = new SubWorker();
w2.startThread("child-thread");
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private FileInputStream openFile()

{
final FileInputStream f[] = { null };
AccessController.doPrivileged(new PrivilegedAction()
{
public Object run()
{
try
{
fl[é] = new
FileInputStream("file");
}
catch(FileNotFoundException fnf)
{
// Forward to handler
}
return null;
}
1
return f[0];
}

// Wrapper method
public void performActionOnFile()

{
try (FileInputStream f = openFile())
{
// Perform operation
}
catch (Throwable t)
{
// Handle exception
}
}

S b 3 3590 o3kl s b &y Gl lits ST oo olzel 6 38" i ol o

5 38 o el 1 b oS5 omles sl 5l yee lilaal 5l i Shibael sl doPrivileged()
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private FileInputStream openfFile(AccessControlContext context)

{
if (context == null)
{

throw new SecurityException("Missing AccessControlContext");

}
final FileInputStream f[] = { null };
AccessController.doPrivileged(new PrivilegedAction()

{
public Object run()
{
try
{
f[@] = new
FileInputStream("file");
}
catch (FileNotFoundException fnf)
{
// Forward to handler
}
return null;
}
+s

// Restrict the privileges by passing the
// context argument
context);

return f[0];
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private static class FileAccessControlContext

{
public static final AccessControlContext INSTANCE;
static
{
Permission perm = new java.io.FilePermission("file", "read");
PermissionCollection perms = perm.newPermissionCollection();
perms.add(perm) ;
INSTANCE = new AccessControlContext(new ProtectionDomain[ ]
{
new ProtectionDomain(null,
perms)
1
}
}

// Wrapper method
public void performActionOnFile()

{
try (final FileInputStream f = // Grant only open-for-reading privileges
openFile(FileAccessControlContext.INSTANCE))
{
// Perform action
}
catch (Throwable t)
{
// Handle exception
}
}

Sl eslatwl b sl oo cas)las 1, AccessControlContext S ctle soilal a5 Slasasslesl s
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public void changePassword(String currentPassword,String newPassword) {
final FileInputStream f[] = { null };
AccessController.doPrivileged(
new PrivilegedAction()
{
public Object run()
{
try
{
String passwordFile =
System.getProperty("user.dir") +
File.separator + "PasswordFileName";
f[@] = new FileInputStream(passwordFile);
// Check whether oldPassword matches the one in
// the file. If not, throw an exception
System. loadLibrary("authentication");
}
catch (FileNotFoundException cnf)
{
// Forward to handler
}
return null;
}
}); // End of doPrivileged()
}
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public void changePassword(String currentPassword,String newPassword)

{
final FileInputStream f[] = { null };
AccessController.doPrivileged(
new PrivilegedAction()

{
public Object run()
{
try
{
String passwordFile = System.getProperty("user.dir")
+ File.separator + "PasswordFileName";
f[@] = new FileInputStream(passwordFile);
// Check whether oldPassword matches the one in the
// file. If not, throw an exception
}
catch (FileNotFoundException cnf)
{
// Forward to handler
}
return null;
}

}); // End of doPrivileged()
System. LoadLibrary("authentication”);

' Native
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java.lang.Class.newlInstance

java.lang.reflect. Constructor.newlnstance

java.lang.reflect.Field.get* )

java.lang.reflect.Field.set*

java.lang.reflect. Method.invoke
java.util.concurrent.atomic.AtomiclntegerFieldUpdater.newUpdater
java.util.concurrent.atomic.AtomicLongFieldUpdater.newUpdater
java.util.concurrent.atomic.AtomicReferenceFieldUpdater.newUpdater

ez JVM csle sl getAccessible() 5 java.lang.reflect.Field.setAccessible() slaie 09>
s9ame 9) 3)luslin] il e lagm, gde o3litul g yiwd Sl il
b ites lialy ool bwgs oadp e Sl niyoal 136 s 5o aas e pll (5 poans
o3iledl get* o set* ald LulKul slanze .3 eslitl Olols 85 b b 5 laize ol 3290]

RESSIWY. ) )ﬁ"‘i‘-":‘:‘"" ‘69)0‘1| )I 9 MR (A (:L?u' |) ub) (S D L;LQ@»)).Q ‘l.Q,'J

* Stack
AY



»

Slellbl g 39U g bl loylje oanlos g dlsol s (S0
whilele bl g gl ylojlu &l 8Ll slaslss ) cllace

oS OlIaS L 1.18.2
by Dzl 0l )s Ly sty b sias e oilal Il (63,0, sanl SO 4 (S OIS
SIS 5l 45 1y oS I psn by 45 S 50 (5 IVM .l s | slo S
N @b sl sy eabs I3l LS o 45 ol nlos o JLss egi0sid slitel oIS ol
AL Olea g gl 3550 M & A 0 canlys s (ilre Guile a3 0 gl (5 s
oo SYales gl o381, (5 plono 395 5k g oolital 0185 ol LIS (Sl e udlS
Sl ol S a5 Ciliee aylin 51 u¥S il OIS 5l oslisiel su955 b 1) oadl a5
35 0T G O5 5 0 yin 3 obaws 3l sl 6olis 6l 35 G3loloz sl (oIS OLIS,L

3,970 Jucdy canlon lozel L a5

lsT a8 (e IS IAS,0 @ 1) 395 L1 s 15,0 Gla S Jgiun 45" S5o5LeS (slasie
OLIIE,L busss S5,k GG b s o el Sl i3S oo e wiasles S Sls315 1,
oles Sle s [ S 1380 laste cul 51K a8 by o o )3 3 pdyse plsl G
sz 53 Wate ol snles Jae slatel B ,e 38 Colo 5l slys o5 baze ol 4 A8 (peanss Lol
U NWRCIWIVY-R o o
S 03@/445/};//!7 Slodze Lo OIS 1 45 ladze F-F Jpir

java.lang.Class.forName
java.lang.Package.getPackage
java.lang.Package.getPackages
java.lang.Runtime.load
java.lang.Runtime.loadLibrary
java.lang.System.load
java.lang.System.loadLibrary
java.sql.DriverManager.getConnection
java.sql.DriverManager.getDriver
java.sql.DriverManager.getDrivers
java.sql.DriverManager.deregisterDriver
java.utl.ResourceBundle.getBundle
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public void load(String LibName)
{
AccessController.doPrivileged(
new PrivilegedAction()
{
public Object run()
{
System. LoadLibrary(LibName) ;
return null;
}
s
}
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private void load()

{
AccessController.doPrivileged(
new PrivilegedAction()
{
public Object run()
{
System. LoadLibrary("awt");
return null;
}
1
}
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public Connection getConnection(String url, String username,String password)

{
// ..

return DriverManager.getConnection(url, username, password);
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private String url = // Hardwired value
public Connection getConnection(String username,String password)

{
/]

return DriverManager.getConnection(this.url, username, password);

(CERT Vulnerability 636312) ;5 5lwl S diges,1AY
Java i Slesiasn oo G| S VUH#E36312 Olgic L CERT (5 il cuilssl
25 b 8 L5 oslitwlegu 3590 05,58 sebds YT Jlo g8 T ole ,3 a5 43S o Chmogs 1.7.0
bl (il sl o pelKasl 51 SEC05-J) sges oslizwl (5 iyl 95 5l wslituleguw ol i
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private String url = // Hardwired value
public Connection getConnection(String username, String password)

{
/]

return DriverManager.getConnection(this.url, username, password);
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private Class GetClass(String paramString)
throws Throwable

{
Object arrayOfObject[] = new Object[1];
arrayOfObject[0] = paramString;
Expression localExpression =
new Expression(Class.class, "forName", arrayOfObject);
LocalExpression.execute();
return (Class)localExpression.getValue();
}

A8 o0 Jge 505 Aie 4 1) 345 )5 java.beans.Expression.execute() e

private Object invokeInternal() throws Exception
{
Object target = getTarget();
String methodName = getMethodName();
if (target == null || methodName == null)
{

throw new NullPointerException((target == null ? "target" :

"methodName") + " should not be null");
}
Object[] arguments = getArguments();
if (arguments == null)
{
arguments = emptyArray;

}

// Class.forName() won't Lload classes outside of core from a class inside

// core, so it 1is handled as a special case.
i1f (target == Class.class && methodName.equals("forName"))
{

return ClassFinder.resolveClass((String)arguments[@], this. loader);

}
/...

1 led o0 Jgxo findClass() 4 |, 345 L8 com.sun.beans.finder.ClassFinder.resolveClass() s



wilelbl g 39Ud g olbla;loljs
wiploleUbl .§_|sli§u|p_jl.w

P S e
oanlos g dlsol s (S0
sl ol slaslss ) Sldac

public static Class<?> findClass(String name)
throws ClassNotFoundException
{
try
{
ClassLoader Lloader =
Thread.currentThread().getContextClassLoader();
if (loader == null)
{
Loader = ClassLoader.getSystemClassLoader();
}
if (loader != null)
{
return Class.forName(name, false, Lloader);
}
}
catch (ClassNotFoundException exception)
{
// Use current class loader instead
}
catch (SecurityException exception)
{
// Use current class loader instead
}
return Class.forName(name);
}

oS 03,97 sty (sl Class.forName() 5l oseds o (slss1,8 iyl potie > A cpl 4z S
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public static Class<?> findClass(String name)
throws ClassNotFoundException

{
checkPackageAccess (name) ;
try
{
ClassLoader Loader=Thread.currentThread().getContextClassLoader();
if (loader == null)
{
// Can be null in IE (see 6204697)
Loader = ClassLoader.getSystemClassLoader();
}
if (loader != null)
{
return Class.forName(name, false, Lloader);
}
}
catch (ClassNotFoundException exception)
{
// Use current class loader instead
}
catch (SecurityException exception)
{
// Use current class loader instead
}
return Class.forName(name);
}
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Gl S 00 0 d) S S0 4 olaws cubils com.sun.jmx.mbeanserver.MbeanlInstantiator
Ao o8 e lael slael Lbe & 4 awpws clblB Galgs L ocasel e

1) Class i 5,8 o0 (oMW 9 39 Sl 8 slasis, ja b cuwslys o MBeanlnstantiator.findClass()

o L¥ |) .)95 )L{ PR Lﬂ' .\JI.))f)J ‘.)9.30.)4:: LS)'K(’L‘ ‘454::) )' o a5
il 05,81 05,3 O A5 a5 18" e Jgxe MBeaninstantiator.loadClass()
/**
* Load a class with the specified loader, or with this object
* class Lloader if the specified Loader is null.
*% /
static Class<?> loadClass(String className, ClasslLoader Lloader)
throws ReflectionException
{
Class<?> theClass;
if (className == null)
{
throw new RuntimeOperationsException(
new IllegalArgumentException("The class name cannot be null"),
"Exception occurred during object instantiation");
}
try
{
if (loader == null)
{
Loader = MBeanInstantiator.class.getClassLoader();
}
if (loader != null)
{
theClass = Class.forName(className, false, Lloader);
}
else
{
theClass = Class.forName(className);
}
}
catch (ClassNotFoundException e)
{
throw new ReflectionException(e, "The MBean class could not be Loaded");
}
return theClass;
}
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// ...
if (className == null)
{
throw new RuntimeOperationsException(
new IllegalArgumentException("The class name cannot be null"),
"Exception occurred during object instantiation");
}
ReflectUtil.checkPackageAccess(className);
try
{

if (loader == null)
/...

L, N AAY
Bilgs oo Al Shals el slaw) 2 b lagis) Sls3l8 sln slezel Jb e slass a5 0305 o502
b Slbee pbnil lyslazel L6 ,ue slass 4y 0ols 031 ailive Hob 4 598 Slael Gialjdl 44 o
LG 3,97 pald g5 ke o5 sl 1y oMKl oul Hlyiige K5y soasly s pudlS I35 5l oslial
b9 Lol (K)o soaslysl,d lilaal Olea

ol sose> Sl gl S (o Slanl K, el 8 (oIS HISLL Gages Sl S slai,
o ObgS )T G 4 java.lang.Class.forName() sles )T dw aie diged Olgicd; ditud Kt

.))lb )L:J ‘J“SLS'A OB oo laul L.SI)-’ I) U“"“ )IK)L? G905 as

1



Slellbl g 59ld g bl eylje oaslas g 3lsol S yuso §S 50
wiplelebligglid ylsjluw &l 8Ll slaslss ) cllace

public static Class forName(String name, boolean initialize,
ClassLoader Lloader) throws ClassNotFoundException
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class LoadlLibrary
{
private void LloadLibrary()
{
AccessController.doPrivileged(
new PrivilegedAction()
{
public Object run()
{
// Privileged code
System. LoadLibrary("myLib.so");
// Perform some sensitive operation Like
// setting the default exception handler
MyExceptionReporter.setExceptionReporter(repor
ter);
return null;
}
1
}
}
* custom
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class LoadLibrary

{
private void loadLibrary()
{
AccessController.doPrivileged(
new PrivilegedAction() {
public Object run()
{
// Privileged code
System. LoadLibrary("myLib.so");
// Perform some sensitive operation Like
// setting the default exception handler
MyExceptionReporter.setExceptionReporter(repor
ter);
return null;
}
1
}
}
final class MyExceptionReporter extends ExceptionReporter
{
public void setExceptionReporter(ExceptionReporter reporter)
{
SecurityManager sm = System.getSecurityManager();
if(sm != null)
{
sm.checkPermission(
new ExceptionReporterPermission("exc.reporter"));
}
// Proceed to set the exception reporter
}
// ... Other methods of MyExceptionReporter
}
final class ExceptionReporterPermission extends BasicPermission
{
public ExceptionReporterPermission(String permName)
{
super(permName) ;
}
// Even though the actions parameter is ignored,
// this constructor has to be defined
public ExceptionReporterPermission(String permName,
String actions)
{
super(permName, actions);
}
}
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grant codeBase "file:/c:/package”

{
// For *nix, file:${user.home}/package/
permission ExceptionReporterPermission "exc.reporter”;
permission java.lang.RuntimePermission "loadLibrary.myLib";
};
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java LocalJavaApp

(U2 et ol J38) S 3k Jol ¥ .Y Y
5o 4z S1.0S" it g giaal p D pgods |) el pae K a8 N g e Il el s0
ol Sl Sl sni b 63,08 Slodal s 1S Egian |y Jos ol ioled Uleb astal pyia
(Slyzlp p&a )5 5 0boyd b o p2 i O Sl esliel b 1) (o800 cul ae K silgs o
Sy i gomgitalin b b lie Cestal (slojpie s 51l 53,0 (sloasls 45 olSia
i s o 15t el sl bgs b el 55 5 0395 Caghsl 3 0la i bt (san S
S (0 s sl Ol 8 b Slaez p Slesliwl L) 2,80k sl juae i Joely onlasles Ik

S oo Ll w5350, sl s b5 5550 Slaas 4 | lajgme wrotal sl o6

java -Djava.security.manager -Djava.security.policy=policyURL \LocalJavaApp

el (6 ol o 3008 0T (Slaculias &8 1) bjli ol an 230 Olojp bas b2
S oslawl 5 ) 904 -Djava.security. manager 0z Slhuls asin wiless
java -Djava.security.manager=my.security.CustomManager ..
Sk goien |y oKl wabid Jloel 598 ol a0 buugs oS (563 ol Caliw S
Slexls sl Y e (RuntimePermission(“setSecurityManager”)  i> L)

A dales SecurityException bl slul 4 ,>ie setSecurityManager ()
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,> Ipath/to/java.home/lib/security (s, 0ls ,3 a5 java.policy 56,8 i cusel coslow (Jo16
(5 Slasgmme gbige il S9dg  te Slapiaa ) ol Jsles 9 UNIX b aslie o ptanpan
el Ko lasgo bl o e 5 Sl e Slac,gy T Jlasl i Sla S 529 0xlgs Jud
sl S b cnl glozzl 5,8 )5 55 5l home (6598 s 53 )l Gatse b J6 K
Pl a8 uiS s Silgs oo JavaLsecUrity (ol .asle g0 pasuins |y el 5 G 45 osblhacl (sl jgone
L java.policy 6o s sla bl 5l K sa ST xslass 3,158 eoliwl 590 canlw sla Jud
g oo lael gl saal o sl sl 0 So9me gua L3900 DI Java.security
(oo S sl J36) S5 5k Jmol ¥,¥ - ¥
S 03litl (=) sla 45 (=) 3l ool sl B G L lyle sog0e sl o6 g3l plSCn

java -Djava.security.manager \
-Djava.security.policy==policyURL \
LocalJavaApp

(SBLol Cawliw o J6) B 5l J>ol ,F,Y - ¥
Sl S (o cnas Skl cuslis (b idawys | sl o G595 & 904 @ppletviewer

J*:S oolaiwl —J I oLl cuoluw sla Ll 05 57 Lasie

appletviewer -J-Djava.security.manager \
-J-Djava.security.policy==policyURL LocalJavaApp

cuiol sla S5s9 (6 s policy.allowSystemProperty S5y a5 oK usbazsls dsg
g e 45 00556 0legS T 5 sadasin cualw b 35,8 s false 4, (java.security)

ol trUE (3559 ol L2 i Jlsie
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(w,SMU).g L c._ua.t) )lf}l.wu .).5439.03155,?'* X
Jles 5. System.setSecurity-Manager() (sbuws! (o9, 5l eslatwl b a5les o SecurityManager G
om[,.a,b.é SecurityManager ase ¢pl .2l Jled Lles 0 adax) ,a 5 SecurityManager <G lgss .o
z2 b 0bgS)T 0ag NIl &y 55 S (0 (5955 Jleb SecurityManager ;350 1) olags T s

S o5 op 50l SecurityManager

ol sl 4 6,555 SecurityManager Ll S’ o Jls e |, Jes SecurityManager ja «Jte opl
T B9 39 e gud b Jalgs ol Jled slajgome ples b Cdlate A5 Aol ) 058 (03 s

ls .x.ml,:u 2939 IS r:l:u| duol.':).g c_“;wu' ui"-‘ as’ ,5'4.3')9).& JA.C

try
{
System.setSecurityManager(null);
}
catch (SecurityException se)
{
// Cannot set security manager, log to file
}

Jles e 1) ol RES— 3,138 o5 S o sl ) gizn cusal sl G a8 (Jled el 300 SO
Seb o0 IS ol bawgs SecurityException slizwl sbul 4 e 9 1l
(U2 AUt il a0) B 5l Jool 7,7 - .¥

A5 e P¢Eu33 adgl as)lade |, (o 8 iy sl a0 (b o

try
{

System. setSecurityManager (new SecurityManager());
}
catch (SecurityException se)
{

// Cannot set security manager, Llog appropriately
}
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(o )i il 53 00) HI 5L Jool ) ¥.Y - ¥
a5 sas e olis |, Security-Manager i law (oS G sadsl as)lsie Sgks (Sl ¢l
o Caawlos S Slg3l 3 gae jay K dawes O o5l Slesl 3 b |, CustomSecurityManager

Sgon wmas Jd Cuinl ow Olgieds (b law Casal a0 gl

char password[] = /* initialize */

try
{
System.setSecurityManager(new CustomSecurityManager("password here"));
}
catch (SecurityException se)
{
// Cannot set security manager, log appropriately
}

o3lisal gl Coial 0 31203 g0 ploil ) iial Slagon 2 45 AP S ol (6l 5l us
Bgs s oy g b bplaw el Gla pae i oxlal ul 5l i a5 480k 13,5 Jialgs
Al 5l 5 00 slas Slae 186 (2 il a0 a8

S, SAY .Y
09 2lg3 o bl SlaJoe 0T Gl s )by (Kins Cainl o0 K 5529 4 lolo ool Lol

-5 g I).?l Cud9loe

ol Gl o 550l dyml Oley o SecurityManager G ole b jgas saieS Al 5 ankis
dge3 50 (o bea Ll STas 58 o Ll a8 (605" Ol b jgui 4 13lg5 o L] sla Judos 9 4 500
S8 o5l 4 SecurityManager LT as eyl s » Sl Kas . ules s |, SecurityManager G

uTwaLiT AfLﬂ.'l:’.")"‘{LsAUMb u,.LLZA LSL“L;}” l.lT dfwll%‘)?Liwlonmbg)

o LS)-.‘:[V-:‘“QS J)B TA’AC- Ll ‘Jw“ul.\ )..»'J.guKAI ‘uol? .5)|9.o LS")" )9 awlo A -]

0lgen wsls oo T )5 a5 wadd 18 sladuma ,5 Lilgs o setSecurityManager() sie (sl
ISie LI ol Jlael 59s D3> cunlosds cuas Olo,d bz 5 ,b 5l (5 8 iy (so90e Cuinl 30 SO
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LS ooliiwlegw (Slo=l 5850 sla gy Sllaal jl olesel (LB e oS sa s ojl=l YALY
L) Slsss b 4 sy oot sl b sl ol 5las, K g8y pin 55 N Pla il 550
slalbs! dacds o 5 bl slaslas) sl laglssl550 5l dole x5,0T 0 pal s g (Slsal 550
(Solwo 35 sLad ;5 Ole e e slagiig 9 LOLls Sy S Jle SWing 9 AWT slis,
Lzl 1) sadpasin TUNQ) Ghoy S 595 S g0ty oz 5 G 0T Lo 45 Runnable.run(). >

')'ilA';lSA O.)l-é.:aul ‘md
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public interface CallBack {
void callMethod();
}
class CallBackImpl implements CallBack {
public void callMethod()
{
System.out.println("CallBack invoked");
}

}
class CallBackAction {

private CallBack callback;
public CallBackAction(CallBack callback)

{
this.callback = callback;
}
public void perform()
{
callback.callMethod();
}

}

class Client {
public static void main(String[] args)

{
CallBackAction action=new CallBacRAction(new CallBackImpl());
/).
action.perform(); // Prints "CallBack invoked"
}
}
!¢ Callbacks
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23 Sl Koo @Bly yo aigh o0 Slgl 8 Dkl Lo ok 09 el (Slez 5L slahy,
Gy ol S .xlas oMel 0T )3 a5 3 15 oggie 4 s (6 yiien Sl 3lal 45 K95 || sageie
e ) skiel Ghal3sl canl (Koo 35 3 slezel (LB e 387511 laosls (sl 1350
S5l aS W01, ¥ Y,Y
AD ;l oslazwl b 1, CallBack Jawly a5” 168" oo o5liwl UserLookupCallBack M G 5l dbe o
03 ledbl (nl &5 48 (0 458 szrgiine IS Gl AT ilwesly LSS pb e Gl
Client (oS s 53 .l 5l 0T 055 50 6l 7 Jle slaal a5 5 5505 15 fete/passwd Js b
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public interface CallBack
{
void callMethod();
}
class UserLookupCallBack implements CallBack
{
private int uid;
private String name;
public UserLookupCallBack(int uid)
{
this.uid = uid;
}
public String getName()
{
return name;
}
public void callMethod()
{
try (InputStream fis = new FileInputStream("/etc/passwd"))
{
// Look up uid & assign to name

}
catch (IOException x)

{

name = null;

}

''* Elevated privilege
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final class CallBackAction
{
private CallBack callback;
public CallBacRAction(CallBack callback)
{
this.callback = callback;
}
public void perform()
{
AccessController.doPrivileged(
new PrivilegedAction<Void>()
{
public Void run()
{
callback.callMethod();
return null;
}
1)
}
}

g 03wl 5 K& g (5 die awgs (ol O pguods Wilgs o A5l

public static void main(String[] args)

{
int uid = Integer.parseInt(args[@]);
CallBack callBack = new UserLookupCallBack(uid);
CallBackAction action = new CallBackAction(callBack);
/).
action.perform(); // Looks up user name
System.out.println("User " + uid + " 1s named " +
callBack.getName());

}

b b Jle olliall o 5 357 sl 2l sl CallBackAction 1 silgs e prles G g9l b

.08 o5laxwl MaliciousCallBack (sdsges S
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class MaliciousCallBack implements CallBack

{
public void callMethod()
{
// Code here gets executed with elevated privileges
}
}

// Client code
public static void main(String[] args)

{
CallBack callBack = new MaliciousCallBack();
CallBackAction action = new CallBackAction(callBack);
action.perform(); // Executes malicious code

}

(doPrivileged  Joxo ™ —‘s;lgébéjl.g) S5l J>ol,Y YN LY
S pse Wlg31 350 595 J31s 9 CallBackAction ss 5l ) 4, |, doPi;iviIeged() Slez18 (o ol ol
sl hlaal b o he Slys 3k o5 Sl K03 zlee bl o ls 8 ile 5,8, 8 ol
oS o353l 3 ozl b 1y e Slaslisl stises S Wyt prles 1 i e L2l
ol Ll O, Wges ) g e |zl sl il 58l ollanl b as™ (s Jlsl CallBackAction
nl 2 ogde il ails slael (LB u5" SOL aslice sl w5l as” sl doPrivileged ™ G
Olgreds 155 g G lw wdS 55 perforfﬁ() U9y b sl lgs o5 CallBackAction s
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public interface CallBack {
void callMethod();
}

oSy

E
€

oaslos g Slaol o s (S0
sl ol slaslss ) Sldac

class UserLookupCallBack implements CallBack {

private int uid;
private String name;

public UserLookupCallBack(int uid)

{
this.uid = uid;
}
public String getName()
{
return name;
}
public final void callMethod()
{
AccessController.doPrivileged(
new PrivilegedAction<Void>()
{
public Void run()
{
try (InputStream fis =
new FileInputStream("/etc/passwd"))
{
// Look up userid and assign to
// UserLookupCallBack.this.name
}
catch (IOException x)
{
UserLookupCallBack.this.name = null;
}
return null;
}
1
}

}
final class CallBackAction {
private CallBack callback;

public CallBacRAction(CallBack callback)

{
this.callback = callback;
}
public void perform()
{
callback.callMethod();
}

-
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Ske Jol, YL
sl Gol> b a0 Odel Ll o,eea |, UserLookupCallBack wYS™ ((J>ol ) o

2 % 1, callMethod()

final class UserLookupCallBack implements CallBack

{
/o
}

// Remaining code 1is unchanged

S, SEYA Y
3 6zl s Slilal Sl oslitulege 45 e 3ilg3e «Sle3l,isl Birb 3l peles slais, Ll

Sgus olgsds

BB



wilelbl g 39Ud g olbla;loljs
wiplelelbligglid ylsjluw

Yy

T
‘:“‘-‘)j:“

oaslos g Mol S yuse (S0
sl ol slaslss ) Sldac



»

wiellbl g 39Ud g lbl,lolje oanlos g dlsol S yuse 5S40
whilelklbl g gl ylkjlw &l 63Ul sleslas, llas

loliial, e 15 ciliilbne Lisgs 5l (Kao oo b 45 (6ligTes didgn 0 oLb L, slaacl LG
S8 oz G ook b s G 51055 3930 45 lgs oo a5 ol 0L laese> 4 (yisy ol

ol b o yiws ol 5 e dsb 1 Voje (ilesgame sl 2l bl 0L sla, sl
1155 5 bls 4 S 5 (bt sl aislgge ol (Slacs, S ablo pmizan A5gd o3l
b e Slasyd 5l ail 3l s sla)ls, Sl b lols Olusgianl 5 2558 oslatul aals
55 o S 0 L) 456K o 48l 3590 ) " esles
559 03y pems S SOl 9 o el (Sl (2815 (340l sl 93 KT ol S
O " 633l b e o hpb i sz 0353k < siluooly 51 cal g O G39r Caw

Aanbasls haas |,

1l sl )15 Ol Al o 9 b M plie s 4 (Kan a> bl sl wules o

sanT sty wlin (55lolay 555 5 A8 oo 03l &5 alin 03,5 3900 b dgle 51,2l Olaj ptanses 4,
S e i oe sb (65lesgama J;|,;L5A ol el Tsamme .S (KaS it 5L 390 L5055
Wb enl s 3505 it b OVlaxsl ples Ol es 3T sty (s gitals  sla)lislo ol 5 Ll

ols drgs ooy 25T Olgie @ gohio 9,5 G 03505 pal b sl 52,0,

'V Scope

'** Java annotations
"% Unwarranted

"' Refactoring

"' Robust
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Aol eS|y by juris 5059> 1.3

SUles anles Claxl ml) pugael » slalks 5B s o oS OB Lasarwgs 4 0)e> (55 lwdineS
|).1)' asS ey I Ls)lJ.Q,ﬁ el g caas Sorp paRin S Ls'jb odlawl 9 el Jlasl L 1, &5
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public class Scope
{
public static void main(String[] args)
{
int 1 = 6;
for (i =0; 1< 10; i++)
{
// Do operations
}
}
}

53 Lol o olizd 08 saile 51 2,6 Tygus | yuite S ol 399 b Ly el JE5LL S o
3,03 5L i goje> o OMel @i uaze 0T J5 a8 Glagslw 5l (& ccwloas OMel (aie (5059

..3.))? I 2 dal> ‘54.0.}[? )l o .&.1[.)' )'qu 9 0392 break Q)LQ.C- g.g_t. 69[? dal> a5’ ol tS’LA)

)L?}Lw d.>o|) L A o
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public class Scope {
public static void main(String[] args) {
for (int i = @; 1 < 18; 1i++) { // Contains declaration
// Do operations

}
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S5l aSdiges TLLY
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public class Foo
{
private int count;
private static final int MAX_COUNT = 10;
public void counter()
{
count = 6;
while (condition())
{
VA4
if (count++ > MAX_COUNT)
{
return;
}
}
}
private boolean condition()
{
VA4
}
// No other method references count
// but several other methods reference MAX_COUNT

counter sie s pdydalos cnl 2 oogde 35,8 h a5 iz pagde 3 aze LL s cOUNt e
S dales (659540 COUNE (Ko ,u5lie s Sl anl o losls Ob > Judss JS 15 (b oo Luals
)@}Lw d’bl) f,’l ,\‘

oAl OMel counter() ais sl (Jdxo )04 cOUNt 3L (S0l ol o
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public class Foo

{
private static final int MAX_COUNT = 10;
public void counter()
{
int count = @;
while (condition())
{
VA4
if (count++ > MAX_COUNT)
{
return;
}
}
}
private boolean condition()
{
VA4
}
// No other method references count
// but several other methods reference MAX_COUNT
}
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Jwslos dieS’ |, @SuppressWarnings (s, auil> goys> Y.V
T orges 8L pl ol oS 55l b el sg2g 4 T pmb g8 Jloro| Jilas SLLals 45 olia
unchecked unchecked cast warnings Jsli unchecked warnings sl )lada (das o Gaskds |
unchecked o unchecked generic array creation warnings method invocation warnings
! » @SuppressWarnings(“unchecked") (s ,Eausl> 5l oslitwl .o ,8 0 |, cONVersion warnings
Des el (GoaiS Bl 35 U39 cyesl &5 K L5 0ais gy 0 sl laia Ol (5 8 gl
03000 ax ol sl i g e WL (038 05 S 5 ml) sealitnl )50 SOl Sl
The CERT® Oracle® Secure Coding Standard s w5 ,iu8 ysbds wiis w) » sla)liia i85
(365 S 5 (pgec it b |y (pogee pbs loil ay02 257 )5 .0BI03-]) :[Long 2012] for Java™
o s gy 0

g 03liwl (ST G S 9 e da e Oel 5 ailgs o @SuppressWarnings s, ausl>
AL Gojem 0o &5 pla)lada 51l b ogd o (5 mee 0T o9 03,5 Sk bl b
Al Joeds 6,85l a3 00 &)
JE 5Ll sSdiges 1.2.3

3,8 oo 5 |y G JST @SuppressWarnings (s,ausl> (5059 IS diges ol y3

@SuppressiWarnings("unchecked")
class Legacy
{
Set s = new HashSet();
public final void dolLogic(int a, char c)
{
s.add(a);
s.add(c); // Type-unsafe operation, ignored
}
}

"Y' Type-safety
"'* Generic code

"¢ Suppress
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(O Cwlo S 6);919 ‘U»%L')g).)bwsw))g LSLQ)LXJ.\.Q rDL¢3)| |).1) I Jb)h} ‘J{Uil
g ClassCastException sbicwl 4 e d >l 0l ) Klgs 0
Sl Jol, LYY
39d5e IS 0 g5 lada KA 5a8 o 555 4 |, @SuppressWarnings (s, (5059
39 03laiwl Set OMel ) wilgs oo wdlo pl ool

class Legacy

{
@SuppressWarnings ( "unchecked")
Set s = new HashSet();
public final void dolLogic(int a, char c)
{
s.add(a); // Produces unchecked warning
s.add(c); // Produces unchecked warning
}
}

(ArrayList) ;55 3Ll aSd5ge5 ¥.Y,¥

ol Java.util ArrayList 18 silwesls G 5l bl S dig0s o]

@SuppressWarnings ( "unchecked")
public <T> T[] toArray(T[] a)
{
if (a.length < size)
{
// Produces unchecked warning
return (T[]) Arrays.copyOf(elements, size, a.getClass());
}
/).
}

Olgs gos laiay opl 5l 8 oo e UL 09y Gikdu Jlaie G e Jalels ST oS’ oKia
L.Sl)-’ |) LQ)'M J..ll.: wy‘bol.a).» Aol D Odel gi: |).3') (S gan ;12595 Jreturn C))L-.C LSI)-’ bis
gl Lol aze 4 Tae s e plsl | sl g9 Sllae &5 Lalby By A8 Cidys aze S
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" Unchecked cast warning
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// Unchecked cast warning

ArraylList.java:305: warning: [unchecked] unchecked cast found :
Object[], required: T[]

return (T[]) Arrays.copyOf(elements, size, a.getClass());

(ArrayList) ;8 3tw J>ol, F.Y.¥

S G905 dile) ol Hlgis ccmwnlin (059> G, @SuppressWarnings (s, asl> 5l oslawwl 39
el L1 ol g 5)ls a5 1) (iS50 lake b as ciyyms i juie K ((aden LB LG
28 aswl,T @SuppressWarnings

/).
@SuppressiWarnings("unchecked")

T[] result = (T[]) Arrays.copyOf(elements, size, a.getClass());
return result;

/7 ...
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public final class Point

{
private final 1int x;
private final int y;
public Point(int x, int y)

{
this.x = x;
this.y = y;
}
public void getPoint()
{
System.out.println("(" + x + "," +y + ")");
}




3 »

wiellbl g 39Ud g lbl,lolje oanlos g dlsol S yuse 5S40
whilelklbl g gl ylkjlw &l 63Ul sleslas, llas

adsl 3,180 |, POINt 1l e slazel Jol6 e 35 Lol 3,15 cslls OBIOL- L Jlie ol ca 51

58] sty ) laise b ales Slgsl 3 1) getPoint() sogoec sio g 8

(90 s L skl sl wis) )lf}l.w J=ol, Y.HY
package- olyicd; «uns sogas APl zua 5l i a5 0T cundg b glhe |, Point (o3 Jooly ol
1S’ 0 Ol private

final class Point
{
private final int x;
private final int y;
pPoint(int x, int y)
{
this.x
this.y

X5
ys

}
public void getPoint()

{
System.out.println("(" + x + "," +y + ")");

}
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"' Package insertion attack
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class Point
{
private final int x;
private final int y;
pPoint(int x, int y)
{
this.x
this.y

X5
Vs

}
void getPoint()

{
System.out.println("(" + x + "," +y + ")");

}

alo s ol SPHE D Hgeody ‘U"“ OJJ ‘39}.90‘1| b s (AL API

public final class Point {
private static final int x = 1;
private static final int y = 2;
private Point(int x, int y) {}
public static void getPoint() {
System.out.println("(" + x + "," +y + ")");
}
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final class Point

{
private static final int x = 1;
private static final int y = 2;
private Point(int x, int y) {}
public static void getPoint()
{
System.out.println("(" + x + "," +y + ")");
}
}
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@ThreadSafe
@Region("private AircraftState")
@RegionlLock("StateLock is statelLock protects AircraftState")
public final class Aircraft
{
private final Lock stateLock = new ReentrantLock();
/7.
@InRegion("AircraftState")
private long x, y;
/7.
public void setPosition(long x, Long y)
{
statelLock.lock();
try
{
this.x = x;
this.y = y;
}
finally
{
statelLock.unlock();
}
}
//
}

' Interleaving
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@Immutable

public final class Point

{
private final int f_x;
private final int f_y;
public Point(int x, int y)

{
fx=Xx;
fy=y;
}
public int getX()
{
return f_x;
}
public int getY()
{
return f_y;
}

}

ol Aty & Gl 955l &5 398 0 Jlesl (pla WIS 4 @NotThreadSafe (5, Kausl>
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package java.util.ArraylList;
@NotThreadSafe
public class ArraylList<E> extends ...
{

// ...

}

SIS a5 sl b (5lwdiins ¥, ¥
2T oty pgo (68l g oo szl (STl Conidy 31 bl sl a5 da i plas (55 disus
p2l % |, @RegionLock s, K4l SureLogic s @GuardedBy 63&@b JCIP «yghiacpl sl
390 Nlgs o oKia L5 e o Jlecl 0T 4 @GuardedBy (5,4l 45 gane b ald oS oo
aile gy Ji5 o LT ls i Sy ls e J8B el o)l 455 1) sasies JB 45 5,8 518 s yiawd
=S > J6 sahi S o, MovablePoint (w8 iges Olgicas .okl Java.util.concurrent.Lock
25 ks b 4 memo slasl)T cud Sl oslizwl b 1) 395 L3 slaolKe wlg5 o0 45 a5 00 0L 1)

""" Intrinsic
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@ThreadSafe
public final class MovablePoint
{

@GuardedBy ("this")

double xPos = 1.0;

@GuardedBy ("this")

double yPos = 1.0;

@GuardedBy ("itself")

static final List<MovablePoint> memo=new ArraylList<MovablePoint>();
public void move(double slope, double distance)

{
synchronized (this)
{
rememberPoint(this);
xPos += (1 / slope) * distance;
yPos += slope * distance;
}
}
public static void rememberPoint(MovablePoint value)
{
synchronized (memo)
{
memo.add(value);
}
}

Rl 4w i &5 dias e 0lis ‘ylgos 9 XP0s slasléd g9, @GuardedBy slas, ) Kauwsl>
Ll S5lopKan 0T (59, 8 MOVE() din 350 cdiblne 0T (59, J8 G ()16 b ool
MeMO ) (59, @GuUArdedBy (s, lanil> b5 o 2ol ) il cnl (3o ,bnl 515 das 0
rememberPoint() e A8 o cabls ol Sloiza 5l ArrayList & (g9, Jab G a5 sas 0 0lis
Al Lol ilepKea MEMO (55, 50
aSul ools Olis s (KAl ol 5,0 342>9 @GuardedBy s, ,Kawsl> b bls)l 55 slalle
/sl Sl okl b .59 0 Az lgn kit b o3)ls 3929 Lo K slaals o slabul, Slos 4x
2 6K Al ol a5 a8 e OMel NS sl s a> sab Jis a5 SureLogic @RegionLock
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@RegionLock("SimpleLock is this protects Instance”)
class Simple { ... }

9 ure #b b a0 o)lal Jugasl » 4 @RegionLock s, Kauil> @GuardedBy s
@Region (5, Kauil> (5138 Jib canliw )18 L 5 0gde a8 Lael (/138 i cowliw 45 )lsline
25 88 w55 0lea 3980005 sl cblis Jlo )3 48 rdy Sl aol G & b das e o3lal pb K 4,
AT R0 4 18U sl 9 curdg 3las b sgd o0 el pb o ools 0lis 5 s
33,5

@Region("private AircraftPosition")
@RegionlLock("StateLock is statelLock protects AircraftPosition")
public final class Aircraft {

private final Lock stateLock = new ReentrantLock();

@InRegion("AircraftPosition")

private long x, y;

@InRegion("AircraftPosition”)

private long altitude;

/).

public void setPosition(long x, long y) {

statelLock.lock();

try
{
this.x = x;
this.y = y;
}
finally
{
stateLock.unlock();
}
}
// .
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s (BB Cursg Jols a5 oo eslatwl i’ o cdasl=e AircraftPosition saU 5l stateLock
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S wdijle Sl i b a5 0 e e @Unique(“return”) s, Kausl> a5 28T s digel

L“MH'J)SAJ)AW@)A

@RegionlLock("Lock is this protects Instance")
public final class Example
{
private int x = 1;
private int y;
@Unique("return")
public Example(int y)
{
this.y = y;
}
// ...
}
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@ThreadRole AWT, Compute
@IncompatibleThreadRoles AWT, Compute
@MaxRoleCount AWT 1
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""" Abstract Window Toolkit
'"f State-dependent class

Yo Wait-notify protocols
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public void updateNode(int id, int newValue)
{
Node current = root;
while (current != null)
{
i1f (current.getId() == id)
{
current.setValue(newValue);
break;
}
current = current.next;
}
}

O Blg3 sa3 0 ailgSl 8 G s )5 a8 e Jee (395006 0 S Ol s 0ol Olis Gl e ()
g b calons Gige LT a5 s

(o) LB 5kw J>ol ) Y¥.8.¥

)l.’ I) false )l.ﬁA ‘Q)}‘QC)—.’J ﬂ.c )9 true )|..\.5,o V- ﬂ.;d.':' I) o)f Ju',.’(a 4{&)9.‘0 ) S U?J

.b'.s)f@
public boolean updateNode(int id, int newValue)
{
Node current = root;
while (current != null)
{
if (current.getId() == id)
{
current.setValue(newValue);
return true; // Node successfully updated
}
current = current.next;
}
return false;
}
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(itasl) 5 Jorol, W
c.ij‘ ‘Q)?aC)'.’.I ).;&- )9 JulJ)fLSA)L; I) UT ‘Juliu Caw».:.l PR I) ng.)..ﬁ.tj Node Afkso&& QS U'.’.l
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public Node updateNode(int id, int newValue)
throws NodeNotFoundException {
Node current = root;
while (current != null) {
if (current.getId() == id) {
current.setValue(newValue);
return current;

}

current = current.next;

}

throw new NodeNotFoundException();

}
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public Node updateNode(int id, int newValue) {
Node current = root;
while (current != null) {
if (current.getId() == id) {
current.setValue(newValue);
return current;

}

current = current.next;

}

return null;
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public void processFile(String filename)
{
// Identify a file by its path
Path filel = Paths.get(filename);
// Open the file for writing
try (BufferedwWriter bw = new BufferedWriter
(new OutputStreamWriter(Files.newOutputStream(filel))))
{
// Write to file...
}
catch (IOException e)
{
// Handle error
}
// Close the file
/*
* A race condition here allows an attacker to switch
* out the file for another
*/
// Reopen the file for reading
Path file2 = Paths.get(filename);
try (BufferedReader br = new BufferedReader
(new InputStreamReader(Files.newInputStream(file2))))
{
String Lline;
while ((line = br.readlLine()) != null)
{
System.out.println(line);
}
}
catch (IOException e)
{
// Handle error
}
}

BufferedReader sbul pKia 45 L6 (0l) 2lus slil o Job pul Ole 29 ol Judsa
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}

public void processFile(String filename) {

// Identify a file by its path
Path filel = Paths.get(filename);
// Open the file for writing
try (BufferediWriter bw = new BufferedWriter(new
OutputStreamiWriter(Files.newOutputStream(filel)))) {
// Write to file
}
catch (IOException e) {
// Handle error
}
/).
// Reopen the file for reading
Path file2 = Paths.get(filename);
if (!Files.isSameFile(filel, file2)) {
// File was tampered with, handle error
}
try (BufferedReader br = new BufferedReader(new
InputStreamReader(Files.newInputStream(file2)))) {
String line;
while ((line = br.readlLine()) != null) {
System.out.println(line);
}

}
catch (IOException e) {

// Handle error

}
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public void processFile(String filename) throws IOException{
// Identify a file by its path
Path filel = Paths.get(filename);
BasicFileAttributes attrl =
Files.readAttributes(filel, BasicFileAttributes.class);
FileTime creationl = attrl.creationTime();
FileTime modifiedl = attrl.lastModifiedTime();
// Open the file for writing
try (BufferedWriter bw = new BufferedWriter(new
OutputStreamhriter(Files.newOutputStream(filel)))) {
// Write to file...
}
catch (IOException e) {
// Handle error
}
// Reopen the file for reading
Path file2 = Paths.get(filename);
BasicFileAttributes attr2 =
Files.readAttributes(file2, BasicFileAttributes.class);
FileTime creation2 = attr2.creationTime();
FileTime modified2 = attr2.lastModifiedTime();
if ( (!creationl.equals(creation2)) [[(!modifiedl.equals(modified2)) ) {
// File was tampered with, handle error
}
try (BufferedReader br = new BufferedReader(new
InputStreamReader(Files.newInputStream(file2)))){
String line;
while ((line = br.readlLine()) != null) {
System.out.println(line);
}

}
catch (IOException e) {
// Handle error

}
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public void processFile(String filename) throws IOException{
// Identify a file by its path
Path filel = Paths.get(filename);
BasicFileAttributes attrl =
Files.readAttributes(filel, BasicFileAttributes.class);
Object keyl = attrl.fileKey();
// Open the file for writing
try (BufferediWriter bw = new BufferedwWriter(
new OutputStreamWriter(Files.newOutputStream(file1)))) {
// Write to file
}
catch (IOException e) {
// Handle error
}
// Reopen the file for reading
Path file2 = Paths.get(filename);
BasicFileAttributes attr2 =
Files.readAttributes(file2, BasicFileAttributes.class);
Object key2 = attr2.fileKey();
if ( !keyl.equals(key2) ) {
System.out.println("File tampered with");
// File was tampered with, handle error

\FY



3 »

wiellbl g 39Ud g lbl,lolje oanlos g dlsol S yuse 5S40
whilelklbl g gl ylkjlw &l 63Ul sleslas, llas

try (BufferedReader br = new BufferedReader(
new InputStreamReader(Files.newInputStream(file2)))) {
String line;
while ((line = br.readLine()) != null) {
System.out.println(line);

}

}
catch (IOException e) {

// Handle error

}
}
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public void processFile(String filename) throws IOException

{

// Identify a file by its path

try ( RandomAccessFile file = new RandomAccessFile(filename, "rw"))

{
// Write to file...
// Go back to beginning and read contents
file.seek(0);
String Lline;
while ((line = file.readlLine()) != null)
{
System.out.println(line);
}
}
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{

static long goodSize = 1024;
public void doSomethingWithFile(String filename)

long size = new File(filename).length();
if (size != goodSize)
{
System.out.println("File has wrong size!");
return;
}
try (BufferedReader br = new BufferedReader(new InputStreamReader
(new FileInputStream(filename))))

{
// ... Work with file
}
catch (IOException e)
{
// Handle error
}
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static long goodSize = 1024;
public void doSomethingWithFile(String filename)
{
try (FileInputStream in = new FileInputStream(filename);
BufferedReader br = new BufferedReader(new InputStreamReader(in)))
{
long size = in.getChannel().size();
if (size != goodSize)
{
System.out.println("File has wrong size!");
return;
}
String Lline;
while ((line = br.readlLine()) != null)
{
System.out.println(line);
}
}
catch (IOException e)
{
// Handle error
}
}
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: A8 o0 05kl getNumberOfCarbons() sie sz

enum Hydrocarbon
{
METHANE, ETHANE, PROPANE, BUTANE, PENTANE,
HEXANE, HEPTANE, OCTANE, NONANE, DECANE;
public int getNumberOfCarbons()
{
return ordinal() + 1;
}
}
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enum Hydrocarbon {
METHANE (1), ETHANE(2), PROPANE(3), BUTANE(4), PENTANE(5),
HEXANE(6), BENZENE(6), HEPTANE(7), OCTANE(8), NONANE(9), DECANE(10);
private final int numberOfCarbons;
Hydrocarbon(int carbons) { this.numberOfCarbons = carbons; }
public int getNumberOfCarbons() {

return numberOfCarbons;

}
}
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public enum Day {SUNDAY, MONDAY, TUESDAY, WEDNESDAY, THURSDAY, FRIDAY, SATURDAY}
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int a = some_value;
double b = some_other_value;
double ¢ = a + b;
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int a = some_value;
char b = some_character;
if ((a + b) > 1.1f)
{
// Do something

}

355 oo Jleel auslin Koo dosl j5 9 590 0 Joaus float G a5 @) saomts  yuumw

oS 5 sl ,Kles VALY
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S El o Sloy Jbs sl iaas o 59, s oMo s calise Elgsl ol lassglee By
op I J8) E2 g4 4 ‘int:(c_,s El (sl sl .cwl double G L g float G dong G E2 g 034 int
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int big = 1999999999;
float one = 1.06f;
// Binary operation, loses precision because of implicit cast

System.out.println(big * one);
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3 i cnl 457 39 0 001> Ul float g4 4, big iy Bl o po aSOT 51 Gy 3590 0l 53
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int big = 1999999999;
double one = 1.0d; // Double instead of float
System.out.println(big * one);

305 ol ot 45 1, 1.999999999E9 Uizl 5,90 (sazess < Jrol, (o
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Aas e 0lis 1) OR (i Kae oslatwl 51 (ob s £95 G5, IS g5 ol

byte[] b = new byte[4];
int result = ©;
for (int 1 = 0; 1 < 4; i++)
{
result = (result << 8) | b[i];

}
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byte[] b = new byte[4];
int result = 6;
for (int 1 = 0; 1 < 4; i++)
{
result = (result << 8) | (b[i] & Oxff);

}

(o5 5 oo 9 oluil) HE 5Ll aSdiged AAY
AS o Lzl o8 5 olual Oldas G diges ol

int x = 2147483642; // Ox7ffffffa
x += 1.0f; // x contains 2147483647 (Ox7fffffff) after the computation

O )lf)l..w Lg|).> LQ)L:.WQ )l.blid.n 9 P.QA L;LQCLA.:.: 159L" as 0592 int )LL?M g.il JALJJ ‘@15)3 Q)L:.Lo.c

s float 4 int 51 oo sed o0 cael Oldae ool el gl Slfloat G o YV s liel s3e )5

gr algs sl L e« ole lake WE 33,5 <85 530, s )l 4,

(5 5 onms 3 o) S5 Jrol, AN

5 sl piie 6 o5 5 @bl sl Shoe 5l a6, 4 2B Slasianl sl
o3litul (mly o 3 (G ,e) 555 dighee K5l uixen .08 (5,555 char L g short byte
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double x = 2147483642; // Ox7{fffffa
X += 1.0; // x contains 2147483643.0 (0x7ffffffb.6) as expected
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short i = -1;
1 >>>=1;
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int 1 = -1;
1 >>>=1;
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simeal 5ol Elgil & by sa olanl (sl yially g .l plosl BByt 5 5 o digdiga 03lit
ooyt s g 1y g bl glsil b Object b sy aalyss o6 Olimes LLLals .cusls salys
slaiebly sly Ken g9 025005 Sl eslaul L1 arity e slasie Jilals Oles o g45 598
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(%) Sl aS a0 1,4,F

oslawl arity ,zie Olsicas Object 3l as” arity ,zie aie 3l oslacwl U 1) slacel 5l slac gozxo d5gas o]
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double sum(Object... args) {
double result = 0.0;
for (Object arg : args) {
if (arg instanceof Byte) {
result += ((Byte) arg).byteValue();
} else if (arg instanceof Short) {
result += ((Short) arg).shortValue();
} else if (arg instanceof Integer) {
result += ((Integer) arg).intValue();
} else if (arg instanceof Long) {
result += ((Long) arg).longValue();
} else if (arg instanceof Float) {
result += ((Float) arg).floatValue();
} else if (arg instanceof Double) {
result += ((Double) arg).doubleValue();
} else {
throw new ClassCastException();

}
}

return result;
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double sum(Number... args) {// ...}

(Lss £5) S Hlols ASwges ¥,3,¥
31t iges ol S oo i 25 by 95 51 (6,20l 3l oolizaal U 1) juize 4T sie 0lod S &iges ol
23l 6l £33 sl (Koo itz S1.3 00 0 diiad o £33 S0 5l ded 45 ) L jral L 3l (s puiie

<T> double sum(T... args) {// ...}

(bs 99) S5 5L Joroly F.A¥
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<T extends Number> double sum(T... args) {// ...}
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Java.java:10: warning: [unchecked] Possible heap pollution from
parameterized vararg type T
<T extends Number> double sum(T... args) {

95 5 53k sl sloul 99 Blgie Lol 6 blsl lnia ol
7 2, 84N
Josts ,S5le BLals 0o 55 653 oorp I AMMY yuito 3ol elyl 51 (ibate e (go3lizal
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TP

<T> Collection<T> assembleCollection(T... args) {
return new HashSet<T>(Arrays.aslList(args));

}

ol 23 o5 Uia Ko sl (59,05 ODJECE g5 ity yuita yzally o Sl eslisual ol i 51 3

Ll g9 ,a Xlg5 o0 a5 (ol java.util.Formatter.format(String format, Object... args) axe 3,92
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A a5 )bl
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S o i 5 el )l pdle 5 gass Sobles a5 1) sabsd Foojava ,s FOO (S iges ol 3

class Foo {
public static final int VERSION = 1;

/]

}

5,90 (Barjava) yme LLLelS axly o G, 9 BAr (i hwg dx Jole ,o alé ol

3,5 (50 I (g

class Bar
{
public static void main(String[] args)
{
System.out.println("You are using version " + Foo.VERSION);
}

\0F



o P

Slellbl g 39U g bl loylje oanlos g dlsol s (S0
whilele bl g gl ylojlu &l 8Ll slaslss ) cllace

You are using version 1

A5 D 9 03g0 CM‘ Y4 Fo0.java .kuu93 |, VERSION ,lise ‘)|)9|r>); CLBVERLE WY ).ﬂ Ll
A3le 5 390 dxlge s L Barjava saze JolalS” a5 )50 )5 ules Lol Isaxe |, FoO Java

You are using version 1

)1 3929 55 6 e ool Ll S o o 1) JSidis ol Barjava saome JLalS a5

BIC W PP I

g static a8 (WM (sl yuaze )l aiws o (& IS A5 D9 o0 4,:;4,3 (b (ol slacol Sl )6
wal 5L final & bgs o Sxiles—haas cuale 45 31508 oslinl o)u4 b e Oel 1) final
05,81 sty 5l cawlin Sbows ax0 G g private static ate G 05,5 i, i A S
9 g oo i, Private static ) e04, F00.Java ,s version slé (Jool, cpl ) .cwl ol e
23,8 0 )58 e o> getversion() sie buwgs

class Foo

{
private static int version = 1;
public static final int getVersion()

{

return version;

}
/]

}

version s oL sl 1) getVersion() obcuws e b b o s Barjava s Bar (S

:dlgsl 6 Foojava (L6 5l
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class Bar
{

public static void main(String[] args)

{

System.out.println("You are using version " + Foo.getVersion());
}

}
S Ol 3 gie Jlels Bar (oM a5 8y xlgs o5 sogas Gaws laie (ool opl 5o
o)l 4 b g (3,55l & 390 Az 5 39l 0 Joeds (65 ol (STL) Jl Sl dznss )5 55 5
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package account;
import user.User;
public class AccountHolder {
private User user;
public void setUser(User newUser) {user = newUser;}
synchronized void depositFunds(String username, double amount) {
// Use a utility method of User to check whether username exists
i1f (user.exists(username)) {
// Deposit the amount
}

}
protected double getBalance(String accountNumber) {

// Return the account balance
return 1.0;

}
}

package user;
import account.AccountHolder;
public class UserDetails extends AccountHolder {
public synchronized double getUserBalance(String accountNumber) {
// Use a method of AccountHolder to get the account balance
return getBalance(accountNumber);
}
}

public class User {
public boolean exists(String username) {
// Check whether user exists
return true; // Exists

2 S 5le J>ol, Y A1y
r:l.: O Lg).g)lf .L:...ubgﬁl u.bl:uf l.» .blg.?w Al 99 5Lmu~)l5 QL:.A 2990 L;o.s)..ié M
3 Olied] Jguas b s j9dn (Kiwnly 398 Canas Bank o Gdims < > BankApplication
4 Bank st 03905 s b yoge ,5 Ll g, 0 o 5l User 4 AccountHolder Kol pic

(BankApplication sx) )8 bwly £45 5l bl G 058 adlol b (bl o (Jooly cnl s

‘L_S)l.)ufd.:laé).w S I) ks"jb Jlb)l)é c_i: ‘Jyol) Uﬁl D92 Mly d,.«a} ()glg 5dep05|tFundS() BV R
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package bank;
public 1interface BankApplication {
void depositFunds(BankApplication ba, String username, double amount);
double getBalance(String accountNumber);
double getUserBalance(String accountNumber);
boolean exists(String username);
}
package account;
import bank.BankApplication; // Import from a third package
class AccountHolder {
private BankApplication ba;
public void setBankApplication(BankApplication newBA) {
ba = newBA;
}
public synchronized void depositFunds(BankApplication ba,
String username, double amount) {
// Use a utility method of UserDetails to check whether username
// exists
if (ba.exists(username)) {
// Deposit the amount
}
}
public double getBalance(String accountNumber) {
// Return the account balance
return 1.0;
}
}
package user;
import account.AccountHolder; // One-way dependency
import bank.BanRApplication; // Import from a third package
public class UserDetails extends AccountHolder implements BankApplication {
public synchronized double getUserBalance(String accountNumber) {
// Use a method of AccountHolder to get the account balance
return getBalance(accountNumber);
}
public boolean exists(String username) {
// Check whether user exists
return true;
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Dy Ml,? ) )I |);L'..':;,..,| Co p e )lfgjl.w L;l.ll).n )| 6)[.:.@ 9 ‘)).L‘“’LSA )'9;.».) I) 35 le;ﬁ)l 9
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o)le yle slmyl wewsl Throwable 51 wdS 5 0T go5 a5, il L UasdoSomething() 31
“file not found” .plyy 3T.Jle sl 51 o0 ol 3 =l sl ) Gals 3,50 S Ol 0l switch

38 8 900 Lkl 130 35 55 Cnlin pladl iy

try {
doSomething();

}
catch (Throwable e) {
String msg = e.getMessage();
switch (msg) {
case "file not found":
// Handle error
break;
case "connection timeout”:
// Handle error
break;
case "security violation":
// Handle error
break;
default: throw e;

Do e sl s Salss 1 35 590 Uk 4y jomie Littl slaply 13> i o ool b

throw new Exception(“cannot find file”);
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NullPointerException (slizwl .55 ,5 sl ely S 09 g e SBlwl wgdleds 3,105 Gk
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public class TimeoutException extends Exception {

/]

try {

catch

catch

catch

TimeoutException () {
super();

}
TimeoutException (String msg) {

super(msg);

}

doSomething();

(FileNotFoundException e) {
// Handle error

(TimeoutException te) {
// Handle error

(SecurityException se) {
// Handle error
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Throwble sl s asoT JJsa lge plw ,5 .59 salgs 5lxs Throwble sl ,s S (s lss45
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A8 oslawl try-with-resources g

JE 5Ll aS diges ) AT Y
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public class StackOverflow {
public static void main(String[] args) {

infiniteRun();
// ...

}

private static void infiniteRun() {
infiniteRun();

}
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public class StackOverflow {
public static void main(String[] args) {
try {
infiniteRun();
}
catch (Throwable t) {
// Forward to handler

}
finally {
// Free cache, release resources
}
/).
}
private static void infiniteRun() {
infiniteRun();
}

}
Joe o yabds 9ame abidl> slacursy ,ouL Forward to handler us™ as’subbasils a>gs
S5 s s et 53 A5l oolital oS gty eua b axy cnl (Koo L5 S
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'™ Heap
\s5



P s
Slellbl g ;9Ud g lblo,l )ljg oanlos g dlsol S yuse 5S40
whilole bl g )gls wlsjluw sl ol slaslas) Sllas

b cursy yo @al s slaosls 5l pan a5 39,00 sl ol absl> Ous plod g0 o

saalsl sl (oW 31 55,5 gilxslely 5o ‘.L.J)s &Sl OT L R Ao 25,85 )l
(2B b iz 3 OB el bl (63,08 9 dube Jo ol Lilgs 0 lags slaws Gral 5 &0 I
Olae 2ilgs oo 395 (SAmwgn yoax b g osls wis |, abasl> el g 1) g Aalys a8 S

ThreadGroup.uncaughtException() s Thread.setUncaughtExceptionHandler() slasse

D9 )7 4 lags > OutOfMemoryError slhs G L aglye 45 S8 ghiinds sislys oo

\ 5V



>

wiellbl g 39Ud g lbl,lolje oanlos g dlsol S yuse 5S40
whilelklbl g gl ylkjlw &l 63Ul sleslas, llas

S oolb ks Ll 3 i ) adasly VEY
lasze ¢yl GAl.oS Lg|).3 L, szlg 9 Gl.o.c- Lgl.a|)_?| b sl ilwesly sla WS A gan R o dlawl ‘J).;
0Algs uans LT Hlaml Gameds it sagec SWAPL ST 51 agn slacions lalawly .ias 4l

Jd e OT Glasals 59 Jales Casew A58 g0 Ll ) 5 o0 a3 (Ga5s 457 (6357 ,a (insld U9

NS slasls,l 3 (asd Kl s sede U T Ol Hl ladauly Sl s o

St 5 saidlec] pars K sl Koo s Olgicds bl ], 1 slusly
L2l s icn bwgs ol 457 il olea bas o 02 banly & ONol g lpts b Saae
Cadgtons 22z banly 15 ddlosd gre prons (§5lwosly 3o piiee 45l Jaions .53,
A (0 Jrens 69 2 A L2

60k i sl ) bawly slaazie 45 bgs 10 sk 9 5 1005 )lwosly 5l oo W sluosly
B9 oSl 5 asbasals L pdS 55 )l s (Faw il Bl 635 iz Jul b aias
ol s 6l oy slasbeosly b boedlS 5 sl Cole b5t @iluosly oxz
SIS Sy 03336 1y 35 ol Oman (UMl & simss s by e dagsiluosly
g ans Wy e o gt 163 iy 5l alys Blisl Lasls a8 ad

2olsl AP 355 sas plas 55 aibdiils 3929 ages AP sladsis | (K 53 el Guis S
i o S e ool OT 3l a8 | bl b 65,0, saal 1 0 el 5 il Jalys
ladslsuls 9 (65 1,8 ladal 5 39 B b s il as aSOT 5l pu (> ols sales I8

S 0 ooliiwl (el asus Sl gl H9 4 a5 Sloy b

\SA



3 »

wiellbl g 39Ud g lbl,lolje oanlos g dlsol S yuse 5S40
whilelklbl g gl ylkjlw &l 3l slaslas) Slidac

S5l S ges VAFY
subscribe() 9 Authenticate() :39 50 31,8 die 95 b USET & pomge (5 ,2)I bawly (WSdigas ol )o
Jialgss anly Authenticate() 4 a5 sls asalys a5l SKSl) ug pw wloas O xasasl)l el s

..)9.3

public interface User

{

boolean authenticate(String username, char[] password);
void subscribe(int noOfDays);

// Introduced after the class is publicly released
void freeService();

}
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public interface User {
boolean authenticate(String username, char[] password);
void subscribe(int noOfDays);
void freeService(); // Introduced after API is
// publicly released
}
abstract class SkeletalUser implements User {
public abstract boolean authenticate(String username, char[] password);
public abstract void subscribe(int noOfDays);
public void freeService() {
// Added later, provide implementation and re-release class
}
}

class Client extends SkeletalUser {
// Implements authenticate() and subscribe(), not freeService()

}
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public interface User {
boolean authenticate(String username, char[] password);
}
public interface PremiumUser extends User {
void subscribe(int noOfDays);
}
public interface FreeUser {
void freeService();

}

‘YA Premium
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class Client implements User {
public void freeService() {
throw new AbstractMethodError();

}
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abstract class Client implements User {
public abstract void freeService();
// Delegate implementation of new method to subclasses
// Other concrete implementations
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class MyVector
{
private int val = 1;
private void dolLogic()
{
int val;
/).
}
}
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class MyVector

{
private int val = 1;
private void dolLogic()
{
int newValue;
/.
}
}
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class MyVector
{
private int 1 = 0;
private void dologic()
{
for (i =6; 1 < 10; i++) {/* . */}
for (int 1 = 6; 1 < 20; 1i++) {/* */}
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class MyVector

{
private void dolLogic()
{
for (int 1 = 0; 1 < 10; i++) {/* ... */}
for (int 1 = 0; 1 < 20; i++) {/* ... */}
}
}
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int 1, j = 1;
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int 1
int j

1; // Purpose of 1i...
1, // Purpose of j...
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int i =1, j = 1;
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public class Example<T>
{
private T a, b, c[], d;
public Example(T in)
{
a = 1in;
b = 1in;
c = (T[]) new Object[10];
d = in;
}
}

Slgs oo pmgianls g 50438 ,8 03556 20String() Jie Olgicas Object slasie 51 S (B9

bl oT T g5 (b 4 (el l Olgasas € 38,5 5 5o sloay & T 95 sl (Bolas Hsbay
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public String toString()

{
return a.toString() + b.toString() + c.toString() + d.toString();

}
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// Correct functional implementation
public String toString()
{
String s = a.toString() + b.toString();
for (int 1 = @; 1 < c.length; i++)
{
s += c[1].toString();
}
s += d.toString();
return s;
}

(Gliseo £43) JB 5l Jool, 2,Y.F
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public class Example<T>
{
private T a; // Purpose of a...
private T b; // Purpose of b...
private T[] c; // Purpose of c[]...
private T d; // Purpose of d...
public Example(T in)
{
a = 1in;
b = in;
c = (T[]) new Object[10];
d = in;
}
}
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public class Example
{
void function()
{
int mx = 100; // Some max value
for (int 1 = 0; 1 < mx; ++1 )
{
VAR V4
}
}
}
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private static final int SIZE = 25;
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double area(double radius) {
return 3.14 * radius * radius;

}

double volume(double radius) {
return 4.19 * radius * radius * radius;

}

double greatCircleCircumference(double radius) {
return 6.28 * radius;

}




—

Slellbl g ;9Ud g lblo,l )ljg oanlos g dlsol S yuse 5S40
whilelklbl g gl ylkjlw &l 8Ll slaslss ) cllace

Cilisen (5,138 uliio slajgis Linles sl $/TA 5 F/18 F/NVF olgsds alba, LUl 5 s
oKon ls5 a3 ol 45 Ot b b S 0 o 00lital slad ol (samslonn (511 0 1boslizd
J){)l{ ‘4.9;3.:.3 29 .Xsl.b ‘MJGA (5.’.L"°° 4.? 9 .)QMT 39994.: L(’(*J.l )9& a5 wl D)9R D LS")L.") = Ca.wl
..); Ml,.?u J).) I) LQ.XY L)il
5Lt aSdiges Y FF

double area(double radius) {
return 3.14 * radius * radius;
}
double volume(double radius) {
return 4.0 / 3.0 * 3.14 * radius * radius * radius;
}
double greatCircleCircumference(double radius) {
return 2 * 3.14 * radius;

}
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private static final double PI = 3.14;
double area(double radius) {
return PI * radius * radius;
}
double volume(double radius) {
return 4.0/3.0 * PI * radius * radius * radius;
}
double greatCircleCircumference(double radius) {
return 2 * PI * radius;

}



—

wlellbl g 9Ud g lblo,loyljs oanlos g dlsol S yuse 5S40
ul_,_;_l.;.l:u.blls_,suéubjhu &l 8Ll slaslss ) cllace

w;&b»&%ﬁ')))MYb I)M’jlﬁ)l QAJGQMJ@MK') ks“b"ks"mkﬁl
X/ X/ B eslatwl 258 iy a5 Isase 1) <ol o Slgs go uagianl o b L w5l 5585

S s b Jsallygns ol 1Y

(oadbsdy 25 L Sl slacusl) HE ke J>ol, FHF
03; java.lang.Math u.o)lf S eolaul S WWIE-T L e 5l slacsl 3979 9 (g D D )guo )

.).3[44640 ;,0.3).!5 |) E u,-iL“ C/ul.? 9 Pl 4149 )l (S LSLQ&:AJL; )| L;))"

double area(double radius) {
return Math.PI * radius * radius;

}

double volume(double radius) {
return 4.6/3.0 * Math.PI * radius * radius * radius;

}

double greatCircleCircumference(double radius) {
return 2 * Math.PI * radius;

}
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private static final int BUFSIZE = 512;

/) ...

public void shiftBlock()

{
int nblocks = 1 + ((nbytes - 1) >> 9); // BUFSIZE = 512 = 279
/) ..

}
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private static final int BUFSIZE = 512;

/.

public void shiftBlock(int nbytes)

{
int nblocks = 1 + (nbytes - 1) / BUFSIZE;
/.

}
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private static final double FOUR = 4.0;
private static final double THREE = 3.0;
double volume(double radius)
{
return FOUR / THREE * Math.PI * radius * radius * radius;
}
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public static final int IN_STR_LEN = 18;
public static final int OUT_STR_LEN = 20;
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public static final int IN_STR_LEN = 18;
public static final int OUT_STR _LEN = IN _STR _LEN + 2;
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public static final int VOTING _AGE = 18;
public static final int ALCOHOL_AGE = VOTING_AGE + 3;
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public static final int VOTING_AGE = 18;
public static final int ALCOHOL_AGE = 21;
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class Inventory {
private final Hashtable<String, Integer> items;
public Inventory() {
items = new Hashtable<String, Integer>();
}
public List<String> getStock() {
List<String> stock = new ArraylList<String>();
Enumeration itemKeys = items.keys();
while (itemKeys.hasMoreElements()) {
Object value = itemKeys.nextElement();
if ((items.get(value)) == 0) {
stock.add((String)value);
}
}
if (items.size() == 0) {
return null;
}
else {
return stock;

}
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public class Client {
public static void main(String[] args) {
Inventory inv = new Inventory();
List<String> items = inv.getStock();
System.out.println(items.size());

}
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class Inventory {
private final Hashtable<String, Integer> items;
public Inventory() {
items = new Hashtable<String, Integer>();
}
public List<String> getStock() {
List<String> stock = new ArraylList<String>();
Integer noOfItems; // Number of items lLeft in the inventory
Enumeration itemKeys = items.Reys();
while (itemKeys.hasMoreElements()) {
Object value = itemKeys.nextElement();
if ((noOfItems = items.get(value)) == 0) {
stock.add((String)value);
}
}
return stock; // Return list (possibly zero-length)
}

}
public class Client {

public static void main(String[] args) {
Inventory inv = new Inventory();
List<String> items = inv.getStock();
System.out.println(items.size());
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public List<String> getStock() {
List<String> stock = new ArraylList<String>();
Integer noOfItems; // Number of items left in the inventory
Enumeration itemKeys = items.keys();
while (itemKeys.hasMoreElements()) {
Object value = itemKeys.nextElement();
if ((noOfItems = items.get(value)) == 0) {
stock.add((String)value);
}
}
if (L.isEmpty()) {
return Collections.EMPTY_LIST; // Always zero-length
}
else {
return stock; // Return list

}

}
// Class Client ...
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public String processSingleString(String string) {
/).
return string;
}
public String processStrings(String[] strings) {
String result = "";
int 1 = 6;
try {
while (true) {
result = result.concat(processSingleString(strings[i]));
1++;
}
}
catch (ArrayIndexOutOfBoundsException e) {
// Ignore, we're done
}
return result;
}

/ )@}L.u d:ob Y& ¥
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public String processStrings(String[] strings) {
String result = "";
for (int 1 = @; 1 < strings.length; i++) {
result = result.concat(processSingleString(strings[i]));

}

return result;
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public void processFile(String inPath, String outPath)
throws IOException{

BufferedReader br = null;
Bufferedwriter bw = null;
try {
br = new BufferedReader(new FileReader(inPath));

bw = new BufferedWriter(new FileWriter(outPath));
// Process the input and produce the output

}
finally {
try {
if (br != null) {
br.close();
}
if (bw != null) {
bw.close();
}
}
catch (IOException x) {
// Handle error
}
}
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public void processFile(String inPath, String outPath)
throws IOException {
BufferedReader br = null;

BufferedwWriter bw = null;
try {
br = new BufferedReader(new FileReader(inPath));
bw = new BufferedWriter(new FileWriter(outPath));
// Process the input and produce the output
}
finally {
if (br != null) {
try {
br.close();
}
catch (IOException x) {
// Handle error
}
finally {
if (bw != null) {
try {
bw.close();
}
catch (IOException x) {
// Handle error
}
}
}
}
}
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public void processFile(String inPath, String outPath)
throws IOException{
try (BufferedReader br = new BufferedReader(new FileReader(inPath));
BufferedWriter bw = new BufferedWriter(new FileWriter(outPath));) {
// Process the input and produce the output

}
catch (IOException ex) {

// Print out all exceptions, including suppressed ones
System.err.println("thrown exception: " + ex.toString());
Throwable[] suppressed = ex.getSuppressed();
for (int 1 = @; 1 < suppressed.length; i++) {
System.err.println("suppressed exception: " +
suppressed[i].toString());
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BufferedReader br;
// Set up the BufferedReader br
String line;

// ...
Line = br.readlLine();
assert Line != null;
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BufferedReader br;

// Set up the BufferedReader br
String Lline;

// ...

Line = br.readlLine();

if (line == null)

{

// Handle error

}



— , ’
P )“L"’j)“

wlellbl g 9Ud g lblo,loyljs oanlos g dlsol S yuse 5S40
whilele bl g gl ylojlu &l 8Ll slaslss ) cllace

b ol Koo o sl S5l 5 Lalys Bis g Bl sl ssied)l paskis lpl Wbl

ol JKGL 51 ole 087 AT s Lo ¢l 45 el 5929 pAe . digd (giie ‘5).1.1.3WT

L;Lﬁlh? W) 2 Lgl:> e I).‘>| ULO) 2 (w2 le).) assert 09w d )l Gogcl.) L;o.)l.n.'(ml ‘&M )
il ololis 5 a8 L 355 & ety Ll o o silite



elellbl g 9ls g lbla,lslis oaslas g 3lsol S yso (S50
whileleliblg gld wlojls sl a3l glaslss) Sllos

35 o3lisiwl (b b s )le Gl pow 9 p9d laLgles g9 Olea ;I 4.F
o Dol 95 51 S plas” Sl s sl gl gles 45 bgysa gy Jlaiae 5120 (b oo Slas

operandl ? operand2 : operand3

sl (operand2) pgs Kloe o le il (true) mewo (operandl) Jyl Sloe ylage 51 o
St

g e DLl (0perand3) pow tglas o)le il fulse (sl Khos laie ST @

(ol b Canl) Crow )3 35290 Sldes ‘;»“,ng) Gl yomacanly (oo b 5l b b Sles
ol a?b:(c?d:(e?f:9)) Jole a?b:c?die?fig (Jle sl 0

45" (S9204s (Aidumd 03w 9 )lgudis (,\—'\é Jgaz) (b oole S oo £95 s sl 2 LS elgs

25 ialgs S Bl (xilazigs 45 SNl sl 5l 3pse o5 s Sl olugsiasl

hrs cole S saxi £ i i) -F ot

Type T Type T Type T

boolean Boolean boolean
boolean boolean Boilean
reference reference null
reference null reference
short Short L short Byte L byte
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Byte L byte Short L short

Byte char short byte

A

constant int
Character Short

Byte char short byte
constant int
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T2 = boxing conversion
(S2)

T1 = boxing conversion
(S1)
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public class Expr {
public static void main(String[] args) {

char alpha = 'A’;
int 1 = 6;
// Other code. Value of i may change
boolean trueExp = true; // Expression that evaluates to true
System.out.print(trueExp ? alpha : 0); // Prints A
System.out.print(trueExp ? alpha : i); // Prints 65
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public class Expr {
public static void main(String[] args) {

char alpha = 'A’;

int 1 = 6;

boolean trueExp = true; // Expression that evaluates to true

System.out.print(trueExp ? alpha : ©); // Prints A

// Deliberate narrowing cast of 1i; possible truncation 0K
System.out.print(trueExp ? alpha : ((char) 1)); // Prints A
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public class ShortSet {
public static void main(String[] args) {
HashSet<Short> s = new HashSet<Short>();
for (short i = 0; 1 < 100; i++) {
s.add(i);
// Cast of i-1 is safe, because value is always representable
Short workingVal = (short) (i-1);
// ... Other code may update workingVal
s.remove(((1 % 2) == 1) ? i-1 : workingVal);

}
System.out.println(s.size());
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public class ShortSet {
public static void main(String[] args) {

HashSet<Short> s = new HashSet<Short>();

for (short i = 0; 1 < 100; i++) {
s.add(1i);
// Cast of i-1 1is safe, because the
// resulting value 1is always representable
Short workingVal = (short) (i-1);
// ... other code may update workingVal Cast of 1-1 is safe,
// because the resulting value is always representable
s.remove(((1 % 2) == 1) ? Short.valueOf((short) (i-1)) :
workingVal) ;

}

System.out.println(s.size());
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final class Ser implements Serializable {
File f;
public Ser() throws FileNotFoundException {
f = new File("c:\\filepath\\filename");
}

LJL,{)-M’ oJl- )| = 45&[{& .&.S).:.t.ﬁ Ju|93L§o J.:lswdf.km.\w uLL.’L;& LS°-X~:’LJl-1)M ro).‘)
O3 on|9:'> —> g0 J"’|9SL§° as .Lll.o.a o latwl 4.23[.3.)*::.3' Pree )l SR @9)3 s.l)l.:.l.o.c (gl 0 C)L'>

g oLl Jobb is b g

(Gﬁ.&.d"i)“’ ‘S}L»o.)l:.g: ‘o.\.c) )L?}L.u J=oly¥ 4 - F
Ll S (s5lwesly |, javaiio.Serializable as” sas 0 olis 1, Ser ra»ls Lfinal oY G (ol 0l

Sgi Jb e Llgs o5 File b ass s

final class Ser {
File f;
public Ser() throws FileNotFoundException {
f = new File("c:\\filepath\\filename");
}
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final class Ser implements Serializable {
transient File f;
public Ser() throws FileNotFoundException {
f = new File("c:\\filepath\\filename");
}
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for (Enumeration e = vector.elements(); e.hasMoreElements();)

{
System.out.println(e.nextElLement());

}
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class BankOperations {
private static void removeAccounts(Vector v, String name) {

Enumeration e = v.elements();

while (e.hasMoreElements()) {
String s = (String) e.nextElement();
if (s.equals(name)) {

v.remove(name); // Second Harry is not removed

}

}

// Display current account holders
System.out.println("The names are:");
e = v.elements();
while (e.hasMoreElements()) {
// Prints Dick, Harry, Tom
System.out.println(e.nextElLement());
}
}
public static void main(String args[]) {
// List contains a sorted array of account holder names
// Repeats are admissible
List List = new ArraylList(Arrays.asList(
new String[] {"Dick", "Harry", "Harry", "Tom"}));
Vector v = new Vector(list);
removeAccount(v, "Harry");
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class BankOperations {
private static void removeAccounts(Vector v, String name) {
Iterator i = v.iterator();
while (i.hasNext()) {
String s = (String) i.next();
if (s.equals(name)) {
i.remove(); // Correctly removes all instances
// of the name Harry
}
}
// Display current account holders
System.out.println("The names are:");
1 = v.iterator();
while (i.hasNext()) {
System.out.println(i.next()); // Prints Dick, Tom only
}

}
public static void main(String args[]) {

List list = new ArraylList(Arrays.aslList(

new String[] {"Dick", "Harry", "Harry", "Tom"}));
Vector v = new Vector(list);
remove(v, "Harry");
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ByteBuffer rarelyUsedBuffer = ByteBuffer.allocateDirect(8192);
// Use rarelyUsedBuffer once

ByteBuffer heavilyUsedBuffer = ByteBuffer.allocateDirect(8192);
// Use heavilyUsedBuffer many times

S ke Jool Y AYLF
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ByteBuffer rarelyUsedBuffer = ByteBuffer.allocate(8192);
// Use rarelyUsedBuffer once

ByteBuffer heavilyUsedBuffer = ByteBuffer.allocateDirect(8192);
// Use heavilyUsedBuffer many times
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class DataElement {
private boolean dead = false;
// Other fields
public boolean isDead() { return dead; }
public void RillMe() { dead = true; }
}
// ... Elsewhere
List<DataElement> longlLivedList = new ArraylList<DataElement>();
// Processing that renders an element irrelevant
// Kill the element that is now irrelevant
longlLivedList.get(someIndex).kRillMe();
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class DataElement {
// Dead flag removed
// Other fields
}
// Elsewhere
List<DataElement> longlLivedList = new ArraylList<DataElement>();
// Processing that renders an element irrelevant
// Set the reference to the irrelevant DataElement to null
longlLivedList.set(someIndex, null);

Cand S(639,9 1L 08T S o Jos LongLivedList (g9, a5™ Hlass” soles (aibasils azgs

J.a.ll.o.: W) |)nU”

(NUI o 5551 51 o3bizsl) 5l Jool ¥4 ¥ F
ool A8 oo Sl MU jyslie 2 p0 & bgu e Jila 51 0LgSs o G Sl o3lital L ool ol

(sl o, 55 Ol 6ol 4) sg o0 axsliss NUll i (56Kl Olgreds (LSS

class DataElement {
public static final DataElement NULL = createSentinel();
// Dead flag removed Other fields
private static final DataElement createSentinel() {
// Allocate a sentinel object, setting all its fields
// to carefully chosen "do nothing" values

}
}
// Elsewhere
List<DataElement> longlLivedList = new ArraylList<DataElement>();
// Processing that renders an element irrelevant
// Set the reference to the irrelevant DataElement to the NULL object
longlLivedList.set(someIndex, DataElement.NULL);
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int stem; // Position near the front of the boat
VA4

int stern; // Position near the back of the boa

Mk Jol, T1.0
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int bow; // Position near the front of the boat

VAR V4
int stern; // Position near the back of the boat
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public class Visual
{
public static void main(String[] args)
{
System.out.println(11111 + 11111);
}
}

)lfjlw J?b') .40

sae G pa yalb sle oglate sl d K598 L, sls 4 (long) L S50 b, 5l (ool ol s

public class Visual

{
public static void main(String[] args)
{
System.out.println(11111 + 1111L);
}
}

HE 5Ll sSdiges B,1,0
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int[] array = new int[3];

void exampleFunction()

{
array[0] = 2719;
array[1] = 4435;
array[2] = 0042;
/).

}
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int[] array = new int[3];
void exampleFunction()

{
array[0] = 2719;
array[1] = 4435;
array[2] = 42;
/..

}
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IS (513395 Arity yuite slasie g $)IAS,L 51 ¥,0

laolegS )T 5l (6 paie slaws a5 Glaaze I b ai 5,20 IDKVLE.0 ,5 arity (varargs) e S 59
08 BB 5 Gasin YalS O ©blie a5 Gloj e 5 opna sl p3Y ks Glardy X piys )
23 Swles 6180 w5l i L varargs ase G s (S sebdas awS solawl s ¢l Sl el
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HE Ll sSdiges 1.7,0

displayBooleans() —a; = roLx{ &S Cuwlos ;G yasine Overloading variable arity sse «(Jle ¢l 55

Cwlo 3 )L\ml 9 C,w:|9.$).>

class Varargs
{
private static void displayBooleans(boolean... bool)
{
System.out.print("Number of arguments: "
+ bool.length + ", Contents: ");
for (boolean b : bool)
{
System.out.print("[" + b + "]");
}
}
private static void displayBooleans(boolean booll,boolean bool2)
{
System.out.println("Overloaded method invoked");
}
public static void main(String[] args)
{
displayBooleans(true, false);
}
}

239 Cwl S5 oakin nonvariable arity i x5 1505 g Jales 5 O ysody @l ol 29,5
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Overloaded method invoked
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class Varargs

{
private static void displayManyBooleans(boolean... bool)
{
System.out.print("Number of arguments: "
+ bool.length + ", Contents: ");
for (boolean b : bool)
{
System.out.print("[" + b + "]");
}
}
private static void displayTwoBooleans(boolean bool1l,boolean bool2)
{
System.out.println("Overloaded method invoked");
System.out.println("Contents: ["+ booll + "], [" + bool2 + "]");
}
public static void main(String[] args)
{
displayManyBooleans(true, false);
}
}

J).z)ls 1"'1' ,ﬁ
S 9 s B .xf';;llsl,;; <ol 1slgs oo 0Overloaded variable arity slasie 1 s )ob (g0l
& Olsign OF ¥ alax Sl il Colhs 090,00 Gl g Wlsis 056 cal LaB 5L
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public void foo() { }
public void foo(int al) { }
public void foo(int al, int a2, int... rest) { }
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CERT® Oracle® Secure Coding Lsas (olbs bl guin (gw)p pie 39d 0 435 s303b

03336 1) oo bawgs 28850 5000 EXPO0-J") 58 0 Jusa |, Standard for Java ™ [Long 2012]
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Dgh G Sluslxe ) juire Hlaie G Olgeds s
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5 read(byte[] b, int off, int len) Slaosleils )5 gzgenl byl L8 Il diwa sailuls )

g o0 03liiwl Javalio ,» 54240 slasie ;I read(char[] cbuf, int off, int len)
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static final int MAX_READ = MAX - 1;
static final char TERMINATOR = '\\';

int read;

char [] chBuff = new char[MAX];
BufferedReader buffRdr;

// Set up buffRdr

read = buffRdr.read(chBuff, 0, MAX_READ);
chBuff[read] = TERMINATOR;

B35 o0 1) =) lase read() s s adsl as)lade (L1 slesl o 53959 ,00 ST dbcpl b
55 salesslul |, ArrayIindexOutOfBoundsException ‘;;;lili S 0sls,l,8 sl o g
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public static int readSafe(BufferedReader buffer, char[] cbuf,
int off, int len) throws IOException
{

int read = buffer.read(cbuf, off, len);

if (read == -1)

{

throw new EOFException();

}

else

{

return read;

}
}
/).
BufferedReader buffRdr;
// Set up buffRdr
try
{

read = readSafe(buffRdr, chBuff, @, MAX_READ);

chBuff[read] = TERMINATOR;
}
catch (EOFException eof)
{

chBuff[©] = TERMINATOR;
}
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(a8 ole) If o

(D55 &le) While o

(J,u8 o le) do ... while e

(9> Wgloc) for o
(J8" o, le) Switch

(Jgl diglac) 21 @
L Loloe) && @
(L Sgloc) || @
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public void f(boolean a, boolean b)
{
if (a = b)
{
/¥ L. %/
}
}
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public void f(boolean a, boolean b)

{
if (a ==b)
{
VA4
}
}

)lf}l.w J:ob v.F.O

public void f(boolean a, boolean b)

{
if ((a = b) == true
{
VAV
}
}

)@}Lw d.‘>o|) F.Xo

public void f(boolean a, boolean b)

{
a = b;
if (a)
{
VA4
}
}
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public void f(boolean a, boolean b, boolean flag)
{
while ( (a = b) && flag )
{
/ool X/
}
}

ol baze ol Gt isles K parass (s Slanlin Sloe G && &l ddoas
Salp Soe gla 4 = Lavass Slee Sl &5 cul Gugianl  Slalsil o sl 5SS 2,9
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public void f(boolean a, boolean b, boolean flag)

{
while ( (a == b) && flag )
{
VA V4
}
}
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public void assignNocontrol (BufferedReader reader)
throws IOException

{
String line;
while ((line = reader.readlLine()) != null)
{
// ... Work with Line
}
}
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int login;
if (invalid_login())
Login = o;
else
Llogin = 1;

gil ‘o.)d)b.e.{l v_i: |J.’.> ool Uio.n ‘dl:>u.1|l., J‘-‘S@ )L’(.Z)) 290 )%' as %;UL& AAL':).) U'.’.I

les 8Ll el iy 55k 3T 166 a5, ol g b 3K Conidg

int login;

Login
else

if (invalid_

Login())
o;

// Debug line added below
System.out.println("Login is valid\n");
// The next line 1is always executed
login = 1;

LS)-&-"%M:-M’T Qe m,ﬂl.g O )guods JAD (A ks |, A.Al}).g b g J).ﬁl.o.c WS 05,8 Glassaslass
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int login;
if (invalid_login())
{
Login = o;
}
else
{
login = 1;
}

HE 5Ll sSdiges A0
SaL B,bgs ) Lg.))!,fT ol 09 3,8 o0 )3 K if Q)Q; dshif o le K dle ol o

:abbass 3 )1 s else o if

int privileges;
if (invalid_Login())
if (allow_guests())
privileges = GUEST;
else
privileges = ADMINISTRATOR;

39,9 &5 LK g5 Ol s a8 Sl s 9l cpl o 1) Gragsaals 2 03905 Alsalss canl (Kon
Cgme J3sif )l g5 else jgiws (@bly Ho cuwload oals (b e (g s ol juize ol

ARS8 (b e g i (o)l uirel Ol BT 4 e pl A ) Lcwleals

int privileges;
if (invalid_Login())
if (allow _guests())
privileges = GUEST;
else
privileges = ADMINISTRATOR;
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int privileges;
if (invalid_login())

{
if (allow_guests())
{
privileges = GUEST;
}
}
else
{
privileges = ADMINISTRATOR;
}
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if (a == b);
{

VAR
}

A8 bl 5,90 (b )le A pe) e df ©)le 5 alb a0y )5 39290 Dlile 0)lgen
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if (a == b)
{

VARV
}
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OLL dreak cuxsg S L 1) Case cunz o b b o slacurdy Hl slacgoza,a V.0
b

(s bzl Lol (solpins aia) default cus 0 G 9 CBSE Conx » di> ol SWitch ol O
obl 4 J,u8 JGsl dgtue a5 break cursy G Lol CaSE w0 9, Shle ol
Ll s Case s v olile (di> g 38 ,500056 &g o anb Al wcwl switch Sl
2alyss LUl azgin Iy 6 ks g O Bis ol ) lasl break curdy o5 nl Judsay 29 00
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b o aslslcard =12

int card = 11;
switch (card)
{
VA4
case 11:
System.out.println("Jack");
case 12:
System.out.println("Queen");
break;
case 13:
System.out.println("King");
break;
default:
System.out.println("Invalid Card");
break;
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int card = 11;
switch (card)
{
VA4
case 11:
System.out.println("Jack");
break;
case 12:
System.out.println("Queen");
break;
case 13:
System.out.println("King");
break;
default:
System.out.println("Invalid Card");
break;
}
J).g)ls Y _.‘u",ﬁ
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int card = 11;
int value;
// Cases 11,12,13 fall through to the same case
switch (card)
{
// Processing for this case requires a prefix
// of the actions for the following three
case 10:
do_something(card);
// Intentional fall-through
// These three cases are treated identically
case 11: // Break not required
case 12: // Break not required
case 13:
value = 10;
break; // Break required
default:
// Handle error condition
}

b iS5l e ae K Lo throw b oreturn o)le O Lo case K a5 oK (uiomen

Sek D> il o break o le (b 0 0LL System.exit()
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for (i =1; 1 I=16; 1 += 2)
{
/...

}
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for (i =1; 1 I=106; 1 += 5)
{
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for (i = 1; 1 == 11; 1 += 2)

{
/]

}
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for (i =1; 1 <= 10; 1 += 2)
{
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}
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for (i = 1; 1 <= Integer.MAX_VALUE; i++)
{
/7.
}
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for (i = 1; 1 < Integer.MAX_VALUE; 1i++)
{

/...
}
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1 =0;
do
{

1++

/...
} while (i != Integer.MAX_VALUE);
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for (i = 6; 1 <= Integer.MAX_VALUE - 1; i += 2)
{
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}
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{
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}
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.l MASK

public static final int MASK = 1337;
public static final int OFFSET = -1337;
public static int computeCode(int x)
{

return x & MASK + OFFSET;

}
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x & (MASK + OFFSET)
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x & (1337 - 1337)

| S5k Jool, YA,

public static final int MASK = 1337;
public static final int OFFSET = -1337;
public static int computeCode(int x)

{
return (x & MASK) + OFFSET;

}
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public class PrintValue
{
public static void main(String[] args)
{
String s = null;
// Prints "1"
System.out.println("value=" + s == null ? @ : 1);
}
}

ol (“value="+s)==null 70 : 1 & g4 «)le a5 Lgdp 20 Cuglyl (uilgd (Jlppl b
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public class PrintValue

{
public static void main(String[] args)
{
String s = null;
// Prints "value=0" as expected
System.out.println("value=" + (s == null ? @ : 1));
}
}
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public void createFile(String filename)

throws FileNotFoundException

{
OutputStream out = new FileOutputStream(filename);
// Work with file

w95k 4l awgs sl Slgize b 0T Gl Slgie (ibazils 3959 05,550 51 b L6 S
b dales

(TOCTOU) ,5 5Ll 35 digas¥ N+,

Joveiis] Jéva.io.FiIe.createNewFiIe() Sleslawl b Jb b cole b 5l o)l (oY Jls o
createNewFile() aibazdls sz oabosls pb b L6 G 31 381 Josds 6 5 gl 39290 16 K
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public void createFile(String filename)
throws FileNotFoundException
{
OutputStream out = new FileOutputStream(filename, true);
if (!new File(filename).createNewFile())
{
// File cannot be created...handle error
} else
{
out = new FileOutputStream(filename);
// Work with file
}
}

s o2l K anl (Kot 3505 Kty TOCTOU" stiils byl 45 o Joroly ol ailinlis
Soglie w0l 3 45 S sebds A8 s (a1 05,5 5b 3l G bl JU o6 sl 51 e 1 Ji6
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(Files) ,15 ks Jol,¥.4 + .0

9 S o0 oolatwl (L sl > sl sl javaunio file.Files.newOutputStream() sio ;I (J>ol, ¢l

e e 2wl 1 Lzl oS0 casbazils sp29 b 5l L6 31

public void createFile(String filename)
throws FileNotFoundException

{
try (OutputStream out=new BufferedOutputStream(Files.newOutputStream
(Paths.get(filename),StandardOpenOption.CREATE_NEW)))
{
// Work with out
}
catch (IOException x)
{
// File not writable...Handle error
}
}

'*" Time-Of-Check, Time-Of-Use (TOCTOU)
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short a = 533;

int b = 6789;

long ¢ = 4664382371590123456L ;

float d =a / 7; // d is 76.0 (truncated)

double e = b / 30; // e is 226.0 (truncated)

double f = ¢c * 2; // f i1s -9.1179793305293046E18 because of 1integer overflow
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short a = 533;

int b = 6789;

long ¢ = 4664382371590123456L ;

float d = a / 7.6f; // d is 76.14286

double e b/ 30.; // e is 226.3

double f = (double)c * 2; // f is 9.328764743180247E18

wsoliel sla juxio ) a0 slael o33 G ,b 51 03,55,5 9 5, 0 slalbhs B3> K Sl
] L;?Lw;l:w QLLQ.C" rbl:u| )| U )
short a = 533;
int b = 6789;
long ¢ = 4664382371590123456L ;
float d = a;
double e = b;
double f = c;
d/=7; // dis 76.14286
e /= 30; // e is 226.3
f *= 2; // f is 9.328764743180247E18
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int a = 60070;
int b = 57750;
double value = Math.ceil(a/b);

sl g £55 3l o5 0382 s Sl Syl (5338 5| sl Sl slaoness Olyieas
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int a = 60070;
int b = 57750;
double value = Math.ceil(a/((double) b));
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&S o0 (Sle=1 8 1 super.clone() clone() s a5 swled Juol> Oluebl Y Y,0
e() Cawss ;3 4" |, clone() axe <G 45" oles e (NS K Sl NS 05 G 1T Kisgls

Bl 850 bl e adgs |y sl (ST 5l (gl aiS po iy w5 uled Slgsl )81,

celbl sls,1,8 opl 5l (o 520) O GlagdS 55 sdea 5 (IS o ST .0T cawsas super.clone

g dalgs )18 5 x.clone().getClass() == x.getClass() (sakl, W OT s
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3940 s05 SUPEr.clone() gls=l,5 4 3990 Base LM 5 clone() awe Jls cplys

class Base implements Cloneable

{
public Object clone() throws CloneNotSupportedException {
return new Base();
}
protected void doLogic() {
System.out.println("Superclass dolLogic");
}
}
class Derived extends Base
{
public Object clone() throws CloneNotSupportedException {
return super.clone();
}
protected void doLogic() {
System.out.println("Subclass dolLogic");
}
public static void main(String[] args)
{
Derived dev = new Derived();
try {
Base devClone = (Base)dev.clone(); // Has type Base
// instead of Derived
devClone.dolLogic(); // Prints "Superclass dolLogic"
// instead of "Subclass dolLogic”
}
catch (CloneNotSupportedException e) { /* ... */ }
}
}
‘%" Cloning
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class Base implements Cloneable

{
public Object clone() throws CloneNotSupportedException
{
return super.clone();
}
protected void dolLogic()
{
System.out.println("Superclass doLogic");
}
}
class Derived extends Base
{
public Object clone() throws CloneNotSupportedException
{
return super.clone();
}
protected void doLogic()
{
System.out.println("Subclass doLogic");
}
public static void main(String[] args)
{
Derived dev = new Derived();
try {
// Has type Derived, as expected
Base devClone = (Base)dev.clone();
devClone.dolLogic(); // Prints "Subclass dolLogic”
// as expected
}
catch (CloneNotSupportedException e) { /* ... */ }
}
}
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a4 /* Comment, not syntax error */
f =9/*//h; /* Equivalent to f = g / h; */

/*/7* L(); /* Equivalent to L(); */

m = n//**/o + p; /* Equivalent to m = n + p; */

a = b //*divisor:*/c + d; /* Equivalent to a = b + d; */

S5k Jool,¥ 1 ¥,
oS ooliw] Olses Ll JSoa

// Nice simple comment
int i; // Counter
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/* Comment with end comment marker unintentionally omitted
security critical_method();
/* Some other comment */
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if (false)
{

/* Use of critical security method no longer necessary, for now */
/* NOTREACHED */

security critical_method();

/* Some other comment */
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'*f Interactive Development Environments (IDEs)
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public int func(boolean condition) {
int x = 6;
if (condition) {
x = foo();
/* Process x */
return Xx;
}
VA4
if (x I=0) {
/* This code 1is never executed */

}

return x;
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public int func(boolean condition) {
int x = 6;
if (condition) {
x = foo();

/* Process x */

}
VARV
if (x I=0) {

/* This code is now executed */

}

return 6;

(63,0 25) 5Ll A5 wgas¥ ) F LA
g sa oslitwl string_loop() wb 1,5 Sleds slaxs 0559420 sl length() ot Jle ol Lo
WA pl b ogi o ame dal> )5 if cundg 4 by e b b el St dgb ()l o lil a5 Ka
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public int string_Lloop(String str) {
for (int i=0; 1 < str.length(); i++) {
VA4
if (1 == str.length()) {
/* This code 1s never executed */
}
}

return 6;
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public int string_Lloop(String str) {
for (int 1=6; 1 < str.length(); i++) {
VARV4
if (1 == str.length()-1) {
/* This code is now executed */

}

}

return 6;
}

5Ll aSweaid, 1 FLD

String s;
String t;
// ...
s.equals(t);

JaaS5 512 3 Wl sl Aunlin 3, 31 (6,18 plosil 6l gl 2 Ch3a (somsts b5 (] Yoo

M5k Jool, 1 F 8

:JyfuLsA g:)l.’g- Wlﬁﬁ LI ‘J?ob C)?.')"

String s;

String t;

/).

if (s.equals(t)) {
System.out.println("Strings equal");

} else {
System.out.println("Strings unequal");

}
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int p1 = foo();
int p2 = bar();
if (baz())
{

return pl;
}
else
{

p2 = pl;
}
return p2;

ke J=ol AN F A

P2 ool ulss 35,5 g Cilite JSib Kz 4 Ky comgitali B30 & A e ol

Sl (bl assbacsly l> Sl s a5 Sogme s e Daz() 9 bar() 4 Slysld el )9 00 e

int p1 = foo();

bar(); /* Removable if bar() lacks side effects */
baz(); /* Removable 1if baz() lacks side effects */

return pi;
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Do this slhs 4 e Alg s @

if (a ==b)
{

/X o0 %/
}
else if (a == c)
{

/X o0 %/
}

(if 6o m56)) JB ke J=ol,¥,1 8,0

if (a ==b)
{

VA4
}
else if (a == c¢)
{

VA4
}
else
{

/* Handle error condition */
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switch (x)

{
case 9: foo(); break;
case 1: bar(); break;

}
(switch) 5 5lw J>o,F.10,0

switch (x)
{

case 9: foo(); break;

case 1: bar(); break;

default: /* Handle error */ break;
}

(Zune 30) ,5 Lol S diges B, N 8,0
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‘% Real-Time Clock (RTC)
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final static int ORIGIN_YEAR = 1980;
/* Number of days since January 1, 1980 */
public void convertDays(long days)
{
int year = ORIGIN_YEAR;
VA4
while (days > 365)
{
if (IsLeapYear(year))
{
if (days > 366)
{
days -= 366;
year += 1;
}
}
else
{
days -= 365;
year += 1;
}
}
}

(Zune 30) ,B5 3w J=ol ;5,1 8,0
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final static int ORIGIN_YEAR = 1989;

/* Number of days since January 1, 1980 */
public void convertDays(long days)

{
int year = ORIGIN_YEAR;
VA
int daysThisYear = (IsLeapYear(year) ? 366 : 365);
while (days > daysThisYear)
{
days -= daysThisYear;
year += 1;
daysThisYear = (IslLeapYear(year) ? 366 : 365);
}
}
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class Con {
public Con(int i, String s)

{

// Initialization Sequence #1
}
public Con(String s, int 1)
{

// Initialization Sequence #2
}
public Con(Integer i, String s)
{

// Initialization Sequence #3
}

L) asS sboul (o8 )3 o 3195 0 055l C.J,s ol 4 aal,b bl [»K;;{).u 4,5 9 Az g5 pie
L s a5 oK el saiul (28ly alin sla,ael,b slaws UL@ Jolio plys opl 4 Slgsl )8
T ool L a8) aslie Elgl oy sla bl Sl s plete 9 pascive lae Gl o5l wilgs
T Jocay S5k 31l 35 o 51 13 0 pal 8 (cal el s 55
JE ke J>ol, Y 45,0
(1, 1) (pasin 9 pleie slaph &5) (pogec Sliwsl Gl 6 slaaze Vel & ,b 5l (ool ol
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public static Con createConi(int i, String s)

{
/* Initialization Sequence #1 */
}
public static Con createCon2(String s, int i)
{
/* Initialization Sequence #2 */
}
public static Con createCon3(Integer i, String s)
{
/* Initialization Sequence #3 */
}
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class OverlLoader extends HashMap<Integer,Integer> {
HashMap<Integer,Integer> hm;
public OverLoader() {
hm = new HashMap<Integer, Integer>();
// SSN records
hm.put(1, 111990000);
hm.put(2, 222990000);
hm.put(3, 333990000);
}
public String getData(Integer i) { // Overloading sequence #1
String s = get(i).toString(); // Get a particular record
return (s.substring(e, 3) + + s.substring(3, 5) + "-"
s.substring(5, 9));

(]

}
public Integer getData(int i) { // Overloading sequence #2

return hm.get(i); // Get record at position 'i
}
// Checks whether the ssn exists
@0verride public Integer get(Object data) {
// SecurityManagerCheck()
for (Map.Entry<Integer, Integer> entry : hm.entrySet()) {
if (entry.getValue().equals(data)) {
return entry.getValue(); // Exists
}
}
return null;
}
public static void main(String[] args) {
OverLoader bo = new OverlLoader();
// Get record at index '3’
System.out.println(bo.getData(3));
// Get record containing data '1119960000'
System.out.println(bo.getData((Integer)111990000));
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public Integer getDataByIndex(int i)

{
// No Llonger overloaded
}
public String getDataByValue(Integer 1)
{
// No longer overloaded
}
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final class Foo
{
private volatile int[] arr = new int[20];
public int getFirst()
{
return arr[0];
}
public void setFirst(int n)
{
arr[0] = n;
}
/) ...
}

“setFirst() slys15 b Sis —5 G bawogs 4T pusie o 4y 0bo0ls s jolis sl (Koo
volatile sals” gaels” 1) ails saalice J a8’ (oo Slg51 3 1, getFirst() &8 ¢, & sl
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final class Foo
{

private final AtomicIntegerArray atomicArray=new AtomicIntegerArray(20);
public int getFirst()

{
return atomicArray.get(9);

}
public void setFirst(int n)
{
atomicArray.set(0, 10);

}
/]

atomicArray.set() 4" (o o sloslsz) G Sl sabul, &5 43S’ (0 (reuas AtOmicintegerArray

305 3929 3,5 aalys Slgs 5 1, atomicArray.get() Lale a5 56 5 48 oo Sly31,5 1,

(‘sjhnflf«m) S ole J>ol, ¥ALF
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final class Foo
{
private int[] arr = new int[20];
public synchronized int getFirst()
{
return arr[0];
}
public synchronized void setFirst(int n)

{
arr[@] = n;
}
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final class Foo
{
private volatile Map<String, String> map;
public Foo()
{
map = new HashMap<String, String>();
// Load some useful values into map
}
public String get(String s)
{
return map.get(s);
}
public void put(String key, String value)
{
// Validate the values before inserting
if (!value.matches("[\\w]*"))
{
throw new IllegalArgumentException();
}
map.put(key, value);
}
}
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final class Foo
{
private volatile Map<String, String> map;
public Foo()
{
map = new HashMap<String, String>();
// Load some useful values into map
gubLic String get(String s)
{
return map.get(s);
gubLic synchronized void put(String key, String value)
{ // Validate the values before inserting
if (!value.matches("[\\w]*"))
{ throw new IllegalArgumentException();
}
map.put(key, value);
}
}

wle T Gz sin Sllee 352 b 6l SilepKen Sl wsbplKea iy Lb Xl s,
b ossTn pal 3 a2 sLosls sl b 6 g o ies Ol g 25 o oalitul (ol
buwgs oaidliger ol JLSl prans |5 09800 42190 cnSa b ady s Ll (s8ae) 03 352900
2B s 10T bl 5 @ oo (o gl b haol )130) A8 o Lty o Al 395 0 L5 (2

Akt 03033 s Sl gadal, 236 map ol ol Jl G 9 i gs S ol ) L Aigu o0

" Volatile-read, synchronized-write
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final class Foo

{

private final Map<String, String> map;

public Foo()

{
map = new HashMap<String, String>();
// Load some useful values into map

}

public synchronized String get(String s)

{
return map.get(s);

}

public synchronized void put(String key, String value)

{
// Validate the values before inserting
if (!value.matches("[\\w]*"))
{

throw new IllegalArgumentException();

}
map.put(key, value);

}

}

final sk Al . Aiad 0 1bplKad @l sosio L5 sl (5190 s MapP b L oMl
3,55 1, ol el lasl gola anlosis adgl as)lade s3> b a0 &5 e b cwlosds Odel
(05 iz cilos Ayl a5 laie (o b a1, sl TSM03-J)
(23285 (oo 23) S 3Lals IS Wigm ¥,
S (0 0,055 |, Javastext.DateFormat 5,5 0 (b S 4 gle)l LG format alé S asges ol )o
bug a5 Data )laie cuwl (Koo s 35 el 95 51 java.text. DateFormat SOl Jdsa

il str el b s e 394 o0 015 3,0 parse() sce
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final class DateHandler
{
private static volatile DateFormat format =
DateFormat.getDateInstance(DateFormat.MEDIUM);
public static java.util.Date parse(String str)
throws ParseException
{
return format.parse(str);
}
}

(BN oS/ Sles1,8 a5 slaiges) B 5w Jol ) ANF
:3505,8 0 0 9 35l oe parse() e Slsxl,é ,a sl |, DateFormat (saiges G (ool ) ol

final class DateHandler

{
public static java.util.Date parse(String str)
throws ParseException
{
return DateFormat.getDateInstance(DateFormat.MEDIUM).parse(str);
}
}

($ilwplKen) LB 5w J=ol, 1,1,8
& sl g9 5l parse() axe sl slass )le iluplon 5l oslial L 1, DateHandler (oo, oyl

.))l.wkfc

final class DateHandler

{

private static DateFormat format =

DateFormat.getDateInstance(DateFormat.MEDIUM) ;
public static java.util.Date parse(String str)
throws ParseException

{

synchronized (format)

{

return format.parse(str);

}
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(ThreadLocal (gjlwe ;u53) B8 5w J=ol ¥+, 1,5

oslitwl 35,8 (sl |3oe DateFormat saiges G sl sl o ThreadLocal oo G 51 ool (ol

S o
final class DateHandler
{
private static final ThreadlLocal<DateFormat> format =
new ThreadlLocal<DateFormat>()
{
@0verride protected DateFormat initialValue()
{
return DateFormat.getDateInstance(DateFormat.MEDIUM);
}
};
/...
}

‘ 2,V N P
DS o e 1) gl 5,90 (b SO slacl el Hlisl ald G Ll Odlel a8 wliil (55
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SHlwplKen slasiiilow getState() b yield() sleep() slaie 45" 4SS jgua5 ¥,5
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Sloshd 5l G [ ol ol sabisls s sado 053 Glagide cams ssme Llals (akiv
238 LLalS s @5Y a5l b S0 05> Sl sabil> )5 Thread.yield | Thread.sleep
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final class ControlledStop implements Runnable
{
private boolean done = false;
@0verride public void run()
{
while (!done)
{
try
{
Thread.sleep(1000);
}
catch (InterruptedException e)
{
// Reset interrupted status
Thread.currentThread().interrupt();
}
}
}
public void shutdown()
{
this.done = true;
}
}

(L6 oz ) S5k Jool, Y.¥.5
&5 2z Sl 0T ke sl sl 39,8 1k Olirebl b 28 s oMel Volatile 1 oz, 2 Jool, ol

il sdalie (18

final class ControlledStop implements Runnable
{

private volatile boolean done = false;

@0verride public void run()

{

/7.

}

/).
}
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final class ControlledStop implements Runnable

{
@0verride public void run()
{
// Record current thread so others can interrupt it
myThread = currentThread();
while (!Thread.interrupted())
{
try
{
Thread.sleep(1000);
}
catch (InterruptedException e)
{
Thread.currentThread().interrupt();
}
}
}
public void shutdown(Thread th)
{
th.interrupt();
}
}

bl ol 6Ky bite 135l sl iy 5 68 (sl bl Wb osiasaiby i a5 Libazils axys
Lawlosds B3> ol ¢l
(Thread.getState()) ;15 bl aSd5g05 F,¥.5
b K g b g sl ST | 5 (K o ol doSOMEthing() e o (63l 15 @33 ]

'** Interruption
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public class Waiter {
private Thread thread;
private boolean flag;
private final Object lock = new Object();
public void doSomething() {
thread = new Thread(new Runnable() {
@0verride public void run() {
synchronized (lock) {
while (!flag) {
try {
Lock.wait();
/S .

}
catch (InterruptedException e) {

// Forward to handler
}

}
});
thread.start();
}
public boolean stop() {

if (thread != null) {
if (thread.getState() == Thread.State.WAITING) {

synchronized (lock) {
flag = true;
Lock.notifyAlLL();
}
return true;
}
}

return false;

oladls dasls el Jloyl 5l i 9 casloads S 55 a5l () 12 sl SEOP() 330 ilanslie
sl » Thread.getState() sie | oolawwl .0u8" oo osliiwl Thread.getState() o 1 s )ob & )g0as
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public class Waiter {
/...
private Thread thread;
private volatile boolean flag;
private final Object lLock = new Object();
public boolean stop() {
if (thread != null) {
synchronized (lock) {
flag = true;
Lock.notifyALL();
}

return true;

}

return false;
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% 3
% (-
5) %
5)

produces 2
3) produces 2
% 3 produces -2
% (-3) produces -2

Qe

5
5
(-
(-
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HE Ll sSdiges VY5

: s led 0 0alawl hash sl el Olgicas hashKey oo dae Sl S diges pl

private int SIZE = 16;
public int[] hash = new int[SIZE];
public int Llookup(int hashKey)
{
return hash[hashKey % SIZE];

}

Ko o9 oo Eael 9 A 0 adgs sl 3L Klee sl e s SO hash oS G
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// Method imod() gives nonnegative result
private int SIZE = 16;

public int[] hash = new int[SIZE];
private int imod(int i, int j)

{
int temp = 1 % j;
// Unary minus will succeed without overflow
// because temp cannot be Integer.MIN_VALUE
return (temp < @) ? -temp : temp;

}

public int Llookup(int hashKey)

{

return hash[imod(hashKey, SIZE)];

}
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'7¥ Referential Equality

' Numeric boxed types
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public class StringComparison
{
public static void main(String[] args)
{
String strl = new String("one");
String str2 = new String("one");
System.out.println(strl == str2); // Prints "false"
}
}

(Object.equals()) L& 5lw J=ol, Y F.¢
: 55" oo oslaiwl Object.equals() s 5l slass ) uolie dwlis [uK;.m WJ>oly opl

public class StringComparison

{
public static void main(String[] args)
{
String strl = new String("one");
String str2 = new String("one");
System.out.println(strl.equals(str2)); // Prints "true"
}
}

(String.intern()) ,& 3w J=ol, ¥.F.%
Sleas 39 0 0limwl String.intern() axe Sl Juol> saxi, 95 sannlie sl gla)l 6 0l 2 &5 oK
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a5 ralqal B Slhaslio (ol jls abdl> s one sas, (S K @

sl G alaans, g lialas 0T s a5 sl 65,lge sl b String.intern() 51 eslil

..\a).:fLSA)l).‘éo)A)wl)J‘MLSAG)IKMLIQI)be&)j)j&k@&b%@éh)lflgw

'** Tokenization
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public class StringComparison

{
public static void main(String[] args)
{
String strl = new String("one");
String str2 = new String("one");
strl = stri.intern();
str2 = str2.intern();
System.out.println(strl == str2); // Prints "true"
}
}

g5 Olgieds 35luia pal 5 SHINGLINEErN() (s5loosly 3590 )3 (5o Slagyroniss ILS
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1S S 1y ihie g i sl ,Sles Ol Solis B8
Sglas (ins s e 0lis 355 51 ebisS Jlasl Hls, (|| 5 && «ees 54) OR 9 AND (sla Slac
A )3 o9 blitul Jgl disles bawgs alesay w5 (b oo Slac &5 5900 2Ll Siles e pyo
09 9> Ngloe 39b blazwl gl Bglee ams 5l olesas Lho (b ro Slee sams &5 (oK
15 salyss &) 55,8 S9zs Soge s 0T Gl ik salys 3L L5

sla Klae i5TL ailea it obgS” Jlasl Hls, 236 (/9 & «os 545) OR 3 AND i sl Klaos
wslgs oo ol anles 0 aJgs Boolean mls off 5 && ailie 4 .0 (o 2Ll 1) Sgkes 95 ,a ol
Sasbansls golie (J5 olilipgs digles o (il OISl b pae b gan 4 diey

3 eslizul 5,90 Boolean his pll plKia ailys o0 && L & lem){l.o.c K o s o
5 daoke) plo 53 9 35 m0als g 5 oligS lasl )b, a5 3,05 3529 SOk gz 9cnl b .25,
J,M,GA sl YK 4 oo obigs” Jlasl
(cwliol &) )5 5Lub aS a5g05 1,0,F
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S sy o Ly array[i] Gl jlael

int array[]; // May be null
int i; // May be an invalid index for array
if (array != null & 1 >= 0 & 1 < array.length & array[i] >= 0)
{
// Use array

// Handle error

" Short-circuit
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slizul & e array[i] s array a4 glo)l icwns jize Gl KT L cwl NULL L ol array
&o ddo ol 4 Linal ol salys ArraylndexOutOfBoundsException L NullPointerException
Sokoe bl Aok > 093 canly o Bglee LU Sl 6,89 oo & Kae a5 Las e
395 8 S ] Caoal o ol Bgloe &5 1S 0 ol OT i Caows

(&& 3l oslizwl) JB 5Le J=ol, ¥.0,%
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3,8 0 b 12l ole) Lzl G ol a5 9 d98 00 (b wilie Sl 6088 saesls 4

int array[]; // May be null
int i; // May be an invalid 1index for array
if (array != null && 1 >= 0 && 1 < array.length && array[i] >= 0)

{
// Handle array

// Handle error

(55 03 9 If slacs,le) B 5le Jool ) ¥.0,5

Sdeb (Jmoly cpl ax 31058 o ooliwl icwlin il a4 Sbows gz if O)le paiz 5l ool o0l
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int array[]; // May be null
int i; // May be a valid index for array
if (array != null) {
if (1 >= 0 & 1 < array.length)

{
if (array[i] >= 0)
{
// Use array
}
else
{
// Handle error
}
}
else
{
// Handle error
}
}
else
{
// Handle error
}
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if (endl >= 0 & 12 >= 9)

while(++il<arrayl.length && ++i2<array2.length &&arrayl[il]==array2[i2])

{

int beginl = 1i1;

int begin2 = 12;

{

// Arrays match so far

}

int endl = i1;

int end2 = 12;

assert endl - beginl == end2 - begin2;
}
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public void exampleFuntion()

{
while(++il<arrayl.length & // Not && ++i2<array2.length &&
arrayl[il] == array2[i2])
{
// Do something
}
}
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public class Splitter

{

// Interpreted as backspace

// Fails to split on word boundaries
private final String WORDS = "\b";
public String[] splitWords(String input)

{
Pattern pattern = Pattern.compile(WORDS);
String[] input_array = pattern.split(input);
return input_array;

}

(4.1'.{'.6) L)) )@)Lw d:ob Y. ¥

K5 & yomie 45 285 s OLES waslsnis ESC w34y 45 ), WORDS (slasis, kil lade oJooly ol

public class Splitter

{

// Interpreted as two chars, '\' and 'b’

// Correctly splits on word boundaries

private final String WORDS = "\\b";

public String[] split(String input)

{
Pattern pattern = Pattern.compile(WORDS);
String[] input_array = pattern.split(input);

return input_array;

}
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public class Splitter
{
private final String WORDS;
public Splitter() throws IOException
{
Properties properties = new Properties();
properties.load(new FileInputStream("splitter.properties”));
WORDS = properties.getProperty("WORDS");
}
public String[] split(String input)
{
Pattern pattern = Pattern.compile(WORDS);
String[] input_array = pattern.split(input);
return input_array;
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WORDS=\b
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public class Overloader {
private static String display(ArraylList<Integer> arraylList) {
return "ArraylList"”;
}
private static String display(LinkedList<String> linkedList) {
return "LinkedList";
}
private static String display(List<?> Llist) {
return "List is not recognized”;
}
public static void main(String[] args) {
// Single Arraylist
System.out.println(display(new ArraylList<Integer>()));
// Array of lists
List<?>[] invokeAll = new List<?>[] {
new ArraylList<Integer>(),
new LinkedList<String>(),
new Vector<Integer>()
}
for (List<?> List : invokeAll) {
System.out.println(display(list));
}
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public class Overloader {
private static String display(List<?> Llist) {
return (list instanceof ArraylList ? "Arraylist" :
(Llist instanceof LinkedList ? "LinkedList" :
"List 1s not recognized")
);
}
public static void main(String[] args) {
// Single Arraylist
System.out.println(display(new ArraylList<Integer>()));
List<?>[] invokReAll = new List<?>[] {
new ArraylList<Integer>(),
new LinkedList<String>(),
new Vector<Integer>()
s
for (List<?> Llist : invokeAll) {
System.out.println(display(list));
}
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class Point {

private int x;

private 1int y;

Point(int x, int y) {
this.x = x;
this.y = y;

}

void set_xy(int x, int y) {
this.x = x;

this.y = y;
}
void print_xy() {
System.out.println("the value x is: " + this.x);
System.out.println("the value y is: " + this.y);
}

}
public class PointCaller {

public static void main(String[] args) {
final Point point = new Point(1, 2);
point.print_xy();
// Change the value of x, y
point.set xy(5, 6);
point.print_xy();

(final ,_gl.b.).lﬁé) )@}Lw J’b') Y AF
4 b awley (Bb s 09 b adsl as)lade Sl g Y 9 X sases Glauiie 3lie a5 K
Jaie Llgs o3 s 15 Qél.ww uizal 1, 58t XY() S50 yul ol 392900l b 359d Oel final & )50
Aas s Y 9 X
class Point {
private final int x;
private final int y;

Point(int x, int y) {
this.x = x;

this.y = y;

}

void print xy() {
System.out.println("the value x is: " + this.x);
System.out.println("the value y is: " + this.y);

}
// set_xy(int x, int y) no longer possible
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final public class Point implements Cloneable {

private int x;

private int y;

Point(int x, int y) {
this.x = x;
this.y = y;

}

void set xy(int x, int y) {
this.x = x;
this.y = y;

}

void print_xy() {
System.out.println("the value x is: "+ this.x);
System.out.println("the value y is: "+ this.y);

}

public Point clone() throws CloneNotSupportedException {
Point cloned = (Point) super.clone();
// No need to clone x and y as they are primitives
return cloned;

}

}
public class PointCaller {

public static void main(String[] args)

throws CloneNotSupportedException {
Point point = new Point(1, 2); // Is not changed in main()
point.print_xy();
// Get the copy of original object
Point pointCopy = point.clone();
// pointCopy now holds a unique reference to the newly cloned Point
// instance Change the value of x,y of the copy
pointCopy.set_xy(5, 6);
// Original value remains unchanged
point.print_xy();

108" e o3laul public static final saul,T <G items 1 s ages ol
public static final String[] items = {/* . . . */};
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private static final String[] items = {/* . . . */};
public static final String getItem(int index)
{
return items[index];
}
public static final int getItemCount()
{
return items.length;
}

(48 0S|, 1,1 L5k Jool, 5,45
615 5 o L LT 5l oS K &S aS" o s a5 | public axe G g private sl T <G Jool, ol

private static final String[] items = {/* . . . */};
public static final String[] getItems()
{

return items.clone();
}
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private static final String[] items = {/* . . . */};
public static final List<String> itemsList =
Collections.unmodifiablelList(Arrays.aslList(items));
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public class Person {

}

private String name;
Person() {
// Do nothing — needed for serialization
}
Person(String theName) {
name = theName;

}

// Other details not relevant to this example

public class Student extends Person implements Serializable {

}

private Professor tutor;
Student() {
// Do nothing — needed for serialization

}

Student(String theName, Professor theTutor) {
super(theName) ;
tutor = theTutor;

}

public Professor getTutor() {
return tutor;

}

public class Professor extends Person implements Serializable {

private List<Student> tutees = new ArraylList<Student>();
Professor() {
// Do nothing — needed for serialization

}

Professor(String theName) {
super(theName) ;

}

public List<Student> getTutees () {
return tutees;
}
/**
*checkTutees checks that all the tutees have this Professor as their tutor
*/
public boolean checkTutees () {
boolean result = true;
for (Student stu: tutees) {
if (stu.getTutor() != this) {
result = false;
break;

}
}

return result;
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Professor jane = new Professor("Jane");
Student able = new Student("Able", jane);
Student baker = new Student("Baker", jane);
Student charlie = new Student("Charlie"”, jane);
Jjane.getTutees().add(able);
jane.getTutees().add(baker);
jane.getTutees().add(charlie);
System.out.println("checkTutees returns:
// Prints "checkTutees returns: true"

+ jane.checkTutees());

a5) jeal iils Ky aaa3 g0 druwgs |, PErSON (slayly £o3 45 Lizwa elgil Student o Professor
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String filename = "serial";

try (ObjectOutputStream oos = new ObjectOutputStream(new
FileOutputStream(filename))) {
// Serializing using writeUnshared
oos.writeUnshared(jane);
}
catch (Throwable e) {
// Handle error
}
// Deserializing using readUnshared
try (ObjectInputStream ois = new ObjectInputStream(new
FileInputStream(filename))){
Professor jane2 = (Professor)ois.readUnshared();
System.out.println("checkTutees returns: "+jane2.checkTutees());
}
catch (Throwable e) {
// Handle error

}

Ml Jool, Y 4,8
A8 e 05laxl readObject() o writeObject() slase 51 3,1y ol S <uslS Professor i

Xl 8 oo 1) true (w545 checkTutees() s

String filename = "serial";
try (ObjectOutputStream oos = new ObjectOutputStream(new
FileOutputStream(filename))) {
// Serializing using writeUnshared
oos.writeObject(jane);
}
catch (Throwable e) {
// Handle error
}
// Deserializing using readUnshared
try (ObjectInputStream ois = new ObjectInputStream(new
FileInputStream(filename))) {
Professor jane2 = (Professor)ois.readObject();
System.out.println("checkTutees returns: " + jane2.checkTutees());
}
catch (Throwable e) {
// Handle error

}
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{
// Local scope
int[] buffer = new int[100];
doSomething(buffer);
buffer = null;
}
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{
// Limit the scope of buffer
int[] buffer = new int[100];
doSomething(buffer);

}
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